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Abstract Recently, the Internet of Things (IoT), which has been applied to various industrial
fields, is constantly evolving in the process of automation and digitization. However, in the
network where IoT devices are built, research on IoT critical information-related data
sharing, personal information protection, and data integrity among intermediate nodes is still
being actively studied. In this study, we propose a blockchain-based IoT critical information
management technique that is easy to implement without burdening the intermediate node
in the network environment where IoT is built. The proposed technique allocates a random
value of a random size to the IoT critical information arriving at the intermediate node and
manages it to become a decentralized P2P blockchain. In addition, the proposed technique
makes it easier to manage IoT critical data by creating licenses such as time limit and device
limitation according to the weight condition of IoT critical information. Performance
evaluation and proposed techniques have improved delay time and processing time by 7.6%
and 10.1% on average compared to existing techniques.
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Table 1. Major security threats by loT product type
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2.1 loT HOt 2H

T ToT & s AL A His) w2 &=
2 F7kt gtk B9l AEAEY MR E(0T
Malware) 343 AFEQIHY 7]7] F2°] F7oke
S Hol1 ek H 0T 34& EAs|ud i
o] AHE(Satory), Hl2tel(Mirai) T =0] oJsh
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Table 12 T=AEUATAKISA)O] ToT AF /3
H 29 HOF iyl EAT yEowH, Eey Het
M 9 F2EA B, 45 HAUS B 508
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Type Key products Key security threats Key security threat causes
‘No authentication mechanism
Multimedia . -All abuse in a PC environment ‘Weak password
Smart TVs, smart refrigerators, etc A . L A ) m "
products ‘Intrusive privacy when built-in cameras/microphones ‘Firmware update vulnerability
-Physical security vulnerabilities
“Known operating system vulnerabilities and internet-based | No authenticati hani
Household Vacuum dearers, artificial intelligence hacking threats 0 authentication mechanism
. L o o ‘Firmware update vulnerability
appliances robots, etc -Monitoring the user's privacy through a camera built into . . o
-Physical security vulnerabilities
the robot vacuum cleaner
Network *Send dictionaries and videos to the attacker's server and emil ‘Lack of access control
Product Homecam, network camera, etc | Infringement of privacy such as arbitrary shooting by | -Transmission data protection member
roducts remotely controlling home cameras connected to the network | -Physical security vulnerabilities
‘No authentication mechanism
- -Any opening and closing of the door lock by deodorizin ‘Weak password
Digital door lock, gas valve, etc ¥ opening ) o Y o pa
Control the control function ‘Lack of access control
Products ‘Physical security vulnerabilities
: ‘Deception of loT product control function exposin -Store certification information plaintext
Mobile apps (web), etc .p ) P by exposing - ) P
application source code ‘Transmission data protection member
. . ‘Transmission data protection member
Sensor - -Send incorrect or altered temperature and humidity ISsion Gata p :
Temperature/humidity sensor, etc | ) ‘No data integrity
products information ) . -
‘Physical security vulnerabilities
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Fig. 1. Proposal scheme based on Blockchain
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A%t 712 37 =7t [oT 8 FEE 135}
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e 4= Stk IoT AA7}F P2P £5 HEYIAE 0]
293 A4S, H3 Y 1oT ZA% 57]9}0]10]; =
Table 2+ IoT AAE P2P €5 HEYI F7lot=
21 gjEolct. Table 2914 authorized_node() $re
IoT A9} MAC F4F A5822H non-loT FAE
o] P2P &% HEHYA 7I9UE 38ste o ARSEH:

Table 2. loT Device Addition Algorithm in P2P
Block Network

Input € New IoT Connection Information Value

Output : Personal information connection status or absence
1: Begin

2 if(Personal Info. is not Auth,) then

3 throw

4 else

5 if(New Connection Information Value already exists)
then

6: return false;

7 else

8: authorised_nodeladd new Connection Information
Value]

9: end if

10: End
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Table 3. Adding Token of loT Device in P2P Block
Network

Input: key, trans_id, token

Output: Boolean Value (True/False)
Begin

while(l(IoT_Device is exist){
if (req.sender is not_Auth), then

throw;
end if
mapping token to Non_IoT Device(tran_id, key) to the
token collection
return true;

Ind

iy

3.33 loT 58 Me wst 4215
S 2 EE2 ERAA £ A] GHO|ER, P2P
E5 HEAZY [oT A 7t 2%+ [oT 8 4
HE 47 2Z351= o] 20| Hck Table 4= [oT &
2] 7t glofE] W o)A, FAIA} ToT BR|L}F =417 ToT
A & ol shue HolEHE weksty] HMof QIS

Table 4. Data Exchange in P2P Block Network

Input: key, trans_id, token, data

Output: Boolean Value (True/False)
Begin

if (req. sender is not_Auth) then
throw;

end if

if (req.receiver is not_Auth) then
throw;

end if

if (Non_IoT Device is available) then
Send_datalkey,trans_id,token,payload_datal;
return true;

else
return false;
end if
End
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Table 5. Hash block Verification

Input: Transaction value for verification

Output: Status of hash verification
Begin

if(transaction is valid), then
if (Block.prev_block_hash != prev_Block_Hash) then
return false;

else
return true;

if(Prev_Block_Hash = Block.Prev_Block_Hash)
Update BlockiHash;

end if

else
return false;
End

4. Gt
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Table 6. Represents the execution time for the node

registration
No. of Devices 20 100 150 200
Minimum Time (ms) 184 190 198 207
Average Time (ms) 1925 199.5 206 2135
Maximum 201 208 214 220

Table 648 23EE= 0T £/ H0lHE AR =
2479 dlolg mAly}t EAHAL FHE Aok o &
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Table 7. Represents the time delay for sharing the

records
Number of Records 50 100 150 200
Time Delay (ms) 8 173 241 357

Table 82 £ P2P HEYINA EFAI
SHA-256& ®teh 2x3gZ Ushdth 452 5
P2P YIEZS] 7h 7i5=9] ToT A Hsf 128bit
Zolo] ZArg7} vlilsto] B7HETh AT EEA
Ql 75 d5sHe BRote] ARSI ¢sst 4 o
% o] EQ] F83t AL FHAH FE e &+
Fote 7 oo gastqitt,

Table 8. The complexity represents the Delay, Hash
Rate, Throughput for the loT device

Number of Nodes 50 100 150 200
Processing Delay(ms) 60.47 56.12 51.59 47.24
Hash Rate(Mhash/s) 17.34 16.85 16.04 15.57

Throughput(Mbps) 1447 1324 1269 1132
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