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ABSTRACT

Recently, as unmanned aerial vehicle technology such as drones has developed, there are many
environmental, social and economic benefits, but if there is malicious intent against important national
facilities such as airports, public institutions, power plants, and the military, it can seriously affect
national safety and people’s lives. It can cause damage. To respond to these drone threats, attempts
are being made to introduce detection equipment such as RF scanners. In particular, power
transmission towers installed in substations, power plants, and Korea’s power system can affect
detection performance if the transmission tower is located in the RF scanner detection path. In the
experiment, a commercial drone was used to measure the signal intensity emitted from the drone and
confirm the attenuation rate. The average and maximum attenuation rates showed similar trends in
the 2.4 GHz and 5.8 GHz bands, and were also affected by the density of the structure.
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1. 712 ¥ Zey

A TE = UAVDO g T EElE UASY) ## 7)< F4sb wasta gtk 7]&o] gl what
Z71de A AFEOE ARGHIAT, AANAE DA, 1, oY, T4, 9, B4, 23, viE 5 A
AJghol| theket o2 8% 3 9tiKorea Institute of Aviation Safety Technology, 2021; National IT
Industry Promotion Agency, 2023). stA|%F E&82 7], &F0] ZAq v &o] HA 1 =7 4to] 7153}
of o]AQd grE AMEEHW ARSle Z %ol B % S Th(Electronics and Telecommunications Research
Institute, 2023). 53|, T7t5 A4 (F37 1, 33, 0L T2 AHAE S ATE Aol 7R S} =
9 Ao AZg S = ¢ AT HZ Ao} —rﬂa}ol‘/} Aol A= AF g LA B85 o83t
U(Institute for National Security Strategy, 2023). AA|Z S 23 A3 &L FZL o} <] <Table 1> o]
U T ofgl Fo]ol A% RIMEHA WA st gl

<Table 1> Summary of domestic and international drone crashes and terrorist incidents

Country Event Details Date
5 aircraft diverted due to illegal drone at incheon international airport 2020.09
Korea North Korean drone crashes at THAAD base 2017.05
3 north Korean dromes crashed in republic of korea 2014.03
Iran US military attacks iranian military base with drone 2020.01
Drone attacks on oil refineries and oil production bases 2019.09
Saudi Arabia East oil field attacked by about 10 drones 2019.08
Akha airport attacked by drone 2019.06
Fueling operations stopped due to drone attack 2019.05
Gatwick airport paralyzed by drone invasion 2018.12
UK Drone crashed into airplane at heathrow airport 2016.04
Venezuela Attempt to assassinate president maduro by drone 2018.08
France Greenpeace’s nuclear power plant drone crash protest 2018.07
Drones appear in various places at nuclear power plants 2014.10
South Africa Nuclear power plant drone crash 2016.08
Japan Radioactive drone crashes into prime minister’s residence 2015.04
USA Drone crashes into white house 2015.11
Mozambique Collision between aircraft and drone while landing 2014.10

2 9% A4S AP w. 6}% #1% 23 9w A, 57,

1) UAV : Unmanned Aerial Vehicle, F-218]3}7]
2) UAS : Unmanned Aircraft System, %1334 2H)
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835FaL AUTHSim et al, 2023). °o]2|3F EEOZ <l of7|H= HEHY Bl o] theste] 943 Wetoz Qe
EE2 7]&& #8332 UTH(Korea Institute of Aviation Safety Technology, 2022).
JME|EE A 2E 2 dubA o ghx]- 2. 7ste 450 Stk UEEEL “C-UASY” Ee “HEE”
olgtalE ZTHAhn, 2022). UFEJEE A|=R1S] M) F44LE ol 9 <Table 2>9 Zo] AT 4 thKorea
institute of S&T Evaluation and planning, 2021). &4 7]&-2 #o|H, RF 274, ¥ 52 AH|E 0|85ty
CES A% A8 golt 9] e AA9E o] &ste] BAHOREH WALEE HARE FAlste A
shol =g Azke] AolE o ele] A2l S4eke AL B ol §th SR A9 RCSH AT, R A=
oNA ALo® vt & gl FH | ojgfgo] Yt AN MAE o] §3tr] Wl A AT AL
71749 dE&S vA] e Aol JormE ATHS vEs Hdx 9 83l of 6]-1:]- RF ~7jU= =&
ol WAHE RF A5 Z43te] GAste 7 %olth YuH 0T 4§ SEo| AGSE Fu4E ZHY 7
o SIS Aol Sl A HE 5 ) 59 18 S B
gol Atk 2 71&2 EO/IRY AlA, &3 %Xl AA 5o WS o] &3th EOIRE
&E 01%3}01 FAE EA B Adsts V12 §AE E4Y B RS uEo R
B AU E o] &dt At &A A a5 Y T e 7‘401 YA BAA
ol BEAE FF st 2Fs] oy @] Aok F¥3} r|ee A = 2
#elA, d&3r], 2&5% 5 =88 ), £2ZE AAY, 253 5 A9is o HE FEF 5 glor,
s EY &2 g8 aH o tf-g3tal 93l stE L AXE Ag Ej% 7|ES A T
(Choi et al., 2017; Hwang and Kim, 2020; Kim et al., 2021).

|y

O

<Table 2> Anti—drone technology classification table

Classification Technical Concept
Radar (D) Use X-Band and Ku-Band
RF Scanner (D) Communication signal analyze between drone and controllor
) EO Camera (D, I) Camera with Eo sensor
Detecgon(m IR Camera(D, I) | Camera with IR sensor
Identification(T) Acoustic Sensor (I) Calculation the noise delay with acoustic sensor
Visual Identification (I) | Identify the controllor by drone’s identification number
Electric Identification (1) OArCt(i)\I;er};tg?Sis&Ziﬁzingf; ;enngzie identification with identification number
Net Gun Illegal drone capture using nets
Hard Kill Bird Train birds of prey to capture illegal drones
Anti Aircraft Weapons | Combining anti-aircraft artillery and short-range radar to shoot down drones
Direct Energy Weapons | Shoot down illegal drones with guns equipped with lasers and RF
Neuralization Communication Jamming | Interferes with radio waves, making flight impossible.
GNSS Jamming, Spoofing | Inability to fly or flight condensation due to injecting false coordinates
Soft Kill Take Control Hack the protocol or be captured by landing and incapacitating the flight
. Prevents flights in specific areas by entering no-fly zone information into
Geo-fencing the drone’sgnavigaticfn software GIZIS ¢ ’

3) C-UAS : Counter-Unmanned Aircraft System, F-<1BI3 %] o] A|2~H
4) RCS : Radar cross section, @|°]TRWFAFHZ
5) EO/IR : Electric optics/Infra red, A3 2 4 F4
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o]H3l QEEE 7|&L o] ZVER AN Y-S A =3k AThSon et al., 2020). FHL, WAL
ASolle A7) s A SFH"e] AT Al B2 AA = ) Aldo] v =4 vt
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RF 27l E X & £2 A5 &2 A E23 RF 27471 LOSO7} RPN 8271 E7ls
WAL, T8 YU B3 Ay RO $go] T2 RF AISE AHAIA BX7F BrHss A
FASY ATFE AYSAh AFLe 24 oY A" FH A9 3 24 3 U)FE AY, e 24 A

e AYPa.

n# &

peoldE S A5 U A $ATe] FTH UL 9T WA AY ol o Nee 49D
oh ARE QA Wol FAe FB AS AL 98] 24 oy $HY Fue) A3 BAe A
283 ARAGNA Ege] ARUEE SAGE 712 UL APV, 7] EReference) LTS Folo] 1
W = 450 H7E SR8 Fol A2k BE el AHlA Los Aol SR ANAA Azl A
A& 2HUG SR T A% B4 34 Ask $HT BAW 4 24 A BF BFEF 31 olgl, A%
S Qe B UH BN AT
1. 55 CHA F# B} 82 gol

AZNE AT AL SRR RE A 457 oE 370 A™AAE AA 293 m, 2H A4 365m, 3
H A 445m)oll A APt of ] <Fig. 1> 3719 XA FHEHe] AdE FASATE &4 F3b

<Fig. 1> Location and distance of 3 measurement points about electromagnetic

circumstance

6) LOS : Line of sight, 7FA1A

Vol.23 No.1(2024. 2) The Journal of The Korea Institute of Intelligent Transport Systems 115



CEEXIE RFAJHH S dsof $HEO

F Hde Aol ALY S2o] AgsHs F34 11924 GHz, 5.8 GHz U9 T5
3}7] 9slA 1 GHz ~ 6 GHz S A&k
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<Fig. 2> Result of electromagnetic circumstance measurement
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flollA 20m ¥ Wsfste] ERoA WALE = RE A59 A7 53 '}%15}. A}%—f‘& E&o] 237 A
FEFe A &7] A3 A AFH =8 7 LoS AR FF WFO R 200m Holxl A M xS
o} €] <Table 3> <Fig. 4> 54 AFE 1% W3}, 1% §is}o| m}% 7m %7}, 2.4 GHz, 5.8 GHz Uj
dollA ZAE o5 AAE vehd £} o5 A T BAR T 2ot 34 A} 1% 20m ~
220m HL oA Hutpil7)o] SAE o5 Aol thEF 48 dBuV/m LA 18l Ak mE o] 59
zpole} e 274 A3} HHE 24 GHz, 5.8 GHz oA fFARHA BT SA3he Tk o
GEAT, 157t At wet STkt Adx st fARE o5 A ARE & 5 Atk

<Table 3> Measured gain and distance by different altitudes

Altitude [m] 20 40 60 80 100 120 140 160 180 200 220
Gain at 2.4 GHz [dBuV/m] | 36.8 424 372 443 34.6 40.6 36.7 64.7 41.6 338 344
Gain at 5.8 GHz [dBuV/m] | 50.2 44.6 45 48.7 43.1 439 44.1 423 439 43.6 43.1
Distance [m] 5402 | 541.2 | 5429 | 5453 | 5485 | 5523 | 5569 | 562.1 | 568 | 5745 | 581.6
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<Fig. 4> Measured gain and distance by different altitudes
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<Fig. 5> Setup for measurement test
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A2 919 <Fig. 5>9F 2o FAGORRE 42 g 729 4 Aol APty =& 257]9]
AR FAEE IEo2 F4 X o v Aol A|SHA st ol AH8F =R L% EgoR
olF A E&9 ¢t =3 2373 LOS FHE ffe =& WFIAEE 7T0m ~ 190m7HA] 20m 9=

HIIA A SAsIAT B8R 257 /\}0191 AMS-FTE 24 GHz AHE t1EE S0l A 10 MHz (24625~2.4725
GHz)Z A A3, 58GHz AHE I E oA 10 MHz (5.839~5.849 GHz)S A A 3sle] A3t

4 AR o] SAAHNA SAT A =89 HFPIE 110m ~ 170 moll 4] o] 5] ZHaste A&
& & UAATh o= LOSTE X Hol 7}?}1@ 7ol o] 5o FHadte AS & T AU off e <Table 4>2}
<Table 5> &4 235 Yehd ®o|X, <Fig. 6>3 <Fig. 7> &4 Z3E vepd Tezo|g,

<Table 4> Measurement results at 2.4 GHz

Altitude [m] 70 90 110 130 150 170 190

Gain [dBpV/m] 424 469 432 329 30.2 35.0 428

Point 1 Reduction Rate [%] 8.3 0.0 4.6 26.6 31.9 20.2 1.1
Distance [m] 4457 449.3 453.8 459.1 4652 472.1 479.7

Gain [dBpV/m] 41.1 42.1 414 35.8 43.0 43.1 42.8

Point 2 Reduction Rate [%] 10.5 7.3 8.0 19.5 24 1.1 0.7
Distance [m] 5252 5284 5323 537.0 5423 548.3 555.0

Gain [dBpV/m] 32.1 39.5 40.1 38.8 34.7 40.3 40.2

Point 3 Reduction Rate [%] 29.8 12.7 105 125 209 7.2 6.2
Distance [m] 559.5 562.4 566.0 570.3 5752 580.7 586.9

Gain [dBpV/m] 36.6 412 38.1 37.6 429 39.5 434

Point 4 Reduction Rate [%] 18.7 74 13.6 13.7 0.5 7.4 0.0
Distance [m] 893.1 895.0 897.3 900.0 903.2 906.8 910.9

<Table 5> Measurement results at 5.8 GHz

Altitude [m] 70 90 110 130 150 170 190

Gain [dBuV/m] 44.1 34.9 44.8 36.0 35.1 29.9 36.6

Point 1 Reduction Rate [%] 0.0 16.6 0.0 11.9 13.3 25.2 7.3
Distance [m] 445.7 449.3 453.8 459.1 465.2 472.1 479.7

Gain [dBuV/m] 37.5 39.7 459 36.8 36.1 29.3 39.3

Point 2 Reduction Rate [%] 10.7 4.4 0.0 9.5 10.0 26.1 0.0
Distance [m] 5252 5284 532.3 537.0 542.3 548.3 555.0

Gain [dBpV/m] 333 345 38.0 37.0 34.6 28.8 36.7

Point 3 Reduction Rate [%] 20.2 16.4 6.8 8.2 13.1 27.0 5.7
Distance [m] 559.5 562.4 566.0 570.3 5752 580.7 586.9

Gain [dBuV/m] 29.4 37.7 383 34.0 37.1 373 38.0

Point 4 Reduction Rate [%] 28.5 7.1 4.6 14.3 55 39 0.9
Distance [m] 893.1 895.0 897.3 900.0 903.2 906.8 910.9
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