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Intrusion Detection Approach using Feature Learning and Hierarchical Classification

Han-Sung Lee - Yun-Hee ]eong** + Se-Hoon ]ungm

ABSTRACT

Machine learning-based intrusion detection methodologies require a large amount of uniform learning data for each
class to be classified, and have the problem of having to retrain the entire system when adding an attack type to be
detected or classified. In this paper, we use feature learning and hierarchical classification methods to solve
classification problems and data imbalance problems using relatively little training data, and propose an intrusion
detection methodology that makes it easy to add new attack types. The feasibility of the proposed system was verified
through experiments using KDD IDS data..
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Table 1. Top attack type classification results
Attack NN Deep Proposed
Type Learning Approach
Normal
Data 98.9 98.9 98.9
DoS Attack 95.8 99.4 99.6
U2R Attack 45.0 40.0 47.5
R2L Attack 19.2 20.2 25.8
Probe
Attack 84.3 87.8 84.3
Total 72.9 74.6 75.9

i 20 GANE o] &3 dolE T4& §F &7
e AN R, AJEAE sl 7H%% PLS
SVMII5] 2 Y Zex

g (6] 5

AT A} HlaE A A s

2 289 ct2 odAF Zaelel vl
Table 2. Comparison with other published methods

Attack GAN PLSSVM RF Proposed
Type [11] [15] [16] Approach

Normal | g, g 95.6 91.0 98.9
Data

DoS

Attack 99.4 78.7 98.9 99.6
UZR

Attack N/A 30.7 100 47.5
R2L

Attack 83.7 84.8 66.6 25.8
Probe

Attack 99.3 86.4 55.1 84.3
Total N/A N/A N/A 75.9
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Table 6. Detailed attack type classification results of
Probe attacks

. Proposed
Attack Type Simple kNN Approach
Ip sweep
98.0 99.0
Attack
Nmap Attack 100 100
Port sweep
94.9 97.4
Attack
Satan Attack 99.8 99.5
Total 98.8 99.1
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