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ABSTRACT

Socially, organizations are required to effectively manage their information resources, both in terms of acquiring
information from external sources and safeguarding against potential breaches by insiders. While information security
policies and technologies implemented by organizations contribute to achieving internal security, an overly complex or
disorganized security structure can create uncertainty among employees. In this study, we identify factors of structural
information security (IS)-related uncertainty within organizations and propose that they contribute to non-compliance.
We develop a research model and hypotheses based on previous studies on the information security environment and
test these hypotheses using structural equation modeling. Our findings indicate that uncertainties related to IS policy,
technology, and communication decrease employees’ IS role identity and their intention to comply with IS measures. By
addressing these uncertainties, organizations can improve their IS environment and work towards achieving their IS
goals.
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Table 1. Characteristics of samples
Categories Frequency %

Gender Male 195 479

Female 212 52.1

Under 30 82 20.1

31 - 40 100 246

Age 41 - 50 11| 273

Over 51 114 28.0

Industry Manufacturing 112 215

Service 295 725

Staff 160 39.3

Job | Assistant Manager 95 23.3

Position Manager 72 177

Over Manager &0 19.7

Under 10 24 59

Firm 10749 108 265

Size 507299 131 322

Over 300 144 354

Total 407 100.0
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Table 2. Result for construct validity and reliability

Constructs Llj)z(sjtj(;; Csroglbs}fz CR AVE
PuU4 | 0878
PU3 | 0874

PU P2 | 0850 0.913 0.899 0.690
PUL | 0.792
TU4 | 0.738
TU3 | 0.847

TU T2 | 086 0.885 0.877 0.641
TUL | 0829
Cu4 | 0.762
Cus | 0.827

Cu co2 | os13 0.872 0.855 0.596
CUl | 0778
RI3 0.861

RI | RI2 0.884 0.894 0.879 0.708
RI 0.836
CI3 0.813

Cl | CI2 0.878 0.867 0.869 0.688
Ccn 0.793

PU(Policy Uncertainty), TU(Technology Uncertainty),

CU(Communication Uncertainty), RI(Role Identity), CI(Compliance
Intention)
CR: Construct Reliability, AVE: Average Variance Extracted
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