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ABSTRACT

As users use various services along with the rapid increase in Internet services, it may be difficult to manage accounts.
To solve these difficulties, various password management applications are emerging. From a forensic point of view, password
management applications can provide clues to obtain criminal evidence. The purpose of this paper is to acquire the data
stored by the user in the password management application. To this end, we propose a better way to decrypt the encrypted
data through reverse engineering, evaluate the security of the application to be analyzed, and safely store the data.
Keywords: Android, Forensic, Reversing, Master Password, Encryption/Decryption
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Table 1. Target Application

Name Version Package Name
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Cloud v.9.3 password.cloud
Password v.18.9 net.miyam.dontforgetp
ManageMent T assword

com.sisomobile.android

Hide Pass v.1.9.2
.passwordsafe

beeeay.a90ms.com.beea

BeEasy v.4.6.3
sy
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Case 1: Unlock and Access
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Case 2: Extraction from a Device
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Case 3: Data decryption
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Fig. 1. Three Cases for Data Acquisition
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Fig. 2. Decrypt the master password of Password
Cloud
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Fig. 3. Decrypt master password or user data
for Password management
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3.3 Hide Pass
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Table 4. Indiscriminate attack by digit on Hide
Pass’s master password

Digits Time(ms)

2 26

3 46

4 295

5 13,329

6 1,435,021
7 (estimate) 157,852,310
16 (estimate) 17,363,754,100
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Hard Coded Encrypted Master

String Password

Generation Method

\% Encryption Key

| | |

[ AES256-CBC-PKCS5Padding Decryption }

Encrypted UserData

Decrypted
UserData

Fig. 4. Decrypting UserData in the Hide Pass

Hard Coded Encrypted
String Master Password

J |

Encrypted

AES128-CBC- | .substrin
Master Password + PKCSSPadding | (1, 17)9
.substring(8, 16)
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l
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Fig. 5. Generation Method of the Hide Pass
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Table 5. Decryption time according to BeEasy's
password

Password Time(ms)
123456 408
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Table 6. String by column of the BeEasy

Column Encryption Key and IV
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Table 7. Vulnerable element identification items

Category Consideration
- Encryption of User-Entered
Encryption or Sensitive Information

Status - Parameter Encryption for
Data Protection

- Use of Hard coded Values

- Use of Identical Parameters

- Encryption Status of
Encryption Keys

- Application of Weak
Password Rules

Cryptographic
Algorithm
Design Method

4.1 Password Cloud
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Table 8. Decryption process summary
Name Decryption Algorithm Parameter Output
Password . Encryption Key: 32 bytes String Decrypted
Cloud AES256/ECB/PKCS5Padding Data: Encrypted Master Password Master Password
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