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ABSTRACT

Security assessment is an indispensable process for a secure network, and appropriate performance indicators must be
present to manage risks. The most widely used quantitative indicator is CVSS. CVSS has a problem that it cannot consider
context in terms of subjectivity, complexity of interpretation, and security risks. To compensate for these problems, we
propose indicators that itemize and quantify four things: attackers, threats, responses, and assets, taking into account the
security context of ISO/IEC 15408 documents. Vulnerabilities discovered through network scanning can be mapped to
MITREATT&CK’s technology by the connection between weaknesses and attack patterns (CAPEC). We use MITRE
ATT&CK’s Groups, Tactic, and Mitigations to produce consistent and intuitive scores. Accordingly, it is expected that
security evaluation managers will have a positive impact on strengthening security such as corporate networks by expanding
the range of choices among security indicators from various perspectives.
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Fig. 1. The proposed security metric link vulnerabilities with threat technique and measure higher score
with fewer mitigations to the technique, more attack groups using the technique, the later the tactical
stages belonging to the technique, and the impact of asset confidentiality, integrity, and availability.
Each element refers to the security concept and relationship diagram of the ISO/IEC 15408-1.
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Fig. 2. Risk management process utilizing
proposed security metric.
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Table 1.

mapped to Group, Mitigation, Tactic, Asset(impact type) by MITRE ATT&CK.

Technique was mapped using BRON for randomly selected CVE, and then Technique was

CVE

Technique

Group

Mitigation

Tactic

Asset

webserver

CVE-2022-31813

T1557.002

G0003
G1014

M1042
M1041
M1037
M1035
M1031
M1017

collection
credential access

T1584.002

M1056

resource
development

T1491

M1053

impact

integrity

T1211

G0007

M1048
M1050
M1019
M1051

defense evasion

T1542.002

G0020

M1051

defense evasion
persistence

T1556

M1047
M1032
M1028
M1027
M1026
M1025
M1022
M1024
M1018

credential access
defense evasion
persistence

fileserver

CVE-2014-6278

T1027.006

G0016

M1047
M1037
M1028
M1027
M1026
M1025
M1022
M1024
M1018

defense evasion

T1027.009

M1049
M1040

defense evasion

T1564.009

M1013

defense evasion

workstation

CVE-2023-20854

T1548

M1047
M1038
M1028
M1026
M1022
M1052

defense evasion
privilege escalation
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