31
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.34, NO.1, Feb. 2024 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2024.34.1.31

LLVM IR W4 3= &Ex]E 95t olu]z] 7|ut
iy =d*

+ &
HPu’ geNd eIl
2 HBTStL (S, SR, )

Image-Based Machine Learning Model
for Malware Detection on LLVM IR*

Kyung-bin Park," Yo-seob Yoon,' Baasantogtokh Duulga,? Kang-bin Yim®*
123300nchunhyang University (Undergraduate, Graduate, Professor)

AL AR 7] AlauA 2| 9] 7)E T 71l w2t dAlde] =2ivx gl o=
ofg] op7lE Aol Hfd 53k FAloh AlauA] 2 AR gx]9] BAAQl Al M IE= Al AAE 5717
Slete] gt A 7Y 5 ARSEka glor] w3 = AR, dA2E WA, R 7 5 71 AEEA
7IEe] Al A 2o si|l '] 1S 3]sk Sl 2 =wolAe o2’ wAE HEE 5 sle Al
< §% LLVM IR 2= o]n]A] 7wk 3= AAEY 2538} 7]eS Akt vlelyei7} w537y 7=
ARl E7sta A B4 2 HARE 7kelelel LLVM IRZ Y#s44ddt}. o]F LLVM IR ZE=%F ©]
A 2 WEste] CNNE o83 daelE § Aol 3¢ 4 KerasellA U3k ResNetb0v2 R 3h<53to] oty
FEE WAete mEle AlA R

m flo
tJ

a

i
il

fr

N
offt

ABSTRACT

Recently, static analysis-based signature and pattern detection technologies have limitations due to the advanced IT
technologies. Moreover, It is a compatibility problem of multiple architectures and an inherent problem of signature and
pattern detection. Malicious codes use obfuscation and packing techniques to hide their identity, and they also avoid existing
static analysis-based signature and pattern detection techniques such as code rearrangement, register modification, and
branching statement addition. In this paper, We propose an LLVM IR image-based automated static analysis of malicious
code technology using machine learning to solve the problems mentioned above. Whether binary is obfuscated or packed,
it’s decompiled into LLVM IR, which is an intermediate representation dedicated to static analysis and optimization.
“Therefore, the LLVM IR code is converted into an image before being fed to the CNN-based transfer learning algorithm
ResNet50v2 supported by Keras”. As a result, we present a model for image-based detection of malicious code.
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Algorithm 1: Converting LLVM IR into image

Input: LLVM IR L
Output: Image 7
1 function LLVM_IR_to_IMAGE(L, 1)

2 parse L

3 set width 128, height 128

4 read width+height bytes from L as a 1D
array of unsigned integers

5 reshape the array into a 2D array with
height, width

6 create an image from the 2D array and

save as /

convert /into grayscale

7 end function

Fig. 7. Algorithm to convert LLVM IR into
grayscale image
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model = ResNet5@V2(include_top=True, weights=None, input_shape=(128, 128, 1 cl
asses=2
model. summary

model. compile(optimizer = 'adam’
loss = 'categorical_crossentropy’
metrics = ['accuracy'

history = model.fit(X_train, y_train
batch_size = 4
epochs = 10
verbose = 1
validation_data=(X_test, y_test

Fig. 10. CNN model source code
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Fig. 11. Malicious code detection results

Confusion Matrix

Normal

Actual Labels

Malware

1
Normal Malware
Predicted Labels

Fig. 12. Confusion matrix results

i

Aol Agrs SA6 AFE 6348 AAE
ek, o B el A 2 9] o2
A e} vlaste] A vlalg z18sedc).

H| 23+ g} 29 CyberMachineolgls &Z4hx
glo]Hej2lo]n]  Decision Tree, Random
Forest, K-#4 ol dxg]& 3/ME A8l &
7 stle] PE ARE #4351 o] ghalel] dis] 274
olafe otare|Foe] ofdeletar it EH= A o] I
ot gheloleta ksl o]}
CyberMachine T3k ¢k 2000712] dlo]E]
22 g4 As ot ARE T8 FUE 218

dlojeje] =l

.
o

o]
=

g o
o FUE‘L 4

/1]0

ml

3}993,  normal e E

494/(494+506) = 0.49=2 ‘/]’E} 1 malware
dglo|e]e] 7% 600/(600+359) = 0.625 A&
vehth, ojeba] B =Foa] AAF G FE B
2dlo] CyberMachine Z23} |53 A5& 714
I ex|7} AAHo R zo| Hrlw et
3eh16).

w3k o2 mdlel DeepMalwareDetectors =
=4 A CNN =2 do]g Al FalslA
Zlestgl ot o] mulox= o]u]x] Ale]=E 256
27|12 A7, o] Abo]Zzel =& g %13
ahgith. olol AEE 100%2= FAF drteo] A
it 22402 e mdEd B =i AlAE
= 39S vaEsls u B =FellM AAEE B
do] v|wA AHARA Sl gx]7} 753 mdolgly

74 4 elehin),

e



HunssslEra (2024, 2) 39
V. d =2 the Korea Institute of Information
Security & Cryptology,  32(2), pp.
L e v 0 i = B e RS B = L R o 171-179, Apr. 2022

o) 2re o Fe AR dAHS AT & (6) Lukas Durfina, Jakub Kioustek, Petr
U R AHEA 253 Ve Ak A Zemek, Dusan Kola¥, Tomas Hruska,
g F7F el IR FZ=g FEE  dFE Karel = Masaiik, and  Alexander
RetDecg& 7|Hke.2 3lo] LLVM IR Z=2 t]f] Meduna, "Design of a retargetable
gt} o]F LLVM IR ZE=E o|n|x|& gt decompiler for a static platform-
slod #o] gy dwE]E F skl ResNetb0v2s independent malware analysis,”
Abgakgith, AA Z= 192070, A F= 192070 Information Security and Assurance:
= 38407119 Heolg S 7Eo 2 X mele] A International Conference, pp. 72-86,

gr= HAd 64.00%, FH 63.4%4 HHI= & Aug. 2011.
A s Falspgit) o]F Fd8 IR Z=7]uk o]v] (7] Shin-Woon Hwang and Jonghee Youn,
A Wge g o IE ¥A7} slssithe ARE o ‘A study of malware argument
< 5 U, FF ATE B8 A A5 wd detection,” A study of malware
< k= o] Fxolth argument  detection, The Korea

(1]

References

MinSik  Shin,
Kwon,

JungBeen Yu, and
Taekyoung “Analysis  of
Research Trend on Machine Learning
Based Malware Mutant Identification,”
.REVIEW OF KIISC, 27(3), pp. 12-19,
Jun. 2017

Bong Ki Jung and Kim Jong Hyun, “A
Survey on Malware Detection using
Enhanced Data Mining Techniques,”

KICS Summer Conference, 2021, pp.
1026-1027, Jun. 2021

The LLVM Compiler Infrastructure
“LLVM", llvm.org, 8™ Aug. 2023

Su-jeong Kim, Ji-hee Ha, Soo-hyun
Oh and Tae-jin Lee, “A Study on
Malware Identification System Using
Static Based
Learning Technique,

Analysis Machine
Journal of the
Information

29(4), pp.

Korea Institute of
Security & Cryptology,
775-784, Aug. 2019
Jae-IL Yu and Kwang-hoon Choi, "An
LLVM-Based Implementation of Static
Analysis for Detecting Self-Modifying

Code and Its Evaluation,” Journal of

Information Processing Society Spring
Conference 2021 , 28(1), pp. 181-182,
May. 2021

Seok  Min Ko, JaeHyeok Yang,
WondJun Choi, and TaeGuen Kim,
"“CNN-Based Malware Detection Using
Opcode  Frequency-Based  Image.
Journal of the Korea Institute of
Information Security & Cryptology,
pp. 933-943, 32(5), Oct. 2022
Dong-Geun Lee, "Analysis of Malware
Detection  Techniques  based on
Machine Learning,” Master's Thesis,
Department of Convergence Service
Security Engineering Graduate School

of Soonchunhyang University, Feb.
2018
Yueming Wu, Deqing Zou, Shihan

Dou, Wei Yang, Duo Xu and Hai Jin,
"VulCNN: An Image-inspired Scalable

Vulnerability Detection System,” ICSE
22 Proceedings of the 44th
International Conference on Software
Engineering, pp. 2365-2376, May.
2022.

Mahajan, Ginika, and Raja.
"Metamorphic ~ Malware  Detection

Using LLVM IR and Hidden Markov



40 LLVM IR i Az = "5 $I8h o|n|#] 7|ut wjAlzly =l
Model,” Proceedings of the Inter- (14]) Tensorflow, TensorFlowjs  https://ww
national Congress on Information and w.tensorflow.org/is?hl=ko, 11", Aug.
Communication Technology, pp. 2023
411-421, Jun. 2016. (15) Tensorflow, ResNet50V2" https://www.
(12) Kaiming He, Xiangyu Zhang, tensorflow.org/api_docs/python/tf/kera
Shaoqing Ren, and Jian Sun, “Deep s/applications/resnet_v2/ResNet50V,11
residual learning for image thAug. 2023
recognition,” Proceedings of the IEEE (16]) github,"CyberMachine” https://github.
Conference on Computer Vision and com/emr4h/CyberMachine, 20", Aug.
Pattern Recognition (CVPR), pp. 2023
770-778, Jun. 2016. (17]) github."DeepMalwareDetector” https://
(13) Malware Bazaar by ABUSE “Malware github.com/islem-esi/DeepMalwareDet

Bazaar’, https://bazaar.abuse.ch, 10"

ector, 21% Aug. 2023

Aug. 2023

(M X290

1k 74 Wl (Kyung-bin Park) 43¢
44 29 AN g ARSI F4
ofy ARRT A AEHlHQ}

&+ 2 4 (Yo-Seob Yoon) A3
20249 29 AT AR R 58} E9)
(FA1 Bl AR BT nlo|ye] &4

-
~

= 2 7} (Baasantogtokh Duulga) 43

20234 29 ANt AR 58I} F<

20234 3¥~3A: AT 2 eggreksty) AaaA
(FABoby ARHET  Fobgd i

¥l (Kang-bin Yim) £413%

294 ol AR E<

29 olFigtal Axlgsta) Aal

29 olFdgtn AA}g-sty} kit

3 ~&A: Ay e sstyl w4
(TAIRol) ARHT  FHFHEA AEAHt



