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ABSTRACT

Multivariate Quadratic (MQ)-based digital signature schemes have advantages such as ease of implementation and small
signature sizes, making them promising candidates for post-quantum cryptography. To enhance the efficiency of such
MQ-based digital signature schemes, utilizing sparse matrices have been proposed, including HiMQ, which has been
standardized by Korean Telecommunications Technology Association standard. However, HIMQ shares a similar key structure
with Rainbow, which is a representative MQ-based digital signature scheme and was broken by the MinRank attack
proposed in 2022. While HIMQ was standardized by a TTA and recommended parameters were provided, these parameters
were based on cryptanalysis as of 2020, without considering recent attacks. In this paper, we examine attacks applicable to
MQ-based digital signatures, specifically targeting HiMQ, and perform a security analysis. The most effective attack against
HiMQ is the combined attack, an improved version of the MinRank attack proposed in 2022, and none of the three
recommended parameters satisfy the desired security strength. Furthermore, HiMQ-128 and HiMQ-160 do not meet the
minimum security strength requirement of 128-bit security level.
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Table 1. The recommended parameter sets of
HiIMQ (2: the security length)

q v % % A

HiMQ-128 28 37 21 24 128

HiMQ-160 28 66 35 33 160

HiMQ-192 29 68 37 35 192
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second layer when v=6, o, =5, and o, =4
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Table 2. The cost for the simple attack and
combined attack against HIMQ

arameter set Simple Combined
° attack attack
HiMQ-128 97 95
HiMQ-160 194 124
HIMQ-192 187 131
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Algorithm 1 Calculation of simple attack cost for HIMQ

Input: g, n, m, 0,
Output: Simple attack cost ¢ for HIMQ

1: Probability pp_ of estimating the linear mapping Dy

D—l_l—[(l q=°z)

2: Solving quadratic systems using the XL algorithm
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) o of )"
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P p: o

eCXL=3((n_m_;)_1+D)2((n_m2_1)+1)

3: Cost gatesy of multiplication over [Fy
gatesy = 2((logs )* +logz q)

4 Return the total attack cost ¢ = ecy; X gatesy/pp,

Fig. 4. The algorithm for calculating simple
attack cost for HIMQ
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Table 3. The cost for the simple attacks against
HiMQ parameters

parameter set (g . m, 0,) total cost (log,)
HiMQ-128 (256, 82, 45, 24) 97
HiMQ-160 (256, 134, 68, 33) 194
HiMQ-192 (512, 140, 72, 35) 188
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Algorithm 2 Calculation of combined attack cost for HIMQ

Input: g, n, m, 0,
Output: Combined attack cost ¢ for HIMQ

1: Probability pp, of estimating the linear mapping Dy

0p-1
Po,=1- n(l —q'7%)
i=0

2. Performing MinRank attack using the support-minors algorithm
* For1 < b < 4, searching for the minimum value of m,
denoted as m’, that satisfies the following inequality.

L O
Y ()

* Deriving the pair (b, m") that minimizes the MinRank attack
cost ecyr
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Table 4. The attack parameters and cost for the
support-minors algorithms against HIMQ

gatesy = 2((log, q)* +log, q) parameter sets b w cost (log,)
4 Return the total attack cost ¢ = ecyg X gatesy/pp, HiMQ-128 3 31 80.1
. ) . . HiMQ-160 3 44 109.5
Fig. 5. The algorithm for calculating combined -
attack cost for HIMQ HiMQ-192 2 49 113.7
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Table 5. The total cost for the key recovery
attacks against HiIMQ parameters

parameter set (g n. m, 0,) total cost (log,)
HiMQ-128 (256, 82, 45, 24) 95.1
HiMQ-160 (256, 134, 68, 33) 124.5
HiMQ-192 (512, 140, 72, 35) 130.7
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