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Abstract

Most frequency-domain remote sensing image watermarking algorithms embed watermarks
at random locations, which have negative impact on the watermark invisibility. In this study,
we propose an adaptive watermarking scheme for remote sensing images that considers the
information complexity to select where to embed watermarks to improve watermark
invisibility without affecting algorithm robustness. The scheme converts remote sensing
images from RGB to YCbCr color space, performs two-level DWT on luminance Y, and
selects the high frequency coefficient of the low frequency component (HHY) as the
watermark embedding domain. To achieve adaptive embedding, HHY is divided into several
8*8 blocks, the entropy of each sub-block is calculated, and the block with the maximum
entropy is chosen as the watermark embedding location. During embedding phase, the
watermark image is also decomposed by two-level DWT, and the resulting high frequency
coefficient (HHY) is then embedded into the block with maximum entropy using a- blending.
The experimental results show that the watermarked remote sensing images have high fidelity,
indicating good invisibility. Under varying degrees of geometric, cropping, filtering, and noise
attacks, the proposed watermarking can always extract high identifiable watermark images.
Moreover, it is extremely stable and impervious to attack intensity interference.
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1. Introduction

As an essential national fundamental strategic information resource, remote sensing images

play an important role in urban planning, military applications, catastrophe prevention and
forecast, agricultural production, etc., which has a substantial socioeconomic value [1-3]. As
advancements continue to be made in the fields of space exploration, sensor technology, and
computer science, the amount of remote sensing images is rapidly growing, data resolution is
getting higher and higher, and demand for remote sensing images in social development is
also increasing [4, 5].

Currently, developed network platforms and portable hardware facilitate the transmission
and sharing of remote sensing images, helping them to be quickly integrated into social
services; nevertheless, they also pose serious data security problems. Theft, copying, selling,
and tampering of remote sensing images are becoming more and more frequent due to their
extremely comprehensive geographic information and high value, thereby affecting the
interests of data producers and legitimate owners, and even threatening national and territorial
security [6-8]. Digital watermarking, as a cutting-edge technology in the realms of information
security and copyright protection, is attracting more attention and has been widely applied to
remote sensing images. Since the proposal of digital watermarking technology, both academia
and industry have devoted significant resources to the research and development of this
technology, and there are already many mature watermarking technologies and products that
are widely used to protect the security of various types of electronic data [9-12]. According to
the embedding method of the watermark, watermarking of remote sensing images can be
categorized into two types: spatial-domain and frequency-domain watermarking [13]. In most
cases, remote sensing images are watermarked in the spatial domain by directly altering their
pixel value, gray value, or brightness value. By altering the pixel values of remote sensing
images, Kumari et al. [14] introduced watermark information and then utilized the difference
between the two to verify proper watermark embedding. Zhu et al. [15] processed the
segmentation and encryption of remote sensing images and embedded watermarks into the
pixel values by additional rules. This method has excellent invisibility, however, it is not a
blind watermarking. Khosravi et al. [16] further improved the algorithm by replacing the
additive rule of watermark embedding with the rule of inter-pixel relationship judgment, thus
achieving blind extraction. Ren et al. [17] spread the original watermark information, matched
the watermark value with the highest valid bit of the pixel value of the remote sensing image
to generate a key matrix, and embedded the watermark into the highest bit or the next lowest
bit through the LSB method. The spatial-domain watermarking technique is straightforward
to deploy and causes little to no disruption to the original data. However, the algorithm is
susceptible to pixel value changes and has low robustness in general, limiting its practicality
[13, 18].

Algorithms for embedding watermarks in images using the frequency domain do so by
transforming images from the spatial domain to the frequency domain and then altering the
frequency coefficients. Discrete Fourier transform (DFT), discrete wavelet transform (DWT),
and discrete cosine transform (DCT) are typical frequency domain transform techniques [13,
19]. Tong et al. [20] used compressed sensing to pre-process the watermark information by
dividing the remote sensing image into robust and variable domains using DWT and
embedding the watermark information into the variable domain through a mapping mechanism,
which is robust to cropping and noise attacks. Yuan et al. [21] applied a three-dimensional
DWT to the divided remote sensing images and embedded watermark information by means
of a coefficient quantization. The method’s resilience was all-encompassing, standing up well
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to geometric attacks and noise attacks, etc. Li et al. [22] performed pretreatment normalization
on remote sensing images, selected an invariant region for DFT, split the watermark into two
parts, and embedded these two parts in the phase and magnitude of the DFT, respectively. This
method is resistant to compression and geometric attacks. Li et al. [23] used the quaternion
wavelet transform (QWT) to transform the remote sensing images. The most stable
coefficients were then filtered as the watermark embedding domain by tensor decomposition.
Compared with conventional DWT or QWT watermarking algorithms, this technique is more
comprehensive and robust. Qin et al. [24] employed the ASIFT algorithm to extract feature
points of remote sensing images and to generate feature regions. After applying two-
dimensional DWT to the feature regions, watermark information was embedded in the low
frequency coefficients. This method can effectively resist common geometric, filtering, and
noise attacks. In conclusion, the frequency-domain watermarking algorithm has greater
concealment and robustness than the spatial-domain watermarking algorithm, and DWT in
particular has a comprehensive theoretical basis for resilience, which has attracted
considerable interest and application in the watermarking design of remote sensing images.
However, in the aforementioned studies, it is common to work directly on the RGB color space,
which has a certain impact on the chromaticity of the image. In addition, most studies focus
on robustness and less on imperceptibility. Therefore, related studies are generally restricted
in terms of generality and practicality.

To address the above problems, this study converts remote sensing images from the RGB
to YCbCr color space, intends to apply DWT for embedding domain mining of luminance
component, selects the most suitable location for watermark embedding combined with the
maximum entropy, and adopts the a-blending method with high-capacity characteristics to
accomplish watermark embedding. The ultimate goal of this research is to offer an adaptive
watermarking scheme for remote sensing images by combining the aforementioned methods
in order to strike a compromise between robustness and invisibility.

2. Methodology

2.1 Discrete wavelet transform in YCbCr color space

Because each color channel in a color remote sensing image with three or more bands is not
independent, the stronger the correlation between them, the more they affect each other. For
invisible watermarking to work well, there shouldn't be much difference between the original
remote sensing image and the watermarked image. This means that embedding the watermark
in one color channel shouldn't have much of an effect on the other color channels. Taking a
three-band RGB color remote sensing image as an example, the three channels R, G and B
determine the primary color intensity to produce colors according to the proportion. The RGB
color space of an image integrates luminance and chrominance closely, and the embedding of
watermarks by modifying the grayscale values of the R, G, B and other color channels can
readily result in color alterations, thereby reducing the accuracy of the extraction results of
ground elements from watermarked remote sensing images. Color is dissected into its
luminance (Y) and chrominance (Cb and Cr) components inside the YCbCr color space. There
isn’t much of a relationship between luminance and chrominance, therefore adjusting the
brightness may have little effect on the color [25, 26]. When colors are converted to the YCbCr
color space, the most energy is concentrated in the Y channel, which means the Y channel has
the highest entropy value. The human eye is less sensitive to the regions with high entropy, so
embedding a watermark in high entropy block can improve its imperceptibility. Also, the
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compression and noise overlay used in remote sensing photos have less of an impact on the
brightness component. In light of the algorithm’s robustness and invisibility, we decided to
use the Y component as the watermark embedding domain. The proposed approach can only
be used on multi-band remote sensing images that include the R, G and B bands and not on
the single-band remote sensing images. The equation for converting RGB to YCbCr color
space is as follows:

Y 0.29900  0.58700  0.11400 ][R
Cb| =1-0.16874 —0.33126 0.50000 1)
Cr 0.50000 —0.41869 -—0.08131

where the letters R, G and B stand for the red, green and blue channels, respectively. Y
indicates luminance, while Cb and Cr denote blueness and redness, respectively.

After obtaining the Y components of the remote sensing image, it is decomposed into two
layers using DWT, as depicted in Fig. 1. Using a given filter function, DWT decomposes the
luminance Y into four sub-bands: LLY (low frequency), LHY (high frequency horizontal
component), HLY (high frequency vertical component) and HHY (high frequency diagonal
component). The majority of the signal's energy is located in the low-frequency, while
information is sent in the higher-frequency. The original input signal may be recovered quite
well by merging the high frequency with the low frequency. In Fig. 1, ‘! 2’ denotes down
sampling filter, if x[n] is used as input, the output is y[n] = x[2n].

b Low pass I'l]tﬂ -I 442 ‘W LLY
High pass filter —-] 42 a LHY

A—‘h Low pass filter - -] -L) : - HLY
' oy K
Horizontal filtering i 2

-{ Low pass f]h(‘] .

Vertical filtering

Fig. 1. Two-level DWT on remote sensing images.

The coefficients LLY. LHY. HLY and HHY can be obtained by repeating DWT on the

lower frequency sub-band LLY of the original signal. In this study, the input signal is processed
using the Haar filter, and the DWT equation is as follows:

r LLg (x, }/) _ Yp(x,y)+Yp(x,y+1)+Yp2(x+1,y)+Yp(x+1,y+1)
LH%{ x,y) = Yp(x,y)+Yp(x,y+1)—sz(x+1,y)—Yp(x+1,y+1)
4 Lg(x; y) _ Yp(x,y)—Yp(x,y+1)+Yz;(x+1,y)—Yp(x+1.y+1) (2)

Yp (0, y) =Yy (x,y+1)=Y, (x+1,y)+Y, (x+1,y+1)
2

HHY (x,y) =

where x and y denote the x coordinates and y coordinates of remote sensing image pixels,
respectively. LLY. LHY. HLY and HHY denote the low frequency, high frequency horizontal,
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high frequency vertical and high frequency diagonal, which are obtained after DWT
transformation of the component, and Y}, denotes the pixel points of the component Y.

The sub-band of low-frequency generated by DWT on the component contains the majority
of the luminance Y’s energy. Since embedding watermark information in the low-frequency is
likely to cause greater interference with the accuracy of remote sensing images, the high-
frequency of the Y component is selected.

2.2 Maximum entropy based embedding location selection

In order to balance the efficiency of watermark embedding with the robustness of the algorithm,
this study applies 8x8 blocking to the HHY band following the DWT transformation of the Y
component. Each sub-block's entropy is then determined, and the sub-block with the greatest
entropy is selected as the watermark embedding point. More complex regions of information
in an image make it harder for the human eye to detect subtle changes, increasing the
watermark's chances of going undetected if placed there. [27]. Typically, entropy is generally
used to describe the degree of uncertainty in the occurrence of each possible event of an
information source. This study uses entropy to reflect the quantity of average information in
the sub-blocks of remote sensing images. Entropy is defined as follows [28]:

E=-YN1pilog,p; ®)

where p; denotes the probability of occurrence of eventi, 0 <p; <1, and X}, p; = 1. The
larger E is, the more complex the image’s information, and the sub-block with the highest
entropy value is chosen as the watermark embedding domain in this study.

2.3 Watermark embedding method based on a-blending

a-blending is a method of mixing pixel color values and producing a transparent effect, which
mixes watermark information with the original image to achieve strong concealment for image
protection and authentication [29]. As the essence of watermark embedding is to embed
transparent or translucent text or images into the original remote sensing image, a-blending
can provide a larger embedding capacity than some traditional watermark embedding methods,
allowing more information to be embedded without affecting the image quality or revealing
the image source. In addition, the a-blending method is more resistant to some common image
processing operations (e.g. cropping, scaling, rotation, filtering, etc.). In this paper, after
converting the watermark image into grayscale, a two-level DWT is done to the grayscale
watermark image, and the diagonal component of the watermark is embedded into the block
with the highest entropy value of the diagonal component of the remote sense image by a-
blending. The specific equation is as follows:

IW,, = (1 —a) x HHY + a X block gy (4)

where IW,, is the block of the image containing the watermark, HHY is the diagonal
component of the watermark image, block,, ., IS the block with the largest entropy value
among the 8x8 non-overlapping blocks after applying DWT to the Y components in the
original remote sensing image, and « is the intensity of the watermark embedding, where 0 <
a < 1. Correspondingly, the extraction equation for the watermarked image is:

W, —axblock
HHgV ——m 7T Tmax (5)

1-a
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3. Incorporating and Identifying Watermarks

3.1 The Steps Involved in Adding a Watermark

Fig. 2 depicts the proposed watermark embedding process, with the following phases of the
algorithm:

Step 1: Convent the original color remote sensing image from the RGB color space to
YCbCr color space to obtain the luminance Y, chromaticity Cb and Cr. Perform the two-level
DWT on the luminance component Y to obtain the high frequency coefficients
LHY,HLY, HHY and the low frequency coefficient LLY.

Step 2: Divide HHY into 8 x 8 non-overlapping blocks and calculate the entropy of each
block, where the block with the largest entropy value is referred to as block 4y, and its index
value m.

Step 3: Applying two-level DWT to a grayscale watermark image W yields the high
frequency coefficients LHY , HLY , HHY , and the low-frequency coefficient LLY .

Step 4: Embed HHY into the block,,,, by a-blending to obtain the watermarked image
blocks IW,,,. The blocks are rearranged according to the original order of HHY and merged to
form (HHY)'.

Step 5: Perform inverse DWT on LHY, HLY, LLY and (HHY)  using the following equation
to obtain the new luminance Y;,,,:

Ypew = IDWT[LLY, HLY, LHY, (HHY)'] (6)

Step 6: Combining Ch,Cr and Y,,,,, Yields the watermarked remote sensing image. Finally,
the watermarked remote sensing image IW is generated by transforming the image from
YCbCr to RGB.

After the watermark has been embedded, the peak signal-to-noise ratio (PSNR) and
structural similarity (SSIM) are calculated to determine the fidelity of the watermarked images
and the imperceptibility of the watermarking, which is calculated as [30]:

(MxN)x[max(I)-min(1)]?

=10x
PSNR 10 10910 Eli\i12§y:1[l(iﬂj)_1'(i'j)]z

()

where I and I’ denote the host image and watermarked image, respectively. I(i,j) and I'(i, j)
are the image element values corresponding to the host and watermarked images. SSIM is
designed to work like the human visual system by emphasizing features like edge and texture
similarity, its specific equation is as follows:

(2uxpy)(20xy+C3) (8)
(U +u3+C1) (a5 +(05+C2)

SSIM(x,y) =

where p, is the average value of x, u, is the mean of y, o2 and ayz are the x and y variances,
respectively, and o, is the covariance. The constant C; = (k,L)? and C, = (k,L)? are the

stabilizing constants. When k; = 0.01, k, = 0.03, L represents the range of possible pixel
values. Similarity between two images is measured using the SSIM scale, which runs from 0
to 1.
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Fig. 2. Watermark embedding process.

3.2 Process of Watermark Extraction

Watermark extraction is the technique of extracting the watermark embedded in the protected
data. The watermark extraction is displayed in Fig. 3, and the its individual stages are as
follows:

Step 1: Convert the watermarked image IW from the RGB to YCbCr color space to obtain
the luminance Y,,,,,, chromaticity Cb and Cr. Perform the two-level DWT on the luminance
component Y., to obtain the high-frequency coefficient (HH} ).

Step 2: Separate (HHY) into 8 x 8 blocks, choose IW),;,cxs blocks with the maximum
entropy as the block,,,, containing the watermark, the index of this block is recorded as m.

Step 3: The diagonal component (HHY)' of the watermark is obtained by performing the
inverse a-blending operation.

Step 4: Perform inverse DWT onthe LHY, HLY , LLY and (HHY)' to obtain the watermark
image W'.

Step 5: Before extraction, the image is subjected to various attacks, including noise, JPEG
compression, cropping, median filtering, and various geometric attacks, to evaluate the
robustness of the proposed scheme. NC is used to analyze the robustness of the watermarking
scheme by calculating the degree of similarity between the extracted and original watermarks,
which is given by [30]:

S S, W DW i ))
NC = 9
ST S W2(L)) ©)

where m xn is the watermark size; W and W' denote the embedded and extracted
watermarks, respectively; and W (i, j) and W'(i, j) are the pixel values of the embedded and
extracted watermark at the (i, j).
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Fig. 3. Watermark extraction process.

4. Experimental Results and Analysis

4.1 Experimental data

199

Six remote sensing images are selected as test data to evaluate the performance of the proposed
algorithm. After embedding the watermark, the imperceptibility analysis of the watermarked
image is carried out and the watermark information is extracted under a variety of attacks to
test the algorithm’s robustness. The remote sensing images used for testing are shown in Fig.
4, where (a) is public data from Sentinel-2, (b) and (d) is public data downloaded from Google
Earth, (c) is public data from Massachusetts, (e) is public data from WorldView-3, and (f) is
UAV data. Table 1 details the data in full depth. The watermark image is a binary image of

size 16 x 16, as shown in Fig. 5.

Fig. 4. Experimental data sets.
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Table 1. Details of test remote sensing images

Data sets Resolution Image size Source
@) 500m 1456*1456 Sentinel-2
(b) 0.8m 3185*3185 Google Earth data
(c) 1m 1500*1500 Massachusetts data
(d) 78046m 256*512 Google Earth data
(e) 96m 8608*4528 WorldView-3
) 0.1m 1180*1180 UAV data

G

Fig. 5. Watermark image.

4.2 Imperceptibility Analysis

Fig. 6 displays a side-by-side comparison of the original remote sensing image and the
watermarked version, with the watermark embedding strength « set to 0.35. It is difficult to
visually distinguish the difference between them based on the macroscopic display and
detailed comparison, implying that there is no noticeable degradation in image quality as a
result of watermark embedding.

The proposed algorithm's efficiency is measured against existing methods in the literature
[21] and [31], which are relatively recent and similar to this paper in terms of the underlying
algorithm, in order to evaluate its performance. Watermarked remote sensing image PSNR
and SSIM under this paper's algorithm and the compared algorithms are shown in Table 2.
The proposed watermarking yields post-encoding PSNR values greater than 50, whereas the
PSNR values of [21] are all less than 29 and those of the literature [31] are all less than 34.
The SSIM values of the watermarked images under the proposed algorithm are all higher than
0.9970, while the SSIM values of [21] are all less than 0.91, and most of the SSIM values of
[31] are also lower than the proposed algorithm. Combining visual observation and
guantitative analysis, the proposed watermarking algorithm has excellent invisibility.

(2) Host Image (b) Watermarked Image

Fig. 6. Comparison of remote sensing images before and after watermark embedding.
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Table 2. Invisibility comparison

Evaluation indicators Data sets The proposed scheme [21] [31]
@ 48.6818 26.3464 47.2036
(b) 51.07 28.27 33.0300
PSNR (©) 50.6 26.10 33.0300
(d) 46.6800 28.8981 47.5264
(e) 46.9086 28.6704 35.3423
)] 52.52 28.96 33.04
@ 0.9985 0.8561 0.9979
(b) 0.9970 0.8988 0.9952
SSIM (©) 0.9981 0.8549 0.9982
(d) 0.9970 0.8973 0.9970
(e) 0.9976 0.8243 0.9974
)] 0.9976 0.9094 0.9845

4.3 Analysis of robustness

Remote sensing images are subject to various forms of attacks in the process of acquisition,
transmission and application, causing problems such as image corruption and quality
degradation. The ability to successfully extract watermark data and verify copyright under
varying attack modes is crucial for data protection. This study compares the magnitude of NC
values to evaluate the similarity between the original watermark and the extracted watermarks
to validate the algorithm’s robustness against varying attacks. Due to page length constraints,
each attack experiment presents the results in a set of data, and the effect is approximately the
same for other data.

4.3.1 Resistant to Geometric Attacks

The most frequent kinds of geometric assaults include rotations, scaling, and translations. In
this study, we perform a variety of geometric attacks on watermarked remote sensing images.
Table 3 displays the comparison between this paper’s proposed algorithm and the ones
presented in [21] and [31]. The results show that the NC values for the proposed watermarking
are more than 0.97, and the extracted watermark images are clear with basically no cluttered
points, even when subjected to various degrees of rotation and scaling attacks. The watermark
images extracted by the algorithm described in [21] can also be identified, but most of the NC
values are less than 0.91, and there are some noise points that will hinder copyright recognition.
The algorithm described in [31] is resistant to scaling attacks, but not rotation or translation
attacks, and cannot extract a watermark image that is recognizable. The proposed
watermarking is shown to be highly resistant to common geometric attacks.

Table 3. Results of RST attacks

Attack mode Scale The proposed [21] [31]
scheme

6 6 €

NC=0.9742 NC=0.8910 NC=0.9175

Rotation : =
SN RN CRl
R d

NC=0.9709 NC=0.9025 NC=0.4936
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-G 2

@

NC=0.9708 NC=0.8779 NC=0.6515
e | K | & | &
Scaling NC=0.9703 C=0.9065N NC=0.9834
2 time L & L
NC=0.9703 NC=0.9065 NC=0.9864
Translate 100 to [ -
the right -
NC=0.9679 NC=0.90

65 | NC=0.1038

‘ .,
Translation Translate 100 to ' N 2 .»

the bottom i s
NC=0.9708 NC=0.9065 NC=0.0694

E : L
Translate 100 to . G
the bottom right v

NC=0.9745 NC=0.9065 NC=0.0497

4.3.2 Resistant to Cropping Attacks

Cropping is a widely used data editing method in remote sensing images because it allows
users to quickly and effectively isolate the required target region or feature pieces from an
otherwise unmanageable data set. Table 4 details the results of a series of cropping attacks
performed on experimental data to verify that the proposed watermarking is robust against
such assaults. In spite of an increase in the cropping area, the findings show that the proposed
watermarking is able to accurately extract watermark information. For example, when the area
is cropped by 1/2, the NC value can still reach 0.9735. The algorithm in [21] can resist attacks
with different cropping areas, but the integrity of the extracted watermark is low and the NC
values are lower than the proposed algorithm. The algorithm in [31] fails to extract watermark
information when cropping small areas and performs even worse at larger scales, exhibiting
little resistance to crop attacks. The main reason is that irregular cropping attacks will affect
the embedding position of the watermark, resulting in an extraction that is incomplete. The
algorithm presented in [31] cannot achieve adaptive embedding of the watermark because it
relies on the watermark’s integrity; therefore, the extraction of the watermark fails. Whereas
the algorithm in this paper adaptively selects the embedding position of the watermark
according to the features of the remote sensing images, and embedding the watermark
information in the key position of the image, so ensuring the robustness against cropping
attacks.
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Table 4. Results of cropping attacks

Cropping scale Attack mode | The proposed scheme [21] [31]
—— 5
Center attack X i E e
NC=0.9693 .
Cut 1/4 on top left ‘ L
corner
NC=0.9729
Cut 1/4 on bottom ' =
right corner
NC=0.9712
Cut 1/2 on the left I E
NC=0.9737
Cut 1/2 on the top H L _ . “mr
' NC=0.9735 NC=0.9305 NC=0.7970

4.3.3 Resistant to Filtering Attacks

Filtering is a common operation encountered in the interpretation of remote sensing images.
In this paper, data (b) is used to test Gaussian filtering attack, data (a) is used to test mean
filtering attacks, and data (e) is used to test Wiener filtering attacks. The watermarked remote
sensing images are filtered with varying degrees of Gaussian low-pass, mean, and Wiener
filtering, and the NC values of the extracted watermark images are counted to demonstrate the
practicality of the proposed watermarking; the results are depicted in Fig. 7, Fig. 8 and Fig. 9.

Under the Gaussian low-pass filtering attacks, when the attack intensity is 1x1, the NC
value of the watermark extracted by the algorithm in this paper is 1, indicating that the
watermark can be extracted in its entirety. Under the attack intensities of 2x2, 3x3 and 4x4,
the proposed watermarking is more resistant than the algorithm presented in the [31], and the
NC values are greater than 0.96, whereas the extracted watermark integrity in [21] is low. Even
when the attack intensity reaches 9x9, the proposed algorithm can successfully extract
watermark information accurately, and the NC value can still reach 0.9704, while the
algorithms in the comparison papers cannot extract the watermark completely, and their NC
values are all less than 0.91. Gaussian low-pass filtering will smooth the high-frequency detail
information of the remote sensing images, weakening or eliminating the high-frequency
components used in the watermark embedding, the proposed algorithm uses DWT to divide
blocks, and discrete wavelets can decompose the signal at different scales, reducing the
interference of Gaussian low-pass filtering on watermark extraction, thus enhancing the
watermarking resistance.

Mean filtering employs the same attack strength as Gaussian low-pass filtering, and when
the attack strength is 1x1, the NC value extracted by the proposed algorithm is 1. For weaker
watermark attacks, such as 2x2 and 3x3, the extraction results of the proposed algorithm and
the algorithm presented in [31] are superior. However, the algorithms in the comparative
literature are incapable of extracting accurate watermark information under high-intensity
attacks, while the proposed algorithm maintains a high level of robustness. The results show
that the proposed watermarking algorithm is likewise highly robust to the mean filtering attack.
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The Wiener filtering attack will smooth the image and blur the information of the image’s
high frequency details, thereby affecting the extraction of the watermark. The NC values of
the extracted watermark images from the proposed algorithm are greater than 0.97 under
varying strengths of Wiener filtering attacks, demonstrating once again its extremely robust
nature. The algorithm in [21] is resistant to Wiener filtering attacks, it can't compare to the
proposed algorithm in terms of watermark extraction integrity, and the NC values are all close
to 0.94; the algorithm in [31] is not resistant to Wiener filtering attacks and cannot extract the
complete watermark information.

This paper's DWT incorporates elements from both the time domain and the frequency
domain, making it resistant to filtering attacks that target high-frequency information. The
experimental outcomes prove the filtering-attack-resistance of the proposed watermarking
algorithm.
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Fig. 9. Results of Wiener filtering attacks.

4.3.4 Resistant to Noise Attacks

Noise is very simple to generate during remote sensing image processing, therefore, robustness
against noise attacks is an essential property of watermarking algorithms. Experiments in this
section employ three distinct noise attacks: pepper noise, scattered noise, and Gaussian noise.
Fig. 10, Fig. 11, and Fig. 12 depict the watermark extraction results of the proposed algorithm
and the comparative paper algorithms under the three noise attacks. In this paper, data (e) is
used to test Pepper noise attack, data (b) is used to test Scattered noise attacks, and data (a) is
used to test Gaussian noise attacks.
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When the pepper noise attack intensity is less than 0.06, the NC values extracted by the
proposed algorithm are higher than 0.96. Under different intensities of pepper noise attacks,
the NC values of the watermark extracted by the algorithm from [21] are 0.7671, which is
lower than the proposed algorithm. While the NC value of the watermark information
extracted by the algorithm in [31] is less than 0.7 due to the increase of random black and
white pixels introduced by the pepper noise under high attack intensity. With the gradual
increase of attack intensity, the watermark integrity extracted by the proposed algorithm tends
to decrease gradually; however, the NC values are all greater than 0.958, and the extracted
watermarks’ integrity has a very obvious advantage over the comparison literature.

Under varying intensities of scattering noise attacks, the mean NC of the extracted
watermarks from the proposed watermarking scheme is higher than 0.97, which is slightly
lower than the results of the paper [31], but still has a good ability to resist scattering noise
attacks. As scattering noise is caused by the interference of light, which leads to random light
and dark changes in remote sensing images, the proposed algorithm performs watermark
embedding on the basis of the frequency domain and is able to reduce the influence of
scattering noise through frequency domain transformation.

The proposed algorithm, along with that of the paper [21], performs better under varying
degrees of Gaussian noise attacks, and its NC values are also slightly higher than those of the
paper [21]. In contrast, the algorithm in the paper [31] is completely vulnerable to Gaussian
noise. Gaussian noise is a type of random noise resulting from electronic noise generated
during the image acquisition process or interference in signal transmission, etc. Increases in
attack strength have a multiplicative effect on watermark interference during extraction, which
in turn alters the watermark's embedding position. The proposed algorithm combines DWT
and maximum entropy with frequency domain space and adaptive embedding to improve the
algorithm's robustness against noise interference on the watermark. In summary, the proposed
algorithm is very robust against noise attacks, and its performance is very stable and less
affected by changes in attack scale.
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4.3.5 Resistant to Compression Attacks

Compression of remote sensing images is a common pre-processing operation in the data
processing, storage, and transmission workflow. Table 5 displays the specific attack scales
used in these tests and the resulting watermark detection rates for the watermarked remote
sensing images. According to the statistical results, the extracted watermarks’ NC values are
all higher than 0.9708 under compression with varying quality factors, and the extracted
watermarks are distinct and recognizable. The NC values obtained from the algorithm in [21]
are all less than 0.91, and there are more noise points. Although the algorithm in [31] has good
robustness to attack for some of the factors in JPEG compression, the robustness to attack is
unstable and even some of the results are challenging to recognize. The proposed algorithm
demonstrates very stable robustness against JPEG compression attacks with varying quality
factors and can effectively resist JPEG compression attacks.

Table 5. Results of JPEG compression attacks

Attack Quality Factors | The proposed scheme [21] [31]
0 - ¢ ¢
NC=0.9724 NC=0.9058 NC=0.9860
. ¢ ¢ b
NC=0.9708 NC=0.9039 NC=0.8723
o | ¢ & C
Compression
NC=0.9729 NC=0.9047 NC=0.9847
30 E G GI

NC=0.9708 NC=0.9034 NC=0.9797

. & €& ¢

NC=0.9708 NC=0.8464 NC=0.9537
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5. Conclusion

This study applies DWT and the entropy method to YCbCr color space to develop an adaptive
watermarking scheme for remote sensing images. The algorithm performs a two-level DWT
transform on the luminance component and improves the watermark embedding efficiency
and robustness by means of blocking. On this basis, the entropy value of each sub-block is
calculated, the sub-block with the high energy is chosen as the watermark embedding location,
where the watermark is embedded by means of a-blending. Through detailed comparison and
guantitative analysis of the remote sensing images after embedding the watermark, it has been
determined that the watermark embedding has a negligible effect impact on the quality of the
data, and the advantage in terms of invisibility is readily apparent when compared to the
comparative literature. In terms of robustness, it has excellent performance in geometric
attacks, filtering attacks, noise attacks, and compression, and it is very stable, not easily
changing in response to changes in the intensity of the attacks, demonstrating extremely
superior robustness. The proposed algorithm has excellent integrity and stability, mainly in
that the block with maximum entropy maintains the same position under different degrees and
types of attacks, allowing us to always find the correct watermark embedding domain, which
is also one of the important reasons for the robustness of the proposed algorithm.

The proposed watermarking provides reliable support for the comprehensive performance
improvement of the algorithm in the details of blocking, frequency domain selection and
intensity setting, and the adaptive approach strikes a good balance between the algorithm’s
invisibility and robustness. The research can serve as a technical reference for the security
protection of multi-band remote sensing images, but it is inapplicable to single-band remote
sensing image data. Subsequent research will expand the algorithm's applicability to a wider
range of scenarios.
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