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A Study on the Security Performance of JWT Token Signature Algorithms

Chaeeun Lee*, Sanghoon Jeon™*

ABSTRACT

With the rapid expansion of the web environment, users are using various web services. As Internet users increase,
phishing techniques such as stealing user IDs and passwords are occurring. In order to provide a safe environment, security
technologies must be fully known and applied, and a secure authentication method is required for this. This study compares
and analyzes web page security using token signing algorithms such as HMAC and RSA, specifically HS256 and RS256. The
HS2%6 algorithm is fast and efficient but has difficulties in managing symmetric keys. In contrast, RS256 uses a public and
private key, offering higher security, although longer key lengths increase the time required for key generation and
encryption. Evaluation of the security performance of the two algorithms against brute force attacks show that RS236 is
relatively safer than HS256. These results demonstrate the need for an appropriate selection of token signing algorithms,
considering both processing performance and security performance, to ensure web security. We hope this study will be an
important guideline for selecting algorithms to enhance web security and protect user authentication information.
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