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ABSTRACT

This paper proposes an automated system for detecting and managing security threats by incorporating SOAR technology
for intelligent cybersecurity. The objective of the study is to analyze external STIX/TAXII-based data to build Cyber Threat
Intelligence (CTI), thereby accurately assessing the risk levels of internal assets and establishing effective response strategies.
The proposed system consists of four main components: CTI collection and normalization, CTI-based TTP mapping, internal
asset CPE identification, and risk assessment and response strategy formulation. The information collection method involves
gathering publicly available external threat intelligence and normalizing it for storage in a CTI integrated database.
Additionally, a rule-based mapping algorithm is utilized to derive risk levels and response strategies based on key
information such as CVE, CPE, CVSS, and TTP. As a result, the automated system proposed in this paper demonstrates the
capability to analyze approximately 2,300 reports within one hour and achieve a high detection accuracy of 99.74%.
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Fig. 1. Collection and preprocessing workflow

of CTI data sources

Table 1. Primary CTI table generated using methods for handling missing values, excluding TTP values

for the five algorithms

Processing Method

1st cti Table Save Result

After missing CVE, CPE,
CVSS data processing in
cve_detail table, store only
TTP as NULL value

TTP only NULL value
(Allow NULL for other
values)

Missing CPE, CVSS data
Preprocessing in cve_detail
table

Existence of all values
(NULL allowed)

Missing value
® Only CVE exists CPE, CVSS, TTP
@ Only CPE exists CVE, CVSS, TTP
® CVE, CPE exist CVSS, TTP
@ CVE, TTP exist CPE, CVSS

® TTP exists CVE, CPE, CVSS

Save only the TTP value with
the remaining NULL value CTI

Only TTP values exist
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Fig. 2. Preprocessing Module: Data Parsing and
Missing Value Processing Unit
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Table 2. Method for handling all missing
values, including TTP values, based on the
results of the primary CTI table storage for the
five algorithms

1st cti Table Processing
Save Result Method
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T value Missing
@ Only CPE | (ryj00 NULL | TTP Value
exists .
R — for other Processing
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CPE exist
@ CVE, Existence of all values
TTP exist (NULL allowed)

CVE, CPE,
® TTP Only TTP CVSS
exists values exist missing
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Algorithm 1 Taxii to CTI
taxii_to_cticve_id, ttp, cpecursor «+— OPEN database cursor if cve.id is
not NULL then
3; if ttp is NULL AND cpe is NULL then
4 Case: CVE only
5: result « EXECUTE SQL query to get cpe, cvss_ver3, cvss_ver2
6: if result is not NULL then
7 CALL insert_cti(cve_id, cpe, cvss_ver3, cvss_ver2, NULL)
8

: end if
9:  else if ttp is not NULL then
10: Case: CVE and TTP

11: result + EXECUTE SQL query to get cpe, cvss_ver3, cvss_ver2
12: if result is not NULL then

13: CALL insert_cti(cve_id, cpe, cvss_ver3, cvss_ver2, ttp)

14: end if

15:  else if cpe is not NULL then
16: Case: CVE and CPE

17: result + EXECUTE SQL query to get cpe, cvss_ver3, cvss_ver2
18: if result is not NULL then

19: CALL insert_cti(cve_id, cpe, cvss_ver3, cvss_ver2, NULL)

20: end if

21:  end if

22: else if ttp is not NULL then

23:  Case: TTP

24:  CALL insert_cti(NULL, NULL, NULL, NULL, ttp)

25: else if cpe is not NULL then

26: Case: CPE

27:  results « EXECUTE SQL query to get cveid, cpe, cvss_ver3, cvss_ver2
28:  for each result in results do

29: CALL insert_cti(cve_id, cpe, cvss_ver3, cvss_ver2, NULL)
30:  end for
31: end if

32: CLOSE cursor

Fig. 6. Five Storage Algorithms for External
STIX/TAXIl Server Data: 1) CVE only, 2) CVE
and TTP, 3) CVE and CPE, 4) TTP, 5) CPE
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