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ABSTRACT

Trade rules in service and digital sectors mainly focus on reducing regulatory uncertainties by improving
transparency and minimizing unnecessary requirements. Recognizing the importance of digital trade rules
and trade in information and communication technology (ICT) sectors, governments worldwide have rapidly
adopted and expanded rules on free flow of data, personal data protection, electronic authentication, and
cybersecurity. On the other hand, advances in technology have led governments to face multiple threats related
to cybersecurity, intellectual property (including that related to source code and algorithms), and unauthorized
access to proprietary information of their suppliers. This study presents digital trade rules related to digital
security emphasizing cybersecurity, source code, and ICT products that use cryptography in different trade
agreements. Additionally, it introduces various approaches that major countries are taking to both address

digital security issues and seek balance between security enhancement and trade liberalization.
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CERT Computer Emergency Response Team

CISA Cybersecurity and Infrastructure
Security Agency

CPTPP Comprehensive and Progressive
Agreement for Trans-Pacific
Partnership

ENISA European Union Agency for
Cybersecurity

IPEF Indo-Pacific Economic Framework

RCEP Regional Comprehensive Economic
Partnership

TBT Technical Barriers to Trade

TPP Trans-Pacific Partnership Agreement

USJDTA  U.S.-Japan-Digital Trade Agreement

USMCA  U.S.-Mexico-Canada Agreement

WTO World Trade Organization
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