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[Abstract]

In order to prevent damages caused by cyber-attacks on nations, businesses, and other entities,
anomaly detection techniques for early detection of attackers have been consistently researched.
Real-time reduction and false positive reduction are essential to promptly prevent external or internal
intrusion attacks. In this study, we hypothesized that the type and frequency of attack events would
influence the improvement of anomaly detection true positive rates and reduction of false positive rates.
To validate this hypothesis, we utilized the 2015 login log dataset from the Los Alamos National
Laboratory. Applying the preprocessed data to representative anomaly detection algorithms, we confirmed
that using characteristics that simultancously consider the type and frequency of attack events is highly

effective in reducing false positives and execution time for anomaly detection.
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2. Related works

ol BRle FUiQoA HESHA Atk FAolL
A wHEat 54 £5 FHA AR o] ol &9 4
52 APIn ok 22 Agl0] g o)A &R 7]
oA AtgElE RRISC) AT A8 APt Rof
dg o3t melejo] 2 HjE S A o2

Ra)
o
ne
15
-
P
ol
Rl
rr
)

2.1 Model
2ol ZR9 A= A 7IRE tAleld 7Rt
7R s 7IRe s ERE 4 ok A
ol GAl= vl Aold A AN Hold HAE
ooz stk & 719 §4[8]E Tandon—[ 27
[e]

=
2
Ir
"o
>
>
2
‘O,
S~

ifte u:L?
o
ao T
P o
o
ol
on
Irr
Dl
e |y

o
= = r9
%

fu)

)

ol _r‘l-l_l
ol
N
l—D:
1o

oy o
ne

o e
rr
o

®ofe X o>
%
l-Oll 12
- 'ID'
41

e

f!

iC)

_lg =)

|

ol moT M
—_

£
ﬂJlJJ

=

S AEHY G SKMO)[12], 2% E|[13], A
ZE ¥E HAI(SVM)[14], HMM[15] H H]o]x]et Y EH
3[16]7t HIDS(Host-based Intrusion  Detection
System)of]Al LA, &A1F (17 EF 7Hest
27 o) &AE Yol mA AT otold, Ho]x|et
A YAES ARSI

ARy, 9l HolE] WollA 2R miglS ddst

a

E

rlr

cl
=]



Techniques for Improving Host-based Anomaly Detection

Performance using Attack Event Types and Occurrence Frequencies 91

2l 7122 wEjolE] #7olH HIDSO) M&slm ik
[18]. CNN[19], GRU[20], LSTM[21]& A&3st A7t &
A3t QAN Q[22]= LSTMS 21850 AThA AA
AFEe] A S FdstaL, Mz2w ol B4 HHE Al
sto] QEQIFT O vlsl Y=ol =S JhAdsih

uprletoz Hin, %*%*%(Ensemble) 719 of2] 7§
25 U2 KYslol B2 5 Y52 At oz
3 7oz, AU"EA *]AE“OWE g 2] A
= Beohl =2 HRle F2 fles SAlo 2Ae
t}. Kaiafas 9][23]= A 7] Z¥(Random Forest,
LogitBoost, Logistic Regression)= 915 27158 &
st 7} 9do) o AUS wEolo| oA YA
(Majority Voting)©.2 o}oJAIQ] Q1% o[l ES ©X|5I3
o Aghaeil24]= Y= =F/E ol&eh Y= 7|8F @&
El—;(] H]—/\]O HHP }Oﬂq T'\f]_‘% 4E o],
SVM, PART, decision tree, random f rest0ﬂ/\1 o5&
Akl 55 32 oL chd s

ajority Votlng)

WL 7L JH0E LH 9T, At 0.8 BA] A
28le 34 gAlH B2 452 Bot

2.2 Feature engineering

A2 & B4 251 HRd d4e B8 &4 A
she ATeh 1E H42 £R/AFt0] 37 442
Jole QT2 BRE 4 Uk AR, oYANE EnA
o2 Awsp] U5l 54 44T AhEste dve
Siadati @F Memon[25]2 AFEAL, SEA] ARE, TAK]
aREs em 230 WU 28t BT 2
2. 94 el el ol 21

Fo]7] g5 212 o]
S FARIsHA Meuerlnk[27]L O[HE LOﬂHT 1
ENES MAEHL HDBSCAN

Density-Based Spatial Clustering for Applications
with Noise) 2BJAE2] Lu2l5e H8sto] 22| AH0|
A 2] BolAl oiR|(outlier) S RISt o4 Y &

(Hierarchical

K|S AlZ5ldc}. Besharat 9J[28]= Ho|HAlS ZA|A
8 3 243§, AR 5250t w2 §49E Moo

Powell[29]2 <

3 =2 exjsh] 9 21
9 5 oS 279

2 2= UrEHHtEﬂ 2 BEE
22 EX(feature)52 A'Esto] NMF (Ble+ 42 &
et PCAGdEEA) Ea2lE< 283l HlolEE AAL

Yo ®ghslyl o] T At
glsto] H|4 S AlEshr] gt AlEe ARG
=, 71 58S Aste A2, N-gram2 ©]-&3}
of A& AJHAS ®HASH Aaf, o]7do] HIDSOA] aubA]
QI o= AFEJUH11]. Creech 2][30]= HA| A|AR
& FA8Z A6 Qo tF Zo] &efold dees
AHgsion] o o] N-gramz AY/Jstict. Tan ot
Maxion[31]2 ot A|HA ol g MElsh= o] &40 1
2883t Aghaei[24]= N-gram< 9|
&l AA2] & EAES FE5t0 g st =
A ER YIS FE3t AFE, Xie o Hul32]&= A E

o QEYS FY

YA FAIS

7 w1 Agae] Al WAle] R 15 clolele of
S =S ol83 2412 ol 83Tt ANY 9l[7) do]
Aol AL o

E, 374 oJHIEQ]
(frequency) 5782 AR ol

BAIE 2ABIAH:

wy e

2.3 Other research

= MeiE Saetn, B EEﬂOl”
SHIE g 4 ot e Ak U
gt} Kaiafas 2][23]+= 21
elof & A= FEst,
Sy wWAe Al 473@}
NGIDS-DS(Next Generation ID
HEs. A5 Aol ol B2 3
of A5} Sejolyat A2
sto] AAf2jgh Hlo[H 2 ol ¥R & A

o|>4

Izl

ro _
19 O|){

o

%
U
6;’
[0p}

@
1o
-
iC)
el
ol

Sjstoict. 64
1, Doc2VecE A
ACTE

III. The Proposed Scheme
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Table 2. LANL2015 data information

Users 12,425
Computers 17,684
Processes 62,974

Events 1,648,275,307

Data Volume 12 Gigabytes

LANL2015 doJgAle = 57h9] md(auth, proc,
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Table 1. Comparison of HIDS datasets(Modified from Host-based intrusion detection system with system
calls: Review and future trends[36].)
Number of Percentage .
Dataset Year ek e of Attacks(%) Disadvantages
System call arguments are eliminated
UNM[38] 1998 7 - The current range of diverse attack methods is not being
accounted for
A limited range of attacks with a small data scale
DARPA[39] 1998 32 - -
System call traces are uncomplicated
. Focuses exclusively on the Firefox web browser
Firefox-DS[40] 2013 5 2.71 - -
Referred to in only a handful of studies
Only system call numbers are included
ADFA-LDI[41] 2013 6 1.15 - -
Attacks with a small data scale are included
Referred to in only a handful of studies
NGIDS-DS[42] 2017 7 1.40 - -
Attacks with a small data scale are included
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Fig. 1. Flowchart of the proposed anomaly detection

methodology

3.3.1 Data preprocessing
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Table 3. Number of redteam data in the train set
and test set

Train data(%) Test data(%)

Total 35,000 (100%) 15,000 (100%)

Normal 34,509(98.6%) 14,789(98.6%)

Redteam 491(1.4%) 211(1.4%)
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71 43

session,

authentication orientation Q1% oJd
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SIA=A] TS EAIS HEPACH3T.

Table 4. Original and preprocessed features of
LANL2015 dataset
Raw data Preprocess data
time time
source user source_user
@domain source_domain
destination user destination_user
@domain destination_domain

source computer source_computer

destination computer destination_computer

authentication type authentication_type

logon type logon_type
authentication authentication_
orientation orientation
success/failure success/failure
- positive

3.3.2 Feature engineering
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Table 5. Group headers for event frequency

measurement

Group header

source_user
source_domain
destination_user
destination_domain
source_computer
destination_computer
authentication_type
logon_type
authentication_orientation
success/failure
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3.3.3 Encoding, Standard Scaling, PCA
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Table 6. Encoding header

Encoding header

source_user
destination_user
authentication_type
logon_type
a_l
a_l_frequency

3.3.4 Performance metrics
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Table 7. Confusion matrix
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0 1
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AUCE ROC Curve(Receiver Operating
Characteristic curve)?] o} ®AL 9jojsty, ROC
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IV. Experiments

4.1 Anomaly detection
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B O o
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Table 8. Experiment environment

0S Ubuntu 20.04.4 LTS
Intel(R) Xeon(R) Silver 4210R CPU @
2.40GHz
Processor

(CPU benchmark([50]:15204,
single thread rating[50]:1806)

Memory 32GB
Programming Python
Language
Library PyOD[51], Sckit-learn[52]

Table 9. Previous study[7]'s experiment environment

0S Cent0S 7.9
Intel(R) Xeon(R) CPU E5-2667 v4

Processor (CPU benchmark[50]:13927,
single thread rating[50]:2174)
Memory 20GB

4.1.1 Parameter

2 Aol Agst taAlQl o) '] galg|E 771
oF 7t de]Eo] A&t uetule= Table 102} Ztt.
thresholdE £&5}= contaminationS 2%+ 0.12 A%
sloiTt. ol 712 el pel gAY (7)) HAle SUsic

Table 10. Anomaly detection algorithm and
parameters used in the experiment
Algorithm Parameter
Auto hidden neurons = [4,2,2,4], epoch = 30
encoder
HBOS n_bins = 3
0OCSVM default
LOF n_neighbors = 300
[Forest max_features = 0.5, n_estimators = 10
kNN n_neighbors = 100
SUOD ocsvm, hbos(n_bins = 3)

4.2 Performance evaluation

HBOS ¢ n2)59] 749 PCA &A1Y 542 312 mje} oF
e mo] TP FN 7j2o] 3T Aot 9ol
Standard Scaling 0 PCA R}Y £4E 5F 74290} ot

=
Al Fe A2 Ukol AnE Helsiich
4.2.1 Anomaly Detection Results based on
Authentication Type and Logon Type
M1e s Y
destination_user, authentication_type,
a_l9] £ ARgsto] ol HAIE 48
ol 87l &Y oHIES] WY WIEQl frequencyS 1L
atx] I 53] yhEsio] At Ame A4sieic
[Foreste] 749 1 Znp} ol Zeix)y] wjgo] ©xl 2

source_user,
logon_type,
Joteict. ol

ok, BE olguA] Yualzel BF An

U BF2

=

+© Table 113} Zth. 54 Hlo|ElE & HA|(TPR = 1)
st & 72|22 HBOS, [Forest, OCSVM, Autoencoder,
SuUODoltt. kNN 2twe2]zo] Ao ACC7}F 714t &=gFoLt

(0.974), 37 H3| YxJ3tx] 23kt 5, TP7} 00l
FP7t 7V Fe(178)2 QJujsitt. o]Zle A A1S &
Aog AP gl Qx| 8471 1 Agg ojujgt
o}, o] Uzo] kNN 22l5E AH8sIge o AUCE 7}
32 £X](0.494)5 Bt AUCE OCSVM ¥are|&
= ASstte ™ 7 A(0.981)7F w9 AR &=
o] %% HBOS7} 7P #h2 71(0.0033%) 0.2 2HI5t9ict,

4.2.2 Anomaly detection results based on Frequency

M 22 Qs s
destination_user, authentication_type, logon_type,
a_l_frequency®] /4%t AMESHA o] ©AIE 485t
ct omj o]/\l— EIX| = 501 oJHI E 9] HH\H 9129l
frequencyS 125t 1-7HK]S &% &AL 1
% AA9 55 7I5% frequencyd] TE At
Table 122} 7ttt 7 & y12]&9] £]A9] frequency”} Tk
2 712 013t 2 it} 27 flo|gl2 LT EA|(TPR =
1)st L ETA=] P HBOS, [Forest, OCSVM,
Autoencoder, SUODo|t}, ACC7t 7MY =2 &
kNN(ACC=0.974)¥11. AUC7} 7P =2 g1
OCSVM(AUC= 0.990), 2] 4= HojlAl&
Zo| 7M¢ w2 73(0.0034, 0.0054%)& &Qlstaict.

source_user,

4.2.3 Anomaly detection results based on
Authentication type, Logon type and Frequency

a_l, a_l_frequency®] %*é% RE ARGt ol B
S AAIRE B} 3|A9] Ad52 7IERT frequencyo] T
ZAub= Table 131+ 2t} zF & 2]Z9] 2|A frequency
7} hEg S 4 ok 24200 =4 sh Age
o ATeRe D2 VY Hold 5 BTt 34
2 ot EX|(TPR = 1)3F €u2]Z& HBOS, IForest,
OCSVM, Autoencoder, SUODolt}. ACC, AUC, AlsHA]
7H2 HBOSO| A 7Hd =2 7d4(ACC=0.985, AUC=0.992,
SEC=0.0038)& =%t}
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Table 11. Results of performing an anomaly detection using feature a_l (Freq = frequency, SEC = second)

Algorithm Freq TP FP FN N ACC AUC FPR TPR SEC
HBOS - 0 1387 211 13402 | 0893 | 0893 | 0094 | 0000 | 00034
(scaling)
HBOS
(scaling, - 211 815 0 13974 0.946 0.960 0.055 1.000 0.0054
pca) --------------------------------------------------------------------------
Iforest - 126.6 983.8 84.4 13805.2 0.929 0.929 0.067 0.600 0.0486
kNN - 0 178 211 14611 0.974 0.494 0.012 0.0000 8.1600
LOF - 0 341 211 14448 0.963 0.489 0.023 0.000 7.2400
0CSVM - 211 1223 0 13566 0.918 0.981 0.083 1.000 21.4000
Auto - 211 921 0 13868 | 0.939 0.957 0.062 1.000 | 1.6800
encoder
SUQOD - 211 1421 0 13368 0.905 0.972 0.096 1.000 3.0400
Table 12. The results of performing an anomaly detection using feature a_|_frequency
(Freq = frequency, SEC = second)
Algorithm Freq TP FP FN N ACC AUC FPR TPR SEC
HBOS 1 0 1334 211 13455 | 0897 | 0868 | 0090 | 0000 | 00033
(scaling)
HBOS
(scaling 5 211 832 0 13957 0.945 0.955 0.056 1.000 0.0052
’pca) ------------------------------------------------------------------------
Iforest 5 211 923 0 13866 0.938 0.946 0.062 1.000 0.049
kNN 1 0 178 211 14611 0.974 0.494 0.012 0.000 8.1
LOF 5 0 341 211 14448 0.963 0.489 0.023 0.000 6.9
0CSVM 4 211 1048 0 13741 0.930 0.990 0.071 1.000 21
Auto 3 211 846 0 13943 | 0.944 0.951 0.057 1.000 1.7
encoder
SUOD 1 211 878 0 13911 0.941 0.961 0.059 1.000 2.9
Table 13. Results of performing an anomaly detection using feature a_l and a_l_frequency
(Freq = frequency, SEC = second)
Algorithm Freq TP FP FN N ACC AUC FPR TPR SEC
HBOS 4 211 230 0 14559 | 0985 | 0992 | 0016 | 1000 | 00038

(scaling)
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Table 14. Results of performance comparison with previous study(SEC = second)

Algorithms Proposed features Previous work[7] Difference(%, +-)
e HBOS L0892 0.98 e 3333
............ TFOrESt . eereecbermenrneeen e 32T e B80 i FNI239T
T kNN 05 ~1.200 T
O OO 7 N A 098 T “50.02
0CSVM 0.978 0.96 +1.875
e BBOS e L0000
............ fforest b 00234900000
PR [ kNN R R S e
LR o (S -100000,
0CSVM 1 1 0.000
e HBOS 0016 008 . 80000
............ fforest oeeecleemenenenen 3081 O 239000
FPRO T NN O S
O e OO 7 B A 0.05 T “54000 T
0CSVM 0.075 0.08 -6.250
e 1BOS 0.0038 3700 799990 .
............ Mforest ol 0048l JA208 L TO99%6
sc [ kNN R aszéat L “59821
OSSO e O A SOSOO 2: . AN N 292867 ..
0CSVM 21 9675.56 -99.783
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