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Research on Framework and Inspection Method to Strengthen Personal
Information Protection of Trustees
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ABSTRACT

This paper analyzes the Personal Information Protection Act and related legal guides revised in 2023, proposes a framework for a
consignment contract through the items necessary in the consignment relationship for personal information work, and inspects the status
of personal information protection for consignees that are absent in Korea. By proposing common items that must be included, we
prevent the occurrence of personal information leakage incidents by strengthening the basic personal information protection capabilities
of trustees handling personal information work and alleviating the burden of essential personal information protection inspections. I
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Table 1. Life—Cycle of Personal Information

- Personal Information Collection and Usage
Agreement

- Restrictions on collection of personal
information

- Consent of legal representative for children
under 14 years of age

- Restriction on processing sensitive and unique
identity information of personal information

- Providing identity verification methods other
than resident registration number

Collect

- Disclosure of Privacy Policy

- Appointment of personal information
protection officer

- Measures to ensure personal information safety

Use

- Consent to provision of personal information
to third parties

- Prohibition of use of personal information for
purposes other than purposes

- Personal information processing entrustment,
business transfer, transfer, etc.

Provide

- Destruction upon expiration of retention
period
- Destruction process

Destruct
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Table 2. Framework of Consigning of Personal Information

- Definition of entrusted work

- Entrusted personal information list

- Method of provision and protection of
personal information

- Proceed with a re-consignment contract
with the consent of the original consignor

Contract

- Perform contracted work

- (Trustee)Personal information protection
and management

Implementation |- (Consignor)Personal information
protection status management

- (Consignor)Management of personal
information protection status of re-trustee

End - Destruction of personal information
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Table 3. Check List of Management Focus

- Privacy policy document for consignment
work

- Personal information protection organization

- Management of personal information handler

- Request for security pledge from personal
information hadler or CEO

Management

- Application for prior consent for personal
information access device and system
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Table 4. Check List of Physical Focus
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Table 6. Check List of Personal Information Life—Cycle Focus

- Separation of work areas (control access of
outsiders if necessary)

- Personal information access control

- Storage media security
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Table 5. Check List of Technical Focus

- Access authority management history

- Access record management history

- Password management

DB encryption

- Server and network access control

- Personal information access device security

Techinical

- Establishment of Privacy Policy

Personal |- Agreement of Personal information
information| collection and consent
Life-Cycle |- Personal information masking

- Destruction of personal information
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Table 7. Check List of Re-entrustment Focus

- The original consignor's signature is
included in the consignment contract.

- Preparation of policy documents for
protection of re-trusted work and provided
personal information

- Providing the status of regular personal
information protection inspections by the
subtrustee itself or the consignor

Re-entrust |- Management of original consignor’s
ment personal information access authority and
access record history

- Request for security pledge from personal
information hadler or CEO

- Presentation of certificate of completion of
personal information protection training for
executives and employees of subcontractor

- Prior consent for personal information
access devices and systems
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Fig. 1. Consignment Relationship Depending on
Company Size
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Table 8. Compare of Proposal Check List

Personal information protection compliance list

Suggested consignee inspection list

Privacy Policy Document for Corp

Privacy policy document for consignment work

Management | Appointment of personal information protection Appointment of personal information manager for
officer entrusted work
. Separation of work areas (control access of outsiders
Physical Office access control if necessary)
Access control to restricted areas Personal information access control
Personal information security measures
(Trustee)Personal information protection and (Consignor)Personal information protection and
Technical management management
(Trustee)Personal information protection status (Consignor)Personal information protection status
management management
Life-Cycle Check of protection measures according to personal information life cycle

Re-entrustment

Consignor-sub-consignee contract structure

Consignor ~ Structure of the original consignor’s
consent to the sub-consignor contract

Apply to existing internal management plans and
regulations, etc.

Separate security management document for
consignment-related contents

Direct inspection by the consignee of the
re-consignee

Self-Check by the re-consignor or inspection by the
original consignee

The subtrustee independently manages access rights
and usage history.

Management of access rights and use history of
original consignee

Security pledge for re-trustees

Request for security pledge from the
representative(CEO)

Conducting personal information protection training
for sub-trustees

The subtrustee conducts personal information
protection training on its own.

Application for prior consent for personal
information access device and system

Table 9. Possibility of Compliance Compared to Existing

. Personal information Suggested consignee
Domain . . . . . .
protection compliance list inspection list
Privacy Policy Document @) 0
Management | Appointment of personal information protection officer 0 0
Personal information access device and system X 0
Office access control A )
Physical -

Access control to restricted areas A )
Personal information protection and management A O

Technical - - -
Personal information protection status management A O
Life-Cycle Personal information life cycle @) 0
Consignor-sub-consignee contract structure 0 0
security management document A 0
Check by the re-consignor A A
Re-entrustment | Management of access rights and use history A 0
Security pledge for re-trustees A ]
Protection training A (0]
Personal information access device and system X 0
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