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Detection Models and Response Techniques of
Fake Advertising Phishing Websites

Eunbeen Lee*, Jeongeun Cho®, Wonhyung Park™*

ABSTRACT

‘With the recent surge in exposure to fake advertising phishing sites in search engines, the damage caused by poor sear
ch quality and personal information leakage is increasing. In particular, the seriousness of the problem is worsening faster
as the possibility of automating the creation of advertising phishing sites through tools such as ChatGPT increases. In thi
s paper, the source code of fake advertising phishing sites was statically analyzed to derive structural commonalities, and
among them, a detection crawler that filters sites step by step based on foreign domains and redirection was develo
ped to confirm that fake advertising posts were finally detected. In addition, we demonstrate the need for new guide
lines by verifying that the redirection page of fake advertising sites is divided into three types and returns different
sites according to each situation. Furthermore, we propose new detection guidelines for fake advertising phishing sites that
cannot be detected by existing detection methods.

Key words : Fake advertising site detection, Crawling, Malicious domains
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function parseURL(_Dx2fle4s) |
var _OxlB4ch7=_0x2iedSa;
eyl
var _OxSeee37=document( Ox184ch7 (0x320,'cvVA'j] ('a')s
retuen uxse-eﬂ[ 0% 18427 (Dx21%, ‘MO 1p')]= Dx2fleds,
e 1 OxSeeedn[| DYlBicb?(Uv éa, ) \1 ‘el Segleds(

var D Ebta‘i

1 Ox29a579=_0x5eee37[ nxniac-l(nx“n cvVA') 1 [_Ox2718c4 (DX3£7, ' CED~')] (/%1 2/,
17 [_Ox2718¢4 (0x450, 'MEIp*)] ('4'),_0x2 ht!EBEJ'Ix:EaStS[7&!27LBC4|Dx‘lDd,'9610')],
_Ox32la5€=0x0,_0x794b3;

Tor(:

Ox321a56<_Ox2belEs;

_Ox321a56++)
if(!_Dx28aS£9[_0x321a56])continue;
_Ox794b3=_0x29a5£8[_0x32laS€) [_0x2718c4(0x12d,"ZoQE')] ('='), OxZlebcal
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f\#/g,\x20'));

)

return _OxZlebca;

0

(19 3) HTTP ¢¢ - 3= Jd=3}

(19 3)2 7M1 #A AfelEe] 2 ¥ o)X
A& A BEEE HTTP % 2 HTML &2~



32 FPHA=EA A237W A3E (2023. 09)

S, Ha 3 o3 HrtelAldE FE Fa

Holz|of HFHo R Egon (17 4)9} 2

a3l Fo|A % U]'Z]’ﬂx]i AEstE o] o] TY # 9 ol grE
Fa Fo|XEo] AP =EFH sites = ["edu.pl”, "pl”]

& el
A [e]
.y T

E4
7h s gelskaith
# AT A A3 Ho)x e 7|2 URL
base_url = "https://www.google.com/search?
g=site:*.{}/&lr=lang_ko&hl=ko&tbs=Ir:lang_1
ko,qdr:d&ei=TVB7ZI_EFpXt-AaOlamgBQ&s
tart={}&sa=N&ved=2ahUKEwjPnsLwqgaf_Ah
SEe B S R AR e e WVNt4KHY5qCIQQ8tMDegQIBhAE&hiw=9
60&bih=964&dpr=1"

# User-Agent 3l 44 (2= v]37l)

(29 4) FEHow rholaas HelA iframe_tag = soup
2.find('iframe’, {’src’: '/media/mainstream/fr

ame.html’}) # iframe EJL 732

94 AolE B 28 7@
7t B A AClEEd 3Fd % 53 # iframe B1 AMS o F-5 Q1 F Ad} &Y
o s e AdE] A6 S1Y Aol s v if iframe_tag:
Masidct e B4 Z2 e F3

rows.append([t
E]'%j QE} : : " 1" = e =
itle.text, link["href”]]) # & ZY=EZ F7}

writer.writerows(rows)

oz £p9
2AE
l get_ad_sites(base_url, sites)
o2 £09
2 D O (18 6) &4 a8y AX FE B
2399 ALY 3uAL 2 =2 P Fadd 14 AlolE ¥A &S
25 o
l z0l7] gk 71E ArEe] WHES] f4F =
M BEET e A 7§ 2 SE 24 7S olEst
Atk old @AM =& EAS nlgo R 3
l T EAES 7H AolEE HE Y] /MM Fa
" HTHLOIRZ §I, T4 A AlolE¢] URLY AM Ax} #Ho]x] wHo o

irame B 2% s L <
mediamainstream/
frame himf

ad_site.cov TNE Y #H
NS W2 URL 3

9o BA AEUE AR 7 A Aol
(19 5) &4 A& 55% e EXES A5 mlolsux a=gs 15



Eoi=

1) o= =H9l ¥x

WA, 93 =ude AMESE 5 =}
S TPt sitesths G AE] €

oX
lo
fitl

°
)
2

o
-

9 A UXE 93 deo] AAS FUHeA
t} 2o 2E ad_sitecsv FYS AAFL cs
v.writerE ©]-§3}0] csv Hdof| €8x AyE &

2 Es ) base_urlol 9= Z=wele )
2 st Ztzhe] ZvlQl A A3 Hojxd e

il
>
oo
p‘L
2
e
XN
QL
ko

request.get WA=
2) gttolAA ¥
Zyzkol AAlE URLY H<4:3ke] wkek iframe?)
src Aol /media/mainstream/frame.html®]
o MBI AER QIASIESR FI5E
APt 2A1EE ARESH 7 B A Al EE

Al&e] A= URLS 57

=10 -1 1l 1o
A AlelES] 71 &t 502 o AX|E= ifra
me src & ©X9 A 8422 AH3A

i

3k WMol m= A8 Ayl edupld pl =]

ol At 10001 7 7 FuA AAEo] EAE

of (g 7 £ A=z vt} ol Uk
]

o7} wels Zeigded Hest

o o
= AEGD ¥ 5 gon, 8 Aol 3w
QL #E sAtE WUR gl S Fay Aol
E 3ol 15 e ow )

A B D ACE B4 2 9 ds A% 33

A1 foo | SELI=bDFRIEL ~ X 24 4 %7 - cooperativalalucerna.it
A 8 ;

7 UE{2| =3~ - tiktot.pl https://tiktot.pl/470971.html

£ https://tiktot. pl/460140.html
https://tiktot pl/914507.htm
https:/tiktot pl/921025.htrmi
hatps:/tiktotpl/953254.htmi
iktot.pl https:/tiktot pl/352025.html
iktot pl https://tiktot pl/325664.html
E< At - tiktot.pl https://tiktot.pl/214616.html
05 Z3is AT} - tiktot.pl https://tiktot.pl/731214.htm!
BHCRS! - tiktotpl httpsy//tiktot pl/619148.html
O|¥IE - tiktot.pl https://tiktot.pl/648104.html
7| - tiktot.pl hittps://tiktot pl/604573.htmi

(2" 7) 288 == A% 23

Al %636}% VR BmA WA Aol Ex
HAE oA 7] s 2 A &3}
ek /\}%6]—37_ Joh 12 QE] 7)|Ee] 34

AOlEE BANLE WAL A Buy Ael=
g addon gAgle Brave a7 =
Age, webd oleld 71 B were] vug
n@stel b Buy A= YT F s
Mz WA e Aetac

51 2&8 2 728 A9 24

T-Z 3 (Googlebot) & T+Z(Google)2] 74
o] Alg3l= § AELE Ao
el Ao A g %

]
%s}z ?jtﬂ°1§_6}%

e
rlo
>
>,
oo
)
N
)
J_4
m“‘
2
N
N
o3t
i)
s
o
ot

g9 25 7Ht'L Oﬂ?a z 85t EM A
E ¥ AlolE Ex]o] 71 3 Q9
Attt 28y 7)Eol gtholH e o
g4 FE= 0T~ AL R B
Alo]Ee] URLS #rloldids
Aol ER AdsteE ORE t.'.ﬂé}
Bard Abe|EVE Eid Alo] E
b ARREQIA] obdA ol v gk wEﬁ‘%l 4
wjiol] A gE Aotk TR Rk
BF, WG HolHo| H&Estes FAE &St
dedS Fall A Abgho] ofd

st 2 A A3 el whet

_un>*
4
r

tu

e R LY
o ftt
iy, —(11

NN

Ao Lo

=



34 FPHRA=EA A237W A3E (2023. 09)

AE e,

5.1.1 A4 AHgAE A48 A
Ausoz T2 A4 A Holqelx du
AR ANEES 2S4S, A 48R

S} y
A2 H A SRR AAE A9, (2" DY
22 24 #Holx7F FEEM B He] grio] A
£ T HEFHoE UM Fay A AlolER
Hegr B =2dA st g2 agegE a3
E9 Ad 3] 7HE B  ZAEHVE obd A
ARERER O] o] THs kA Th

8 A A WP wEe e
ANE A% D Bl ugoel EAsk 4 Aol
E2 A%t oled FEe Y AoEE 4
4 AfelE molA shel b Buy AelEz
BRI 2 98] 98 Aol oful, 34
Aole #n7} e sol A7k ohd ANE
o Ulgel et el ousith ol 4
A ApelEAY it AztH o v gl

(19 8) T=Xom 14 Al

&5 HolX

513 222 oidE A

1.240.250.9 Moxzilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/110.0

(18 9) ez ofidd A =EHe HolA

vto]# 9] requests #holHelEE AMEEAY U

ser-Agent %%} 93] 7|HwrS AR AL @)
G Aol EoM e AFEAE BLog 9A]5lal Yo
obd& gelsty] s WHES SYsteE HAs

ol

of B YA

bAetar ek

tjo

52 71& A7 AEAH
7] URL #lte]dld s &8k Yoz 5

439 2 Jlx EALe HTTP A ==, vEg
B, ~3YE g1 Fo| Aot ANk HZ F3
st Qe 7 FaA 9 AbelEx dlE 54

o wZ exHo| Uy HLHA g=
7129 URL #tlo]dl o] dx= Alo]E9)
So= 300W t]e] HTTP A8 == Al&s)

ko] ldct. whekA dld URL 2% Al, 300
= Wt el o]

ekl w47} sl —3}x]

AtelE9] 74 2009 thel H

aelaiget

edirection Detection

o] ofe] ®A Mul=E 9

oo fEorr o
W
rlri
oo 2
[oX
ﬁiz
g H
r‘ln

o I
o
lo

<l
oX

£
Ky
iy
il
rn‘.
rlet
0%
mlo

=

)

UR

ol
)
e 4
Bl
-
=}

£ o

=

=
ol
ol
L

M =
n o
Az

P
2
Jo
o 2
2 g
P‘L
¥Q 0%

s
Rui e
oX,

l
oX,

S~
>,

o
|m

S

o

B
il rie
RIURe)
N
i
rie e
" =
o>
2%
2 @

(s

N

N

EY

o,
)
r

o

°
2
9
N
o

'~
rlr
>
Rl
L
[m
fu
Mo
Hu
ol
ol

PO
Jet

ro
QL
2
SR

&g o
am

RO
1 £
R
M
T
[>
Al
oL ot
ut
fuj
[
>
o
92
r

of

1o,
=y
ok
i)
i
il
k1
i
Sy
=
Y
»
i
tjo
do
ro,
P,L
3;8‘
i)

Aot 22el ANE 900 A9 ekl v
E2 o galo] Ao Aue FRBLHLLL. o5t
e 7 W AR 484 1A} 7

A gag 94 AtelE AHE Abde] bed Ble]
o E#, AF BeSAE AgEe A #o] X
239E AN ohe F7H0

= A9 5 Ao
2l

e
=
2,
2
48
i

o
I



Fol A8A7E A wdd W b B3 4 2 AR FASAT AW 54 =g
AClET Q& A, FEOl AnT F Q= WEE Aol LB AR Ak, & e 2 A
Ase Fhadw A4 A9 o9 9 EQ o5 1009 Ao A AnA AolEst AEHew
£ s W SAA 9B 11 5 AL Aol ARASe A A9 9 289 A3
2, 7V4 H3 Ael=e] AAE A%3 URLES
csv Tle] dolEon AATORA FF 2]

Yl b gy AelE BA 9 Y AT
i@ & goee ARtk £ 3, 444
9 229 A7E FAHUA ]9 HAR T
o b bt gy AolEE EAFS Helskd
ohow Aol AW =uQl, echeldy U
g e b B3 AolEe] E4el B 4§
Fohd o] A BA Tbsgel 9
|

A o oA B Aele} 714
9. B AT7E Bal 94 dse] oqo] sl
He 5849 %X] % A el A

ZnEd
6. 4 &
[1] AFES, o147, "a] Al E AA7F &4 7]

AT A AAE FE FHael AA Aozt Journal of the Korea Institute of Information
AAA = T2 719= A Aape] Aol A Security & Cryptology, 2012.08.31.

Ak spestar ik olefgk Ao Fd ofsh= Tt [2] A&7, "HA AlolE nhEolg - Bl AL A k&
A Fad APlEVE ZA Az FE ds] 2y H+= HAGPT, olo]7w224, https//www.inews24.
AA @2 A Aoz =FEHEA op7] E A THI2]. com/view/1565908, (F14d: 2023.06.07.).

2 dATE T B ARolEVE ASH o [3] AFel ‘e RE A E A GPT, 344l E-
ARE AN daeA wE2Ee d@4s s Aol lz] 18, 31U H, hitps//www.rinhwa.com/
azp e HARORE FaEdTy Azs g A news/view.html?no=2023022101070121313001, (3324
¥4 29E st b B ’*}O]E el d: 2023.06.07.).

APES dhetate] ofel digk BA R HlE ek [4] A3k “000AH” grah 2 ‘9 Ao E
AQrstaal 7b Farsd Aol Ed 31@ A &8t THEE Al #8HYR, https//www.munhwa.com/
G Ao EL] Ax IEE AR EAFTOEZA f news/view.html 7no=2023022101070921313002, (3344
APE7E =2 AbolES FEE XS =St : 2023.06.07.).

o7l #4% 354 SHS vtEeR TR (5] Ao, ‘ol =zt Fheuy A= At dar
Had AlelEe] EAES dAF R JE R Fole HAL el o]F? [ofolElzd]], wiY oxﬂ,
gAse AEYE NIFezA HA Ha o] https://www.mk.cokr/news/it/10742721, (A :
Aol =ZE 7b Fadd Abe]Ee] URLIF AlA 2023.06.07.).



36 TP HA=EA A23W A3E (2023. 09)

[6] W=1E, A4, “URL 2vtol@Ad 2~ &=] 7|y
Proceedings of the Korean Information Science
Society Conference, 2007.10.26.

[71 B7], “T)drtolEEe] =Rl S o] &3 A}
ol Wz bk HY, tRE A2 AT, 2015,
[8] Googlebot, https://developers.google.com/search/

docs/crawling-indexing/googlebot ?hl=ko.

[9] =15, xSy, “PafH| 2~ Ba2s AH el T iframe
9] Ads wlaL A7, A 27wk 2021,

[10] Modifying HTTP requests with Burp Proxy,
https://portswigger.net/burp/doc—
umentation/desktop/getting—started/modifying
- ~http-requests.

[11] uBlacklist, https://chrome.google.com/web—
store/detail/ublacklist/pncfbmialoiag
hdehhbnbhkkgmjanfhe.

[12] A&, “F2 =244 4, 9 vy,
F7HEEE https://weekly.khan.co.kr/khnm.html?
mode=view&artid=202303241250581&
code=114, (14 <: 2023.06.07.).

(™ &0 )

o] & 4l (Eunbeen Lee)

20204 39 ~ @A) A2l A ka5
Ah3h4

email : eundinlee@gmail.com

Z 4 & (JeongEun Cho)

2020 32 T @A A g
ERAEE
email @ 20200958@sungshin.ac.kr

4 9 & (WonHyung Park)

20021 M-&Fst7) st A AR
Al 22§38t 7) 3B}

200681 Mg ¥ey)Edishn G R
Faty} FHAAL

20099 A7)t JH B 553} o]
kAl

20154 Ao 75Fe n S8y}
SRR

20200 T 20229 st ARE
Qrastat Fug

20239 39 T &4 ANAAHE A
Skt Rug

email : whpark@sungshin.ac.kr





