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A Study on Efficient AI Model Drift Detection Methods for MLOps
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ABSTRACT

Today, as Al (Artificial Intelligence) technology develops and its practicality increases, it is widely used in various application fields
in real life. At this time, the Al model is basically leamed based on various stafistical properties of the learning data and then distributed
to the system, but unexpected changes in the data in a ropidly changing data situation cause a decrease in the model’s
performance. In particular, os it becomes important fo find drift signals of deployed models in order to respond to new and unknown
affacks that are constantly created in the security field, the need for lifecycle management of the entire model is gradually emerging.
In general, it can be detected through performance changes in the model’s accuracy and error rafe (loss), but there are limitations
in the usage environment in that an actual label for the model prediction result is required, and the detfection of the point where
the actual drift occurs is uncertain. there is. This is because the model’s error rate is greatly influenced by various external environmental
factors, model selection and parameter settings, and new input data, so it is necessary fo precisely determine when actual drift in the
data occurs based only on the corresponding value. There are limits fo this. Therefore, this paper proposes a method to detect when
actual drift occurs through an Anomaly analysis fechnique based on XAl (eXplainable Artificial Inteligence). As a result of tesfing a
clossification model that detects DGA (Domain Generation Algorithm), anomaly scores were extracted through the SHAP(Shapley
Addifive exPlanations) Value of the data affer distribution, and as a result, it was confirmed that efficient drift point detection was
possible.
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(Figure 1) Concept drift detection framwork(6)
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(Table 1) Attack dataset
No. Data Type Number of Data
1 Train 5,031
2 Test 2,012
3 Drift 500
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(Table 2) Normal dataset
No. Data Type Number of Data
1 Train 4,969
2 Test 1,988
3 Drift 500
(% 3) 24R% 8l
(Table 3) Attack type comparison
pykspa_vl flubot
TLD biz, com, net TU, Com, ch, su
Length 6-15, a~z 15, a~y
Period 2 day 1 month
Count 5,000 5,000
Example agadss.biz bsgeijagbavgavk,cn
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SHAPS] Explainer= Zdojr 714 23 2 71%
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(Figure 5) SHAP summary plot
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(Table 4) Importance feature list

No. Feature Name

1 trans_char

2 distribution_of_host_special

3 len_host

4 len_tld

5 len_repeat_str_host

6 contain_vowel_u

7 contain_vowel_o

8 contain_vowel_a

9 contain_vowel_i

10 contain_vowel_e
4.3 M8 A1
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