847

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.33, NO.5, Oct. 2023 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2023.33.5.847

Anti-Virus s XIS 9% 7t 71€ 4 9

—1* 2
oY E" NYY2R

123K AIST APOIMEO._FOJ-T‘&'H

o 3%
:l.T

AMelol el odel =oloiTel)
A Study on Establishment of Evaluation Criteria for Anti-Virus
Performance Test*

Jeongho Lee," Kangsik Shin,? Youngrak Ryu,? Dong-Jae Jung,’ Ho-Mook Cho®*

123K AIST Cyber Security Research Center (Senior Researcher, Researcher,
Principle Researcher)

0]

ok
=4

A2 Fuld] sxEgele] AoHE ol 4% SMITER Tal} Z7kshe Ao IS W] 919 el
ool AL BRI & 4 ek AR ik AgAE ofwa eeulelels AEL] Aol FE
B74o] AYPAE D% 47 ek ool delulolels Aol Ul AT ATHTE J1Be] D EAelL
ol ABEL A HAE AT AYH7} FHE FRsl] HARE AL glont A HlaE B A
AR ARsE % W Ak B Stk wak /1E B} ATES Qbelulolela AFE sl
A S Wk Aol G Erloh 5] ol 3 sheplelels Bhelis Adep el el EE
A HA Qkeulelel s Hrlel ARY ARA delulolel s BAAEE Sk ofF Fls] 9% grelulele]
2 AFel Agate] Qreulolelzg] A% W A%E AZsck

ABSTRACT

With the recent increase in damage caused by malcious codes using software vulnerabilities in Korea, it is essential to
install anti-virus to prevent malicious codes, However, it is not easy for general users to know which anti-virus product has
good performance or whether it is suitable for their environment. There are many institutions that provide information on
anti-virus performance outside of korea, and these institutions have established their own test environments and test
evaluation items, but they do not disclose detailed test environment information, detailed test evaluation items, and results. In
addition, existing quality evaluation studies are not suitable for the evaluating the latest anti-virus products because there are
many evaluation criteria that do not meet anti-virus product evaluation. Therefore, this paper establishes detailed anti-virus
evaluation metrics suitable for the latest anti-virus evaluation and applies them to 9 domestic and foreign anti-virus products
to verify the functions and performance of anti-viruses.
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2.1.3 AV-Comparatives[3]
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Fig. 1. Architecture of the test bed environment
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Table 1. Version for each Anti-Virus ;Li_:};ili\_;‘il g lé -j;};] aki%i:iiﬁ;ﬁ
Anti-Virus Version ¥5 AEo 7 £33 Controllerst Agents #4A|
ESTsecurity Alyac 5.1.22
Avast Premium Security 23.3.6058 Table 2. Specifications of the PC used in the
Kaspersky Antivirus 21.3.10 evaluation
McAfee Total Protection 16.6.161 Specification
MS Defender 4.18.2303 CPU i5-12400
ESET Nod32 Antivirus 16.1.14 Graphics | On-board Intel UHD Graphics 730
Norton Antivirus 22.23.3 Memory 16GB
TrendMicro Internet Security 17.7.1827 Storage SSD 500GB
AhnLab V3 Internet Security 9.0 0S Windows 10 Pro (64bit)
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Table 5. Overall Evaluation Table(Reliability)

Table 7. Overall Evaluation Table(Add-Ons)

Good Bad Good Average Bad
A 1 A 16 3
B 1 B 15 2 2
C 1 C 15 1 3
D 1 D 13 6
E 1 E 11 2 6
F 1 F 10 6
G 1 G 4 2 13
H 1 H 12 7
I 1 I 8 1 10
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Table 6. Overall Evaluation Table(Usability)
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Table 8. Overall Evaluation Table(Support from
the Vendor)

Good Average Bad Good Bad
A 7 3 3 A 4
B 7 2 4 B 4
C 7 1 5 C 4
D 10 1 2 D 4
E 9 2 2 E 4
F 6 2 5 F 4
G 4 2 7 G 4
H 9 1 3 H 4
I 7 2 4 I 4
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A. Evaluation Criteria
Evaluation Items Good Average Bad
Detection Accuracy 70%<= 40%<=, {710% {40%
{200 (=10sec. 10sec.{, (=10min. 10min <
Detection Number of 6.363 (=1min. 1min.{, (=30min. 30min.<
Speed Malwares 20,330 (=10min. 10min.<, (=30min. 30min.<
20,330(USB) {=1hour Thour(, {=6hour 6hour(
Manual Scan 0.2%<(= 0.2%(=, {1% (1%
CPU Usage Scan Real-time Detection 1%(= 1%(=, (10% (10%
Method
Deep Scan 10%(= 10%<=, <30% (30%
Memory Usage »=20% 20%<, {=40% 40%<
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B. Evaluation Area 1: Functionality

Area Item Criteria
(1) Real-time detection accuracy on a single, individually sent
(per piece) for total 100 malwares.
(1)-1 Detection accuracy for Decompressing 100 malwares
(2) Detection accuracy with 25 malwares executions
(3) Detection accuracy for USBs containing a large number of
malwares (20,330)
Accuracy (4) Real-time detection accuracy for decompressing a large
number of malwares (20,330)
(5) 151 malwares detection accuracy for the latest malware
(within three months)
6) Detection accuracy of analyzed malwares (6,363)
Functionality 7) Detection accuracy of 50 packed malwares

Time Efficiency

(6)
(7)
(7)-1 Detection accuracy for 50 unpacked malwares
(8)

8) Average rate of real-time detection speed on a single,

individually sent (per piece) for total 100 malwares

(9) Average rate of detection speed for USBs containing a large
number of malwares (20,330)

(10) Average rate of detection speed for decompressing a large
number of malwares (20,330)

(11) Average rate of 151 malwares detection speed for the latest
malwares (within three months)

(12) Average rate of detection speed of analyzed malwares (6,363)

(13) Average rate of detection speed of packed malwares

C. Evaluation Area 2: Resource Efficiency

Area Item Criteria
41 CPU Usage (14) Average CPU gs.age before evaluation item (1) on a PC with
the same conditions
(15) Average Memory usage before evaluation item (1) on a PC
#1 Memory Usage . .
with the same conditions
42 CPU Usage (16) Average CPU L.ls.age before evaluation item (3) on a PC with
the same conditions
(17) Average Memory usage before evaluation item (3) on a PC
#2 Memory Usage . L
with the same conditions
Resource CPU Usage on
Efficiency Real-time (18) Real-time CPU usage when evaluating item (1)
Detection

Memory Usage
on Real-time

(19) Real-time memory usage when evaluating item (1)

Detection
CPU Usage on (20) CPU usage when evaluation item (3) on a PC with the same
Deep Scan conditions

Memory Usage
on Deep Scan

(21) Memory usage when evaluation item (3) on a PC with the
same conditions
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D. Evaluation Area 3: Reliability

Area Item Criteria
Operational
Reliability pg;afeiona (22) Did the antivirus cause any failures after installation?
y

E. Evaluation Area 4: Usability

Area Item Criteria
(23) Possibility to change other languages while using the
product?
Usability 9f User (24) How many languages does the antivirus offer?
Learning
(25) Does the antivirus provide help service inside the software
except by linking the website?
Interface (26) Possible to modify the menu and structure to the user's
Adjustability desire?
(27) How many ways to specify the target to scan for in a quick
Input Data
Supbort and deep scan?
pp (e.g.. email files, other folders, compressed files. etc.)
Easily Track (28) Does the antivirus provide a UI/UX to understand the
Progress current progress of the tasks being performed?
Usability éi:iﬁiﬁgﬁt (29) What types of operating system environments are available
o (Windows/Linux/Unix/Mac/Android/iOS)?
Suitability

(30) Does it encourage the installation of external programs?

Usability of
Uninstallation

(31) Does the product uninstall correctly?

Generate reports

(32) Possible to generate reports on detection and quarantine
results?

(33) How many formats can be generated as reports?

User-Defined
Detection/Inspect
ion

(34) Possible to exclude certain conditions (folder, filename,
extension, detection name, etc.) from detection and scanning?

Free or not

(35) Is there a free version of the antivirus product?
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F. Evaluation Area 5: Add-Ons

Area

Item

Criteria

Add-Ons

Real-time Detection

(36) Possible to specify a location (entire system, specific
folder, etc.) for real-time detection?

Does it have Antimalware Scan Interface (ASMI)*
capabilities?

* Detects obfuscated scripts such as JavaScript, VBScript,
Powershell, etc.

(37)

Possible to set actions (quarantine and delete) for
detected malware after real-time detection?

Manual Scanning

How many manual scanning methods does the antivirus
offer?

Possible to specify a location (file, drive, specific folder,
etc.) to scan during a manual scan?

Possible to scan for specific malicious behavior (Anti
Rootkit, process, memory)?

Does it have a scheduling inspection feature?

Network Security

Possible to set up a firewall within the antivirus?

Possible to block harmful sites or manage custom sites?

Possible to prevent or detect specific network-based
intrusions (spoofing, remote, etc.)?

(46) Does it have a VPN or proxy?

System Security

(47)
(48)

Possible to look up a history of recently created files?

Does it have ransomware-specific detection or blocking
capabilities?

(49) Possible to access to storage media (USB, external hard,

CD/DVD, ete.)?

Does it have a registry cleanup feature?

Privacy Protection

Does it have the ability to delete temporary files?

Possible to delete my browsing history?

Possible to delete traces of the user (recently opened files,
list of running documents, etc.)?

(54) Possible to completely erase files from recovery (BCWipe,
CCleaner, etc.)?

G. Evaluation Area 6: Support from the Vendor

Area Item Criteria
Maintenance (55) Are there regular product updates and feature additions?
Set Update (56) Possible to update the engine automatically, manually, or on

Support Frequency demand?

from the (57) Does it have a Q&A or FAQ on its website or within its

Vendor Troubleshooting antivirus product?
and Support (58) Does it have such a quick contacting service system (such as

a chatbot)?
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