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Analysis of Row Hammer Based on Interfacial Trap of
BCAT Structure in DRAM
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Abstract

Row hammering is a phenomenon in which bit flips occur in adjacent rows when accessing a particular row
continuously, causing data damage, security problems, and poor computing performance. This paper analyzes the
cause and response method of row hammering through TCAD simulation in 2ynm DRAM. In the experiment, the
row hammering is reproduced while changing the parameters of the trap and the device structure, and the trap
density, temperature. It analyzes the relationship with Active Wisdom, etc. As a result, it was confirmed that
changes in trap parameters and device structures directly affect AV.,/pulse. This enables a fundamental
understanding of low hammering and finding countermeasures, and can contribute to improving the stability and
security of DRAM.
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Fig. 1. DRAM cell array structure and row hammering
type by location.
J% 1. DRAM cell array 7% ¥ X[ 22 o 37

-7\
\

cel)o] refresh timeXtt &S A|7F 59 HX(Access)
S HHESHH QI A(Victim cell)ol] A714 Ao 2kgo]
AYsto] Z4E dlolEof HE Z™(bit flip)o] EAst
= @oldl5, 6. EF siHe HIE &9 R0l o
2}t (0—1) bit flip DO failure (1—0) bit flip= D1
failure®2 FE=H 13 13} Zo] aggressor?} victim
Ao] x| BAef wet 1 FF7F AEH 2 =ollA
+= DO failureo] #3t £4S tEct

2. DO failure

DO failure®] 4 @A aggressor cell®] FPG
(field passing gate) AlHo] F4H Edfolc}t. 19 29
Zo] DO failurex= FPG Efo] oJ3t A} x33} 13
H AR b 284 Yo = o] FofXTHTL. WA,
FPGol| Yol A7F=H AsfAIE Y] A= FPG <A
2 Q= A, Y5 HAH= FPG AHe] Y3t E
o] oJsf) ZHT} 11 % FPGol| LYol QU &
A e MR oAl A ATAER Eolrtal,
Edfo] 95 28H HAA= SoHA| okl JA
1 % 235 Ao} W& g4to] ZIgYE). ojnff i
9] AA= tA] ATAE R SO AT Y= drain
FHoE FAkE|L ATAE= MRS A Hot o] &
o] refresh time Ato]of] ¥HEEH AHujA[E o] A3

o
DO failure : Capacitor DO > D1

Fig. 2. The capture-release precess of row hammering.
J8 2. 22 o9 ZE-HE apy

(221)



10 j.inst.Korean.electr.electron.eng. Vol.27,No.3,220~224,September 2023

Storage
Node

CD: Critical dimension (24nm)
W qerive © Active width (24nm)
Dgcar: BCAT depth (150nm)

Dyiy: Fin depth (15nm)

P ———

D y.: Control Gate depth (45nm)

Dgcar region [y

Gate oxide : side wall 8nm

Silicon
substrate

bottom Snm

Fig. 3. DRAM transistor(BCAT) structure.
12 3. DRAM EHXJAE(BCAT) &

Aggo] HA FASHL A7 A Hut 0o 12 9
SKe bit flip @4l WHTE B 29 solo] dhat
A7 8 7 AN HS ECC 714 ol 9tk ©
L 2EH91 52 W] obd F7bael A Lme A

952 g o}, weba] AL
9] At Au] o] Il Y o WEe et
3] SIeiAE 29 sfule) BelHel deie Uel, A%
o] Tt HAjo] Wk

AE0] HE9 71AA7]E TS Hio

_

e

—_—

o0

m. &

o

29 gl ZEARQ] AURAS ARHETHAAH) SHOA
EA517] flal], eFAQl 2y nm k& $5F BCAT &4
SILVACO TCAD Alg#olds &3l F+<dsio] ded= <
Y5tFLt. victim A Y= 21 Zo|(WLv)+= 150nm,
aggressor A= Q1 Zo](WLa)= 165nm, AI°P1E oxide
A= 9ol 8nm, O] 5nme]al, active width&=
24nmth. AEEA] =E(SN) A#AEl= 10fFo|n] %7]
SN AY2 0V olth. =% siHE 35| s =3¢
TToA 2/ AIZF 100ns, A5/3F4 A1ZF 10ns2]
HAE ARSSIGH. 1-RH 59 Ed%loll= 0.5V, Wiy
o= -0.3V, 7|Hell= 0V7F 17kt DO failureZ}
Aok 20 ol Sl wiEtaE Rl Ef wiEtiE
oF Ao} ALxo] WE FFS gRlsh| HIsl EY et
(4%, 2%, energy level, capture cross-section)Zt
AR FEE HSA7|H HAT AujAlE AY HIE
S5tk AlEEloldoA e e RS ARSI
1) doping dependent Shockley-Read-Hall recombina-
tion (SRH); 2) band-to-band tunneling (BTBT): 3)
continuously variable transmission (CVT); 4) Fowler-
Nordheim tunneling and direct tunneling (FNORD);
5) Hot Electron Injection (HED).

1.2

AV [mV]

0.6 /

-
0.3

0.0 4.0x10"°  8.0x10"
Trap density [cm™]

Fig. 4. Capacitor voltage change according to trap density.
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Fig. 5. Capacitor voltage changes according to trap energy
level.
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Fig. 6. Capacitor voltage changes according to capture
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Fig. 7. Capacitor voltage change with depth of trap.
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Fig. 8. Capacitor voltage changes according to temperature.
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Fig. 9. Voltage Change of Capacitor with Active Width.
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