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1. N&E QA3 ol dAE Aoty @ F(Labeling)dt=

g0l B T2 AAAAL 3lom, o) d=] 9|

o]’ %A (Anomaly detection)= 7|4 &5 ey of fof| whet AG 7he 3k o EA gl
RG-S 7IW o2 sto] At o] A E T Y& AR, A, 83 FAE s 4
3= 7]l&olt) oA=& Anomaly <2 Outlier o2 T 1E o] gt

ojnst=d, AAeE FEske A AA ol 54 O FERA = A thFSE EopollA &EEHI

o] A& wl, o]g W2 FA= T £ 3T Tl Rom, thido] H= HolH Y F/RE ulg- v
OlHE AAS=E AS BFHOZE & v FE AR 3T (Choi & Kim, 2019; Hwang, 2022; Lee &
"ot ojdf] o dA= &ASH] o 54 3" Kim, 2022). 15 HolE HloJHE dWiHow
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ATHH, 4 i HlolE] 9] o)A 18-S ARl
solst 3 7 Avfo) wle} He3h o) AR L ol FEAI= titkre] Hlole MAEH A o
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BXE 22 srhe A HlolEsh ol 4R} B4 221 HIR|E 3% 7|8 O|NER| YDBlE
@ dlolE AES] $xE AZseld e T Y

= 08 57 <ads
Hls) 54 wjele] -9 Aol o, A4
olE}7} o)/ EllolE ol Hls E Tom, o dA]

3t 7150] HekelA] fiths ofswo] Utk ol
HA Zokell M= 2t "ol that A &2 o]

$o) HRE epmolet shnl, ehue] f3o) uhet

BE F Hedo EAE
B AAET Dojzl Ao}
3

o
oA BEe) TS a5 ES & 5 AT

I
ofy
4

Nzl Ak olggA dmElFel gmy  E Fw, FAR S, JAL VAR B 7]
ol < 157 gov], B AN 7 ueige e oldRA SaEisel 4edn:
£4¢ s o) me} rol ke Aol HII Bhas 71 o] 7] (Unsupervised anomaly
=g detection) FILE|F-2 H|oJE| Y] A Z2 o]/l
3k 2hll HE7E SR A b2 ol A, o
(B 1) Ol&EX| 125
st 2 2igE Y o 23
LOF (Local Outlier Factor) Breunig et al., 2000
CBLOF (Clustering Based Local Outlier Factor) He et al., 2003
COF (Connectivity-Based Outlier Factor) Tang et al., 2002
COPOD (Copula Based Outlier Detector) Li et al., 2020
H| A = KNN (K-Nearest Neighbors) Ramaswamy et al., 2000
Ea) LODA (Lightweight on-line detector of anomalies) Pevny, 2016
PCA (Principal Component Analysis) Shyu et al., 2003
SOD (Subspace Outlier Detection) Kriegel et al., 2009
ECOD (Empirical-Cumulative-distribution-based Outlier Detection) Li et al., 2022
IForest (Isolation Forest) Liu et al., 2008
SVM (Support Vector Machine) Cortes & Vapnik, 1995
RF (Random Forest) Breiman, 2001
;—12 XGBoost (eXtreme Gradient Boosting) Chen & Guestrin, 2016
LightGBM (Highly Efficient Gradient Boosting Decision Tree) Ke et al., 2017
CatBoost (Categorical Boosting) Dorogush et al., 2018
GANomaly (Semi-Supervised Anomaly Detection via Adversarial Training) Akcay et al., 2019
DeepSAD (Deep Semi-supervised Anomaly Detection) Ruff et al., 2019
_';L;;%_E REPEN (REPresentations for a random nEarest Neighbor distance-based method) Pang et al., 2018
FEAWAD (Feature Encoding With Autoencoders for Weakly Supervised Anomaly Detection) Zong et al., 2018
XGBOD (Extreme Gradient Boosting Outlier Detection) Zhao & Hryniewicki, 2018
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P WX ntaES AEShe o) RA aEE
2 Holg AE, 7183l HlwelE BHo] AR
th=t}. $-4 Emmott et al. (2015)-2 2] 2ol A
T8 74 840 we} et A o= A )
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sl 127F4] RIA| = o dRhA] dare]ES Hlusie,
x| uta Holy MES 543 o] 'R |l
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AxA, 28 wxe] AREES vl
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Held ks 7I6ke] o] whA] W Al

N ol

d

234

HHES B oE HESL, 3719 dHolE ME
of el 97k o] darE|Ee AFH HIHE 7
3FATE FFA PO 2 Han et al. (2022)S A4+ ©
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12 ar 7] 5ol Bk ARS|SE Zof HlolE AlESQ]
donors(Pang et al., 2019)] & 57112 Hlo]E AE
£ AHEEITE o] 2 o B EA] WX ntA oA A}
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B A% 349 5 ol %, 2Em ol 4R v

& <3 2>9 2o

4.12. O|8%X| 7EE HOIH 44
APE AR o)A A WL T
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Al B 2E (GMM)} 22 A 2dE T
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s 25X
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F44 o)A = Vine Copula(Aas et al.,

B 2) & HoH ME Q9

Data clol& 4= A 5 Ol &x| 74 Ol &x] H|2(%) =
cardio 1,831 21 176 9.61 Healthcare
PageBlocks 5,393 10 510 9.46 Document
internetAds 1,966 1,555 368 18.72 Image
donors 619,326 10 36,710 5.93 Sociology
WBC 223 9 10 4.48 Healthcare
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2009)& AHgsle] dolEe] T4 BUYY g dugZo /8 solnseny H4e 1
o 208 8 B4 AN FUNSE T R A8ad,

£33, 7Ad Y% F%(Kernel Density Estimation;
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A HEHE =52 2ALY 3, o]F 2AY
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TODS(Lai et al., 2021), ZL&] 3 PyGOD(Liu et al.,
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29| stolssetolel= BT vwE 93 3
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Precision-Recall Curve) & THFeH H7F A7}
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Abstract

Performance Comparison of Anomaly Detection
Algorithms: in terms of Anomaly Type and Data Properties

Jaeung Kim" - Seung Ryul Jeong" - Namgyu Kim™*

With the increasing emphasis on anomaly detection across various fields, diverse anomaly detection
algorithms have been developed for various data types and anomaly patterns. However, the performance
of anomaly detection algorithms is generally evaluated on publicly available datasets, and the specific
performance of each algorithm on anomalies of particular types remains unexplored. Consequently,
selecting an appropriate anomaly detection algorithm for specific analytical contexts poses challenges.
Therefore, in this paper, we aim to investigate the types of anomalies and various attributes of data.
Subsequently, we intend to propose approaches that can assist in the selection of appropriate anomaly
detection algorithms based on this understanding. Specifically, this study compares the performance of
anomaly detection algorithms for four types of anomalies: local, global, contextual, and clustered anomalies.
Through further analysis, the impact of label availability, data quantity, and dimensionality on algorithm
performance is examined. Experimental results demonstrate that the most effective algorithm varies
depending on the type of anomaly, and certain algorithms exhibit stable performance even in the absence
of anomaly-specific information. Furthermore, in some types of anomalies, the performance of unsupervised
anomaly detection algorithms was observed to be lower than that of supervised and semi-supervised
learning algorithms. Lastly, we found that the performance of most algorithms is more strongly influenced
by the type of anomalies when the data quantity is relatively scarce or abundant. Additionally, in cases
of higher dimensionality, it was noted that excellent performance was exhibited in detecting local and
global anomalies, while lower performance was observed for clustered anomaly types.
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