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A Study on Zero Knowledge Proof Blockchain Personal Information

Authentication Using Smartphone
Lee Kwangkyu

<Abstract)

In the future society, a means to verify the identity of the information owner is required
at the beginning of most services that the information owner encounters, and the emergence
and gradual spread of digital identification that proves the identity of the information owner
is essential. In addition, as the utilization value of personal information increases, discussions
on how to provide personal information are active. Therefore, there is a need for a personal
information management method necessary for building a hyper-connected society that is
safe from various hacking, forgery, alteration, and theft by allowing the owner to directly
manage and provide personal information management. In this study, a decentralized
identity information management model that overcomes the problems and limitations of the
centralized identity management method of personal information and manages and
selectively provides personal information by the information owner himself and implemented
a smart personal information provision system(SPIPS: Smart Personal Information Provision
System) using a smartphone.

Key Words : Blockchain, DID(Decentralized Identitifier), PBFT(Practical Byzantine Fault
Tolerance), SPIPS(Smart Personal Information Provision System), ZKP(Zero
Knowledge Proof)
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public Block(Order order, String prewviousHash) {
1is.order = order;

.previousHash = previousHash;

s.timeStamp = new Date().getTime

this.hash = Generator.generateHash
this.previousHash
+ € .timeStamp
+ this.order.tostring()):;
Ha-
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tatic String generateHash(String text) |

MessageDigest digest = MessageDigest.getInstance(alx ;'S
byte[] hash = digest.digest(text.getBytes|StandardCharsets.UTF 8));
String encoded = Base6d. getEncoder().encodeTostring (hash);
raturn encoded;

catch (NoSuchAlgorithmexception ex
Logger.getLogger(Generator. class getName() ). log(Level .SEVERE, msginull, ex);

return null;

<a# 4> AN E3A ofolt] B

void mine(Block block) {
s, blockchain. add! block);
nodes. forEach( (node) -» {
try {
node.add( (Block) block.clone());
} catch (CloneNotSupportedException ex) |
Logger. getLogger(Node, class. getNane() ) . log(Level SEVERE, msg:null, ex);

<3¥ 5> JANEY E2A9 A

c String printBlockchain(String strBlock) {
StringBuilder builder = new StringBuilder()
builder.append("--- Block of [" + address + "] ---\n");
for (Block block : this.blockChain.getBlocks()
builder.append(block.hash).append(str:"\n");

builder.append(str:"--- END ---");

strBlock = builder.toString
return strBlock;

o
i
|

b=}
e
Lo,
=
3r
fru
3
oL
ol
52
&
=
2
=
S
—
)

Sty B3 2 55 dZEW BLOCK
UPDATE "2 F71sko] E5A90e S, &

42 H193 m32



BLOCK BUILD
BLOCK VIEW.
BLOCK UPDATE

BLOCK EXTINCT

Zero-Knowledge Proof Blockchain

@Y 1 AlEES olgd FANFY B84 2] B

=
>
=)
i)
o
o

+ BLOCK EXTINCT H

A 71 AEES o] gste] E5A1] A
A5H7eS 28T W oy, dAMTHSs A8
sto] B9 A4 Fn 9 9 AHS dEetal
SGEYEL The e HYoEM, o] Eof AgoR
I~

3
)
i
oX,
ot
o
o
il
-1
i
Q‘Lt
2

H:ENQ
ofo
N
N
R0
N
N T
Lo uk
>3
X,
et o
mﬂléﬁ
QL8
£
S X
19 9 9 -

o
o

ofs
O

Mr o fo

>
= 1
ox U

o

k1

g\

1o

o

)

>,

ofN

ol

o

it

oo

ol

s

)

2,

i,

o :>l:> N
S g

[ oN = [ o

rO

o
Al
rr
3
R
U oo
=
ro,
ol
e
=
fol
Lo
o
&
ok
o
o
e,
4y
X0

BLOCK BUILD

BLOCK VIEW

BLOCK UPDATE

BLOCK EXTINCT

— Block of [zSnarkPersonlnfo KwangKyu] —
Vbqe+xmjUBNT+SNPQUMsXxfCtel20f2wVMcT
RSJ2Hug=
aCewdurLDzfgmcY7Jd3TurlGHXipTq0pPeqokX

<ad 8> 2nEES &3 JAATH EEAY B4 2

v, 28

=

B R AntEEY B39

g} 3
FANTHEE skl MAAR A FAE A
2l

AL AANA Aok AvkE )

2R(SPIPS)=  TEsith s SPIPSw
Zk-SNARKES 541919 St Qleohet 2ad

o
o ffl
ofN
o
ox,
[
5
A
rlr
r=2 "
oxl
b
i
[0
o
N
<

i
=
2L b
ol
ol

e % oo w4 peb
o Mol 2
Lo o oy

o ol
rio, 3

=
ro
ox

i)
X
_| 0
o
o e

CRIENeETD| 2R 43



A

1]

(10]

il

Nakamoto Satoshi, “Bitcoin: A peer-to-peer
electronic cash system”,Oct, 2008.[2]Ahmed
Kosba, et al, “Hawk: The blockchain model of
cryptography  andprivacy-preserving ~ Smart
Contracts,” 2016 IEEE symposium on security
and privacy(SP), pp. 839-858, San Jose, USA,
May., 2016.

S. Agrawal, C. Ganesh and PMohassel,
“Nor-interactive zero knowledge proofs for
composite statements,” CRYPTO2018, pp. 643-673,
Aug,, 2018.

Groth Jens, “On the size of pair ing-based
non-interactive arguments,” Annual International
Conference on the Theory andApplications of
Cryptographic ~ Techniques.
Heidelberg,2016.

Rui Zhang, Rui Xue, and Ling Liu. “Security and
Privacy on Blockchain” July., 2019.

Wenyu Li, Chenglin Feng, Lei Zhang “A Scalable
Multi-Layer PBFT Consensus forBlockchain”, May.,
2021.

BG. Kim, YS. Cho, SH. Kim, H S. Kim “A
Security ~Analysis of Blockchain-Based —Did
Services”, Jan,, 2021.

Xiaohui Yang, Wenjie Li, Azero-knowledge-proof

Springer,  Berlin,

-based digitalidentity management scheme in
blockchain., 2020.

CH. Yoon, J.H. Hwang, M.J. Cho, “Study on DID
Application Methods for Blockchain-Based Traffic
Forensic. Jan,. 2021.

Duc  Anh Park
“Privacy-Preserving Blockchain-Based Health care
System for loT Devices Using zk-SNARK,” May.,

Luong; Jong ~ Hwan

(1]

[12]

[13]

2022.

A.E. Barros Tomaz, ].C. Do Nascimento ,A.S.Hafid,
JN. De Souza, “Preserving Privacy in Mobile
Health
Zero-Knowledge Proof andBlockchain,” IEEE. Nov.,
2020.

T. Bai, Y. Huy, ]. He, H. Fan, Z, An, “A Healthcare
Identity System Based on Fabric Block chain and
Zero-Knowledge Proof,” mdpi.com, Oct.,, 2022.
o)t “BE=H ol 7|ul Jx|AS s-g3) 7oA
B QS 78 A=A, 478108,
2022%1, pp-1598-1605.

Systems Using Non-Interactive

n KRN w
19964t 3g~8

20024 83

SnAEE

50 23Tl
0383

19918 28 S={fet
(He! (OFZEAF)

19854 2

0gq A0

AISTIs, O, SEHY,

(Lee Kwangkyu) oot
E-mail : kklee@shinhan.ac.kr:
=284 20234 78 06Y
+HFHLA: 20234 78 202 (1)
20234 8¢ 042 (27
20234 88 212 (3%
HEsa: 20234 88 252

44 H193 ®32



