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ABSTRACT

Purpose: This study compares and analyzes the characteristics and progress of existing voice phishing
and new voice phishing to present a basic policy plan to prepare countermeasures against new voice
phishing based on psychological descriptions. Method: The criminal progress and characteristics of
the two were compared and analyzed through damage cases on various portal sites centered on voice
phishing crime scenarios. Result: As a result of analyzing the progress of the third stage of new voice
phishing, the scenario of new voice phishing that can deceive victims was written more carefully and
the scope of the crime was expanded. In the crime execution stage, the victim was socially isolated,
reducing the victim's judgment ability, making it more difficult for investigative agencies to investigate,
and in the final stage, the continuity and expansion of criminal damage such as extortion of money and
valuables are shown. Conclusion: There were differences in the target and scope of the crime and the
method of the crime strategy between the two, and the possibility of damage is much greater, so a more
efficient response strategy should be prepared.

Keywords: Psychological Description, New Voice Phishing, Social Isolation, Rational Choice, Crime
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