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[Abstract]

A privacy model is a technique that quantitatively restricts the possibility and degree of privacy
breaches through privacy attacks. Representative models include k-anonymity, /-diversity, ¢-closeness, and
differential privacy. While many privacy models have been studied, research on selecting the most
suitable model for a given dataset has been relatively limited. In this study, we develop a system for
recommending the suitable privacy model to prevent privacy breaches. To achieve this, we analyze the
data features that need to be considered when selecting a model, such as data type, distribution,
frequency, and range. Based on privacy model background knowledge that includes information about
the relationships between data features and models, we recommend the most appropriate model. Finally,

we validate the feasibility and usefulness by implementing a recommendation prototype system.

» Key words: Privacy model, Data Privacy, De-identification, Background knowledge,
Data feature analysis, Recommendation
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I. Introduction
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Table 1. Example patient table

ID Ql SA
Name Age Zipcode Disease
Alice 21 12021 Diabetes

Bob 25 12021 Diabetes
Cathy 25 12082 Diabetes
Daniel 41 13001 Flu
Emily 49 13002 Asthma
Fred 47 13007 Diabetes
Gladys 31 12023 Asthma
Henry 32 12082 Flu
Irene 38 12089 HIV
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II. Preliminaries
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Table 2. 3-anonymous table

QI SA
= Age Zipcode Disease
[20,30) 120%* Diabetes
EC, [20,30) 120%* Diabetes
[20,30) 120%* Diabetes
[40,50) 130*=* Flu
EC, [40,50) 130*=* Asthma
[40,50) 130%* Diabetes
[30,40) 120%= Asthma
EC; [30,40) 120%x* Flu
[30,40) 120%* HIV

Data utility: DM(27= 9+9+9)
Privacy level: less protective

Table 3. 2-diverse table

Ql SA
= Age Zipcode Disease
[20,40) 1202+ Diabetes
EC, [20,40) 1202+ Diabetes
[20,40) 1202* Asthma
[40,50) 1300% Flu
EC, [40,50) 1300+ Asthma
[40,50) 1300% Diabetes
[20,40) 1208+ Diabetes
EC; [20,40) 1208+ Flu
[20,40) 1208+ HIV

Data utility: DM(27= 9+9+9)
Privacy level: more protective

Ao} k- dat I-o4d oAllA, & R FEE
A= (DM: Discernibility Metric)[7,10]= AJAtsH tjjo]g]
788 FHAM = FLg AutE UERR|TE, meto]HA]
H3S ZEHOA= |-0jFdo] k-AWHAd Hik= ¢ g3HA
o]a}: 7—]0 01- /\ o]q gﬂ]_,}:—}uz] 1- E,}o]:}\-] E_Eﬂo E]:I
E OF WollA widet £4 3] tgMde ARl eEH
MAIPE {59 7Hsd2 29 & 7] Wizl wet
A, ol HlolEAlo] 7P Aot wHlg MEists A2
tlolEo] metolHAlE Hegtat sAlof Hloj& o] {84
= HES= QoA FQasi.

>

‘#“_1

2. Privacy Attack
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3. Privacy Model
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Table 4. Sample features

Feature Description

If attribute group AG; has the same
values, YES; else No.
If attribute group AG; has similar
values, YES; else No.

sameValue

similarValue

different If attribute group AG; has different
Sensitivity sensitivity level of values, YES; else No.
skewness If attribute group AG; has skewed
values, YES; else No.
duplicate If equivalence class EC; has duplicate
Record records, YES: else No.

Table 5. Feature Analysis

A
EC = = AG Feature FAG
Disease
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; different
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4. Privacy Model Recommendation using
Privacy Model Background Knowledge
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I, MiE 3 EA Si& 2= glo]glo]] Agkst mejo)y]
Al 232 UEHTt oS 50|, Table 604 72 12 5
A "sameValue'S 71X tlo|glo]] tjs] Ltlold mulo]
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Table 6. Sample Privacy Model Background
Knowledge(PMBK)
Tuple Feature Set(s;) Privacy Model(m;") Ref
1 S,= {sameValue} m,= [diversity [10]
S,= {skewness} m,= t-closeness [111]

S,= {categorical,
differentSensitivity}

2

3 my= (o, k)—anonymity... | [25]
4 S,= {duplicateRecord}
5

m,= (X, Y)-anoymity [23]

= ical .
§;= {numerical, my= (k,e)-anonymity... | [26]

narrowRange}
= R .
6 §= {narrowRange, me= (e, m)-anonymity | [27]
skewness}
7 5= {sameValue, m,= t-closeness [11]

similarValue}
*xEach feature set S; belongs to A(F), which is a power set
of F.

**Privacy model m; belongs to M, which is a set of available
privacy models.

Building the PMBK: 7]%(Default) PMBK:= A]AEIQ]
x7] AR Al FVdEH, 573 HlolgAlo] F5A01X] kL
Hedos Mg 2 9ot PMBK+ 0ol AZ7H=9]
Aoy AAe] Qs EFEAY =2 7|E AT =
of): [7,10,11,23,25,26,27])0f] 7]8tsto] 1542 S5 Q)oY
o5 =01, I-ttd(I-diversity)[10] 222 o]t Eo]
= 2719 A A0t HAa V1Y) 9 /832 7R
5 Qi o] 222 3 542 Wolst=t satAl
Gdojch. gt Fojxl gojgAle] 54 &4 150]
“sameValue” £ 7HITH 1-0jod 252 mefoly
Alg Boshk=t satao|t}. 99 -0 2E2 &Y
SA(Skewness  Attack)dt SAM F
Attack)ol] F|ofsttt. 07|, &4 Aol AA| 9T &
Aol 22t 54 A 2UA U v &4 229
Afol7b 2 7% 1 Ajo]& ol&sto FAstIA} sk O
3] U=

o
(t-closeness) RR[11]2 ol2jet &1 A% FAMY &
—1
o

—_

[ A
917} gxote

o
o=
5l BE 58 SUWASY] U SR wart AR U
L9 22} vl RsP] WPo] 7] tigo], 29 ¥
A 4 QI A, dlolefdlo] “skewness” 5732
ZRRIA E ARG mejolA] B 2A] - A o]

D 4 Uk (on-BY BE25R U £H3EE o
9O
=

Bo| g AN FAIO] k-ABHE BEA]
aeolt}. o] BHe k-0 ga 912 4433k et Al
=2 2] g s A 44 A BAS olm
A= olsht] Aol of BHolA: U 44
59 APeg ches] Wgsior & Bt did), ol

QA QI £4ZFES “Sensitive” @t “Non-sensitive”

2 FRok= o] Basit). & AqolA 55 PMBK
oAM= L Fojl Ho[EAle] E4 &7 159 =0l
Hxdo|n “differentSensitivity” £ 7HR1THA (a,k)
- wHlo] A of2fst 7] PMBK& =4HQl
A7 H=(o]l: Blole wjaAt)o] A|ARS ARESIHA o
o] ZA&]= oA v KJAlo] FrlsAY 278 4

olq_

b

4.2 Privacy Model Recommendation

A2 HlolE7t 2071 A%, 20 At wHEZ AdEist
7] 9ol oA At PMBKE &5t} & ALoA
= Zolal gols DRyE $AE =4 Fil PMBKS 4
2oz yol $20z Do A zejolwA] B 3
Msl=  U2]%5(RecommendModel)S A5l
“RecommendModel” ¢ 12]5-2 Hlo|f D2YE| EA%
£/ F'9F PMBK7} #0171 -9 PMBK®] 72 75 tof of
S S NE 52 FaTH 3. 121 § Y
F' 7to] AR] 8= AAsk= matchCost gt= AARE
(2FQl 4). grek, Sef F'o] UA|RHYH matchCost 4
ojla, J=X] ¢fo™ (Qolc}, T matchCost?] gfo] 10
9 53 )4 ole mejolulx] BBL P5}n o]2
X ZE(CM: Candidate Model) AIgto] =g H=1Ql
oAl 7). PMBKQ] 2= FE0] 12d ti7bx] 919 BAE
sh=gichelel 2014 9). oixjetoe, HlolelAl Do) A
¢ 28 29 Y M alEdicierel 10),

ol

>
2~ LR

v ok

Table 7. Algorithm for recommending models

Algorithm: RecommendModel

Input- Data features: F’/,
knowledge: PMBK

Output- Candidate models: CM
1: Let CM :=g;

2 foreach t < PMBK do

3 S := FeatureSet (t);

4 compute matchCost(S, F'),
5 if matchCost(S, F')= 1 then
6! m 1= PrivacyModel (t);
7

8

9

1

Privacy model background

CM:= CMu m;
endif
endFor
0: return CM;

5. Implementation, Usage, and Evaluation

5.1 Implementation

M=l A|ABLL JavaQt J2EE 2 PostgreSQL 12 Gjo]
Efdjo] A MRlZ AREsto] Rl o, 117 (Overall

Process)of] 7]@3io] HlolH 574 £4, 22 4,
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T} Koala Kaist Opensource Anonymizaticn pLAtform - o X
File Edit DB View
Original Data Original Table |  Model Setting | Feature Analysis |  Anony Table | C [ Table Summary | an A
S Type Feature Selting | Feature Analysis Save As
o~ 7 Structure workclass ‘occupation
& [ Unstructure - workclass education i race ‘sex - occupation - Counts EC — Rates |_§y Features .
etc i White Female 5 ... [Skewe: -
ol SEmestuchire etc “ Write Female Adm-clerical 003030303C ..|§kewe | r:::
etc “ White Female Farming-fishing 003030303C ..|§kewe
et * ‘White Female Machine-op-ins 00 [Skewe
\gnv & Amer-Indian-Es.. | Female Adm-clerical 8 B 0.22222222222.
gov " Amer-Indian-Es.. | Female Craft-repair 1 B 002777777777
gov " Amer-Indian-Es.. | Female Exec-managerial |10 B 027777777777
gov I* Amer-ndian-Es... | Female Other-senvice 11111111111 i
gov I* Amer-ndian-Es... | Female Prof-specialty 25 v
gov I* Amer-ndian-Es... | Female Protective-sernv 08333333333...
gov I Amer-indian-Es... | Female Tech-support 02777777777...
gov P Agian-Pac-slan...| Female Adm-clerical 16 7 0.36363636363.
gov " Agian-Pac-slan...| Female £ managerial |7 7 0.159
gov " Agian-Pac-slan...| Female Other-senvice 1 7 0.02272727272.
gov * Asian-Pac-slan...| Female Prof-specialty 8 7 36363636363... ]
gov “ Asian-Pacslan...| Female Protective-sernv L3 04545454545...
gov “ Asian-Pacslan...| Female Tech-support L3 02272727272...
gov j Asian-Pacslan...| Female Transport-moving| L2 02272727272...
gov. . Black Female Adm-clerical 18 8 35975609756
gov " Black Female Craft-repair 4 8 0.01219512195.
gov " Black Female Exec-managerial |33 8 0.10060975609.
gov " Black Female Handlers-clean... |3 8 0.00914634 146
gov ‘ Blacl Female Machine-op-ns... |1 00304878048...
gov I* Blacl Female Other-senvice 62 18902439024...
gov I* Blacl Female Prof-specialty 74 22560975609...
e OOV I* Blacl Female Protective-serv |15 04573170731...

Fig. 2. Result of performing data feature analysis on “Adult”

dole] w4} A o] RE2 24Ee] 9k Table 8
olefet BEo] SAIANA SEGH BH KR LT
UehgECh AATE ujAe} £ 72 F Leid glo
o] ©& £20) ARX[3|Z 7.2 JpgEiglon), Tejol
BlA] B (of: k-oJ9, FOOPY, 2R, AtRERto]
BlAl 5)2 15| §I) ARXVH 3ot APIS AHGSH
gk ©3 AAEle YR clojel B4, dolg] 24 5
%, matoleiA] 2 D P wfole] A, vAEE 2

32 Se 93 GUIE Mlzdit

wo rlo
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Table 8. Operation list

Data feature analysis

- extractFeature(A;, op)} identifies a feature with a feature
analysis operator op from attribute A;.

- checkFeature(AG;, f)} checks whether attribute group AG;
has a feature f.

- generateAttributeGroups(D)} returns a set of attribute
groups from given D.

Model recommendation or Data de-identification

- recommendModels(D)} returns a set of privacy models
appropriate to D.

- chooseParameter(p, m)} allows users to choose a
parameter p for model m.

- de-identifyData(D, m) de-identifies dataset D with a
recommeded model m.

5.2 Usage Scenario

Fig.2+= Adult Tj|o]EAN[28](II1.5.30|A] HH)
Mg 283 At otiS HojRth A ofd
7ho] mfd g SgEof it} Y& mide Hlo]E
R ColEMS Ee] 128 HojEcth oief }%W}
E2|9] oF &5 AEISH| = A|ARLR - cof sis)
+ ¥ Ho|EAlS DBREE 2Hsto] oft S0l Ho

dataset

Zr}. AF2AR= “Original Table” EiojjA] Y&
24 o2 &4 ER], &4 7 7Eo e

EIS=
5 AR A
BE mjold & it} "Model Setting” SiollA AMGAR:
U Hol8o] & Foﬂlﬁ FAER A I &40 A

= AJEigh. Fig.29] 95 uf'd2 ARSAIZL Adult Hlo|H
Ao} ZAEALZ “workclass”, “education”, “race”,
“sex”, BIZF £A 02 “occupation” S AMEEIHSL H
of&tt E3SF “Model Setting” BiS AMRALZ Stojg &
2fo[HA] ey} o} A mjefule A%, AEE &4
SRl dvtels flet AlE Ef|(Hierarchy Tree) 55
AR 4 A=F gt

A& HojE oA EAEALL} Rt £7do] A" & A
8A}= SHH £940] "Feature Analysis' §iof|A] ToJg
54 242 S8t AREAPE Holy 5/ I A"
(o]]: threshold)g 3}1. “Feature Analysis” HHE2
Al = A|ARLE ojZ] HloEfo] tishA S/ A2
¥ttt Fig.29] 24 Axt s it 44
"occupation'2 "skewness' £ 7HXItH= 718 Ho
%zl Table 69] PMBKo] m2® Zojzl glo]gAlo]
“skewness” 575 7MW A metoluiA] RElZA]
t-closeness7} FAE

metA], ARgARE 2R t-closeness RS ALE5o]
Adult Hjo]EjAlg- vlAMES}sI v]AEelE Zyk= Fig.3
o] Z01A Qltt. Fig.30|A] EOo{A|= viel o] v]AHaH
Hlolel= o2 719 54 SdAs =Y A 2EA
O] ZAIHR} ZFe A2 =AskS o 4 9t} f~closeness
Gcdof|A] ofeholg 7 gk AE QIR B350t HlolH
873 Atol9] #EE F/dsh] Yt a3t Aol t

Y2 78 2ofRl A 2EA 9]
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1 Koala Kaist Opensource Anonymization pLAtform - [m] bd
File Edit DB View
Original Data |( original Table | Model Setting | Feature Anaiysis | Table | C I Table Summary QD sA
= Type I age |workclasg fniwgt marriage| occupatl.| reiation..| race sex | capitalg.. capitalio.nourspe. | nativeco =
& [ Structure |29u21 * 5684 achan Never-. | Prof-sp. otin-f.. | Amer-in..| Female Unite: - workclass occupation
o= [ Unstructure 20472 4216 achan. Mever-... | Protecti... | Unmarr...| Amer-n...| Female United-.. = education
o [ Semi-structure 19226 52568 achan. Widowed| Sales Unmarr...| Amer-in iemae United-. race
e e S e 50 Dl =
[ 38 01867 achan. ever-. ales Own-ch...| Amer-In...| Female United-. <=50K
8! 2 19359 achan. 5 Married ales Wife Amern..| Female 5024 South 50K
7. 9 |29083 achan. ever-. ales Own-ch...| Amer-n...| Female United-. ==
4 14 9375 achan. Separat..| Sales MNotin.. | Amer-n...| Female United-... | ==
59 5499 achan. Divorced ales Unmarr...| Amer-in...| Female United-. ==!
FHY 5744 achan. 4 Married Wife Asian-P. iemae 464 ?
T Sa00s [eachan 9 Disrees Hot i Asfan e Femle | S — .
4409 0469 achan... |9 ever-. Other-r. Asian-P..| Female South
|l6529 03834 |Bachan... [13 ever- otinf.. | Asian-P..| Female Taiwan
o i it i mp e
> 22285 achan... |9 Divorced ot-in-f... | Asian-P..| Female
3! 226891 achan... |9 ever-. Other-r. Asian-P..| Female outh
7 52875 achan... |13 Married.. Wife Asian-P..| Female China
1 0622 achan... [13 ever-. Own-ch...| Asian-P iemae Taiwan ==!
e b o e T T 502 e
32 37 achan... |9 ever-... Other-r... | Asian-P...| Female United-... [ <=50K |
325 81 achan... [13 ever-. Not-in-f... | Asian-P...| Female ’ﬁ United-. ==50K
179. 6107 achan.. 14 ever-. dm-cl MNotin{f.. | Asian-P...| Female ‘Aﬂ Philippi. ==50K
oo e e e o o Taemie T Eote i i =
Fig. 3. Result of de-identifying the original “Adult”dataset using #-closeness(t= 0.2)
QI7sE &4 B3ob [A| tlo|HAl Yo] & Afo]o] QAL Evaluation Metrics and Methodology:
X 45 AL e U ke urh 9g jE R ERoMi ujadeld dolele 984S Bokp]
Ho S AT golE 7848 &2 7AE » Aot f A2 #¥9 A=(DM:  Discernibility
ARt e M) 99 Ut RS ARAOR A% Metric)[7,10.3312 AFggtch. DME u]Agatd dloelo)
SIHA ZHQIYE B oo Hlojy [-8/d0] Xl FF=2 = 54 229 V]S Alaste] gt oz o] 2
BRI B AROHE 1Y S 0.1~ 09717 01 & 4% cole] {840] HojAlch. DMe| 2l cheat 7
92 wrsiol Ade 43sigion) Figle ulapatd o] mgwEch
Anto A2 XA 2] A “+” 71—0 A ARsHe n
Zuto] oH2A] of] A B ‘') 3H 0.22 AL o= 5 11
mio] AT Bolxch Eah AHe| 1 3h Mesh: 8
X L yl|AIEHS dlo o L 57(]
A= NP-hard $A|2 <=id 9r}29]. o714 T vlAEebe HlolHE oJulsty ECe 3
ZajA2 Uehdct To DML & EA JjAc] F7)
5.3 Evaluation o] AlFe] o=z ALk
Dataset: 7|l A|ABIO] AL wWrl2 ojaf £ =20 2 HFoJXe &(skewness) FOPIE i Ue
AE UC Irvine 7148y A&A(machine learning  Adult GoJEjAlo) 7idd A A|AHlo] EA4 EME &
repository)ollA} AFSR Adult GlolEfAI281S AMgst o FHE 2Rl IR E A8 vAlE Aulet =
gtk Adult GloJEI D] A0l Q1 7o) ot &4 olwlA] BEE s Pl AR T 9l k-olWAT Itk
(o Yol, i a5, A, 8, A5 ) 45 254 S HEst 2 mefolyA] BS F0H} gojg &
H0K ol &= 50K 0[ehE =t glen & 84 SHolA vlw BAsHIch HlolH 584 vlus ¢
32,5607}12] SOz /dE]o] Qlct o] HoJEjAlZ o] I 5 9jofjA] MHWst DME Ar8stgion] meloluiA] BE
2folHA] Bo I A1{11,25,26,30,31,32]0014 Al B w)lz= 95 Adult glo]EjAlo] 71X Q= 2] =|okd

7He ol Ab ZEEf itk ®
8 £4S ZoFot

# 9= Adult Ho]EA19]

Table 9. Description of main attributes in Adult dataset

Attribute Type Distinct Values
1 Work class Categorical 8
2 Education Categorical 16
3 Race Categorical 5
4 Sex Categorical 2
5 Age Numeric 74
6 Country Categorical 41
7 Marital status Categorical 7
8 Salary Sensitive 2
9 Occupation Sensitive 14

o] u]AlHake Autox gatrloz Kﬂﬂﬂ‘}i%"lé &l
gitt. 2 AoMe= Adult Ho]EMlo|A EATEALR
“work class’, “race”, “sex’, ‘?_ID &0
2 “occupation™& ARESIZCE Zefo|HA] BE A&
915 ARX APIS 2881500, AuI3S 9] 51 2
3} (Global Generalization)2 A-83519ct.

Result: Fig. 4= Adult Glo|EjAllof] k-Q1H A, 1-C}QF
A 24 9e K gstol ulAPEeKet Zue] DMILS
BolEC), ¢ oA & 4 9lo] k-2t -cheby
of 9ol ket 19] glo] A7He4E DMgre] AA 02

S7HHolE R87d Aa)eitt. v 28749 42l

“education”,
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Fig. 4. Data utility of k—anonymity, I-diversity, and t—closeness using varying parameters in Adult dataset
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Table 10. DM vs. number of skewed EC

Model DM Number Eoé skewed
k—(z:ogj/;r;i)ty 11e+08 5 o(u3t1 ;; 16
Sy | aeem | e

I_(?zw';z:;y 1.1e+08 > o 32 1
I_(?ziw;[sgi;y 2.0e+08 3 O(ﬁtg;f) 16
A R I
t—c(ltc:sglt;ss 196+08 0 ot:é%f))f 18

Table 102 Fig. 49] 7t RE1S &ast Anto] DM
23 Fdol oigh =& J=5 Qo molct. Table
10041 “Number of skewed EC” &2 v]AlHshd ZAn}

oA 43 Flobdo] =BT £ a0 25 Uepdck
o5 5o, k-ol549] %S ko] gro] 34 177h] et
& 0 SU% DMZ(1.1e+08)2 7HAI0] Z}7}o] ulaated
Auke 16700) 54 2eAR TR 1 5 St 43
BoPol =BT 212 Jujaict. Table 10014 k-0
WAt -ty B0 A9 upfHSo] e SeluA
nefoluA] B HES S7MIAE 43 Hopdo] 9l
8] ARPRIA 9 2t 2 4 Qlck 25]2] DMgro] of
U dolele] §84e zjwmq.

SPRIGE t-2EAL t = 0.4 T k = 19512 mjo] k-
ol 9] DM{K(2.0e+08), 22]31 1= 10~14 & IIHQ 1-o+
Pdo] DMGH2.1e+08)i WS o) o Lre DM
(19e+08)2 7HRIx]5k 2533 Forlol A6 Qrech, 4
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P0] the B k-l ok et 2ol o
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IV. Conclusion and Future Work
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