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Abstract

Various video conferencing and collaboration applications have emerged due to the global epidemic
of new viral infections. In addition to real-time video conferencing, video conferencing applications
provide features such as chat and file sharing on various platforms. Because various personal
information is stored through functions such as chatting, file and screen sharing, these video
conferencing applications are the major target of analysis from a digital forensic investigation. In the
case of applications that provide cross-platform, the form of stored data is different depending on the
platform. Therefore, to utilize data of video conferencing application for forensic investigation,
preliminary research on artifacts stored by platform is required. In this paper, we used the video
conferencing applications GoToWebinar and GoToMeeting and analyzed the artifacts generated. As a
result, we list the main data from a digital forensic investigation. We identify data stored for each
platform provided by GoToWebinar and GoToMeeting and organize artifacts that can estimate user
behavior. Also, we classify the data that can be acquired according to the role and environment within
the video conference.
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Table 1. Version of GoToWebinar/GoToMeeting
# 1. GoToWebinar/GoToMeeting +4] ¥ =

GoToWebinar GoToMeeting
Android 3.13.6 4.7.3.1 (250)
PC 3.18.1
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Figure 1. Features of GoToWebinar/GoToMeeting
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Table 2. List of Permissions by Host/Attendant
3 2. FHARAA DR 0 ol

type mobile PC web
host X 0 (o
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~: Hosted by Live-Webcast on the Web
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Figure 2. Functions offered in GoToWebinar
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Figure 3. Functions offered in GoToMeeting
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Table 3. PC artifacts from GoToWebinar/GoToMeeting
¥ 3. GoToWebinar/GoToMeeting 2| PC o}E| H E

GoToWebinar GoToMeeting

Data storage list C:WUsersW<User name>WDocuments

Chat (save both host and attendees),

Data storage item Conference video (saved by the host only)

Chat history file name ChatLog[meeting name] YYYY_MM_DD HH_mm.rtf

YYYY-MM-DD HH.mm[meeting name].g2m

Conference video file name (g2m files can be checked by converting to mp4)

GoToWebinar ¢} GoToMeeting = =2}¢l 3o A] A" o] C:\Users\<Username>
\Documents\ChatLog[3] 2] " ]YYYY MM DD HH mm.rtf ol 7] 55, Y& dolg 4L 5
sttt oivk QY more] 24 A7]el ZFol7b 9lolA GoToWebinar o theh E =114
GoToMeeting o] T3t A8 2214 Fi& 4= ) <18 4’9} 7+o] GoToWebinar & A& W&
o] 10pt 2 7| 5% 31, GoToMeeting < A& =4 717} 14.5pt = A o)

— W€ 22 CWUsersWsooWDocuments?ChatLog Sample Webinar 2021 _04_19 15_59.rtf

Kim ((H& 25 - Sl EE) 2% 3:31: 0t

Kim ((H& 25 - Hil #3) 2% 3:36: Otot

Kim (HIZM): 2% 3372 £SHFM R

choi main ((H &} Kim): 2% 3:38: 2td5tdle

choi main ((H2&F FEIXF 2 HE0H: 2% 3368 Al Mot LESRISLUCH
Kim ((H& ZHEXI2): 2% 3:38: X AIZGHA 2

. Kim ((HY 25 - Hill 25 % 342 RUUE 2 2%
[GoToWebinar] e i (12 210} & AT 0% 34 U mEE

W99 2% 344 4 UL
i . Kim (& 25 - dil &) 2% 357 QG5
pont size : 10pt —  Km((i& 25 - Hi 2E) 2F 357 THIY FAAATML

~— Y =1 C:WUsersWsooWDocuments¥WChatLog Meet Now
2021_04_15 16_04.rtf

melon (CH&F 25): 2% 4:01: hi
melon (CHA 25) 2% 4:01: hello
Kim (CH&F 25): 2F 4:01: hello
Kim (CHAF 225) 2F 4:01: wow
. melon (CHAF 25) @F 4:01: HEGIM R
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. . melon (CHAF Kim): 2% 4:02: hi
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Figure 4. Chat file features in GoToWebinar/GoToMeeting
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Table 4. Mobile artifacts from GoToWebinar/GoToMeeting
I 4. GoToWebinar/GoToMeeting 2] 24} o}E|HE

Data storage path data

/data/data/com.logmein.gotowebinar
GoToWebinar /shared_prefs/com.citrix.saas.gototraining.
PREFERENCES_API.xml

account information

Attended meeting

/data/data/com.gotomeeting information
/shared_prefs/com.gotomeeting.android. (meeting organizers,
. PREFERENCES_API.xml meeting time, meeting
GoToMeeting name)
/data/data/com.gotomeeting/databases . .
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Figure 7. GoToWebinar Web Meeting Information
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Figure 8. GoToWebinar Meeting Timeline
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Figure 9. GoToMeeting Web Meeting Information
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4/20/2021 Features Used:

1:02 PM - 1:05 PM 0 - ®
Name Location Webcam Resolution Join & Leave Times
= melon kang (Organizer) Jeongneung-dong i 1:02 PM - 1:05 PM
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environment information information and exit times

1 Figure 10. GoToMeeting Web Meeting Details
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Table 5. Web artifacts from GoToWebinar/GoToMeeting
¥ 5. GoToWebinar/GoToMeeting ¢ ¢}E]HE

GoToWebinar GoToMeeting

name of the meeting, duration of the meeting name, meeting ID,

meeting, Meeting running time (start time, end time,

meeting setup information, running time), host and attendee information,

host and attendee information, Participation environment (desktop/mobile) and

average time attended, OS information, functions used during the meeting
data host/attendee ratio, (screen recording, screen sharing, webcam, etc.),

number of attendees by hour during function information used in the meeting,

the meeting, the maximum number of attendees in the

meeting recording video, meeting,

Number of views of recorded video of meeting recording video,

the meeting network connection information

IV.Z&
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st Y, o 2 9 Ff T3 22 Ve AR o, ol AAHE thekd HlolE =

29] Aol o] Dol ARE L @k A dolElE T AY FAA Fapel BEE 5 ek
B =ol A= 3 3] 9] of Z2]A o] 421 GoToWebinar 2} GoToMeeting 2] PC, X H} ¢ (Android)
2 {1 375 EA eI o] & Fal 8 AMEAL ol E| HEE A ste] A g8kt
GoToWebinar += 2 HIY 7= 392 FHE 4= glon, ol A H 3o Atk 7}
SR, WebA mehelol A AR 300 e Ang A 59 darel 4, e 87
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Table 6. Artifacts by environment and role of GoToWebinar/GoToMeeting
3£ 6. GoToWebinar o] €7 5l 1 215 7pdl ofE| HE

Host (PC) Host (mobile) Guest (PC) Guest (mobile)
type
PC cloud PC cloud PC cloud PC cloud

meeting X 0 X X X 0

name

meeting X o) X X X o)

time
hold a
meeting

host X 0 X X X o

information

uest

information X ° X 0 X 0
conference video N N A N X X
conference chat A
(text) A X A X X X
meeting questions
(text) A A A A X X
screenshot A A A A A A
meeting )
data file X A X A X
general chat - - - - - -

O : Auto save A : Selective save X : No save - : Not supported

*: Can be saved if selected as an host
~: Host is saved as default
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Table 7. Artifacts by environment and role of GoToMeeting
3 7. GoToMeeting 9] ¥+ 51 A& 4 95 7g gt ol A E

Host (PC) Host (mobile) Guest (PC) Guest (mobile)
type
PC cloud PC cloud PC cloud PC cloud
meeting X o o o X X o o
name
meeting
time X 0] 0] 0] X X 6] 0
hold a
meeting
host 0 0 X o o X 0 o
information
uest X 0 X 0 X X X )
information
conference video N N X X X X X X
conference chat 0 X ) ) 0 X X X
(text)
screenshot A” A” - - A” A"
meeting ) _ _
data file
general chat - -

(4]

O : Auto save A : Selective save X : No save - : Not supported
*: Only host can save

~: Not possible if presenter is mobile

(Available only when the presenter is a PC)
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