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ABSTRACT

With the emergence of serverless computing paradigm and the innovations of cloud technology, the structure of backend server
infrastructure has evolved from on-premises to container-based serverless computing. However, an access control on the server still
heavily relies on the traditional SSH protocol, which poses limitations in terms of security and scalability. This hampers user convenience
and productivity in managing server infrastructure. A web shell is an interface that allows easy access to servers and execution
of commands from any device with a web browser. While hackers often use it to exploit vulnerabilities in servers, we pay attention
to the high portability of web shell technology for server management. This study proposes a novel proxy-based server management
framework utilizing web shell technology. Our evaluation demonstrates that the proposed framework addresses the drawbacks of
SSH without additional overhead, and efficiently operates large-scale infrastructures in diverse computing environments.
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Table 1. Comparison of SSH and Access Proxy-based Server Management Frameworks
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