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Abstract

The increased demand for electronic components, spurred by the Fourth Industrial Revolution and
the COVID-19 pandemic, has facilitated human life but also escalated the production of e-waste.
Discussions on the impact of e-waste have primarily revolved around environmental, health, and social
issues, with global legislations focusing on addressing these concerns. However, e-waste poses unique
security risks, such as potential technological and personal information leaks, unlike conventional
waste. Current discourse on e-waste security is notably insufficient. This study aims to empirically
analyze the relatively overlooked trends in e-waste security, employing three methodologies. Firstly, it
assesses the general trend in discussions on e-waste by analyzing year-wise documents and media
reports. Secondly, it identifies key trends in e-waste security by examining documents on the subject.
Thirdly, the study reviews national security guidelines related to e-waste disposal to assess the
necessity of designing security strategies for e-waste management. This research is significant as it is
one of the first in korea to address e-waste from a security perspective and offers a multi-dimensional
analysis of e-waste security trends. The findings are expected to enhance domestic awareness of e-
waste and its security issues, providing an opportunity for proactive response to these security risks.
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Figure 1. E-waste that could pose a security risk
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Tablel. Types of reverse engineering for integrated circuit [6]
#1443 38 59 [6]

Reverse Engineering Types Description
Product teardowns Identify the product, package, internal boards, and components
System level analysis Analyze operations, signal paths, and interconnections
Process analysis Examine the structure and materials to see how it is manufactured, and what it is made of
Circuit extraction aDﬁ(Ijaxz;"tSotStransistor level, then extract interconnections and components to create schematics
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