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[Abstract]

The study proposes a model that utilizes Python-based deep learning text classification techniques to
detect the legality of illegal financial advertising posts on the internet. These posts aim to promote
unlawful financial activities, including the trading of bank accounts, credit card fraud, cashing out
through mobile payments, and the sale of personal credit information. Despite the efforts of financial
regulatory authorities, the prevalence of illegal financial activities persists. By applying this proposed
model, the intention is to aid in identifying and detecting illicit content in internet-based illegal financial
advertisining, thus contributing to the ongoing efforts to combat such activities. The study utilizes
convolutional neural networks(CNN) and recurrent neural networks(RNN, LSTM, GRU), which are
commonly used text classification techniques. The raw data for the model is based on manually
confirmed regulatory judgments. By adjusting the hyperparameters of the Korean natural language
processing and deep learning models, the study has achieved an optimized model with the best
performance. This research holds significant meaning as it presents a deep learning model for discerning
internet illegal financial advertising, which has not been previously explored. Additionally, with an
accuracy range of 91.3% to 93.4% in a deep learning model, there is a hopeful anticipation for the
practical application of this model in the task of detecting illicit financial advertisements, ultimately

contributing to the eradication of such unlawful financial advertisements.
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II. Related Works
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Fig. 2. Overall Crime Trends in the Last 5 Years[5]
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Fig. 3. An Example of lllegal Financial Advertisement[4]
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Fig. 4. Proposed Model
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IV. Experimental Process

1. Data set
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4. Integer encoding and padding
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5. Embedding

2 AN E FEEAS £ol1l HolElE 'ipH o
2 UEPd 2 9l WAWIE(Dense Vector)2 B35
HE A|F(Word Embedding)s AAIZHE. ol Hlo]
B9} RdSE Fo|7|% SHX|TE Hof HlEtof| AH2jut:
RS 5P 4 ok urt fARRE Hoje HES
2ol 7PEA) BHe] 73-= Al 8]k Aol 2
Aol eh=of ’MIAES A4 Q1EHZ stgi7]ofl 7l
2}2(Keras)of| A A6t 712 £+4Q1 Embedding() &
$5 ARSI A HE] Q] ApdL= 2562 Ad7St
¥t ol% 128 % 64 To2 FHsHA Fed ZHO
de Hets =elsiinh

ook

6. Deep learning model
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k. 2YSS YiEoR TAY A9l LS
128, 64, 32 E+= 64, 32, 161} Zo] A¥H ZoUrt=
uixlo g AR5ttt deld 24935} §ha(Activation) =
d=Relu), stolmz2] TAIE(Tanh), AlZLZo]=
(Sigmoid) %! AZLETA(Softmax) 502 A5
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RMSprop(Root Mean Square Propagation), o}&
(Adam), SGD(Stochastic Gradient Descent) & ofth
J2t=(Adagrad: Adaptive Gradient) 502 $H7stH
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Table 1. Hyperparameter setting values

Hyperparameters Setting values

input length of

embedding layer 1800, 1,500 or 1,200

output dim of

embedding layer 256, 128 or 64

related to
the model
architecture

number(size) of 1(128 or 64)
hidden layers |3(128-64-32 or 64-32-16)

relu, tanh, sigmoid or
softmax, etc.
0.5 03 or 0.2

activation

dropout rate

RMSprop, Adam,
SGD or Adagrad, etc.
0.01, 0.05 or 0.001

optimizer

learning rate

beta_1 0.3
related to beta_2 0.5
the training rho 0.9 or 0.6
algorithm momentum 0.9, 0.7 or 0.6
weight_decay 0.001 or 0.0
epoch 40 or 20
batch_size 60, 30 or 20
validation_split 0.3 or 0.2
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42 x7] Z8(Early Stopping)ste= st} B|AE d)
o[gje] Aetwrt oldEY £2 Fole oY 22
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5= RISttt Table 12 7t Had 29| sto]wju}
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7. Experimental evaluation
2 A= AEY AXZo] 2Has gLl siEE=A
ofdA|E WEstE olfl F7/Y wAloltt. ol 72 /d
5= B71ohs AlEe Y O2 Table 29F Zo] 258
F(Confusion Matrix)2 ARSI} 25 @@lo] o &sh
A Predicted Value)ut AlA]  ZAaRHObserved
Value)g Blulsto] Fupd BERQI=A] SXEAIE UEY
+ JHo|tt. o] 25YEZ 7|8Ee2 Table 31} o] 7
gk (Accuracy), ﬁ%E(Precision) Afel-e(Recall)
F1 A30](F1 Score) & E=vSk=] s

Table 2. Confusion Matrix

Predicted Observed value

value illegal (1) Normal (0)
illegal (1) TP(True Positive) FP(False Positive)
Normal (0) FN(False Negative) | TN(True Negative)

Table 3. Performance Evaluation Metrics

Items Calculation formula
Accuracy (TP + TN) / (TP + TN + FP + FN)
Precision TP / (TP + FP)

Recall TP / (TP + FN)
F1 Score | 2 X (Precision X Recall) / (Precision + Recall)

8. Experimental environment

2 70 U3 7L Table 49+ Pt AE HEH
A2 F= 333(Colab)Z o]-&-53lt}. sto|muletulE
'd 5 Held 229 g A A A2 1Y ==
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ue 94m 1=

Table 4. Experiment environment

Items Values

Compute Engine Google Colab Pro+

Language Phython 3.10.11
Tensorflow 2.12.0
KoNLPy 0.6.0
Deep learning Keras 2.12.0
library Pandas 1.5.3
Numpy 1.22.4

Matplotlib 3.7.1

V. Experimental Results
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Layer (type) Output Shape Paran #
enbedding_6 (Enbedding) (None, None, 128) 2156800
convid (ConviD) {None, None, B4) 41024
dropout 3 (Dropout ) {None, None, B4) 0
dense_4 (Dense) {None, Monme, 1) 65

Total params: 2,197,889
Trainable params: &,197,889
Non-trainable params: O

Fig. 7. 1D CNN Model Summary
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Table 5. Experiment Result

1D CNN RNN Bidirectional
LSS (ConviD) ey LSTM GRL
input_dim (size of vocabulary) : 16,850
h _ embedding layer input_length (length of input sequences) : 1,800
ypert output_dim (dimension of the dense embedding) : 128
parameter number(size) | 1(128) 1(128) 1(128) 1(128) 1(128) 1(128)
related to . —
hidden layer activation relu relu relu tanh tanh tanh
the model
. dropout rate 0.3 - - - 0.3 -
architecture tout(d )
ou p:Jayet:nse activation sigmoid sigmoid sigmoid sigmoid sigmoid sigmoid
optimizer RMSprop Adam Adam RMSprop Adam Adam
learning rate 0.001 0.01 - 0.001 0.01 -
h _ beta_1 (only Adam) X 0.3 - - 0.3 -
Vpert beta_2 (only Adam) X 05 - - 05 -
palratm(;e ;er rho (only RMSprop) 0.9 X X 0.9 X X
refa e. .0 momentum (only RMSprop) 0.2 X X 0.0 X X
the training -
) weight_decay - - - - - -
algorithm
epoch 20 20 20 20 20 20
batch_size 20 20 60 60 30 60
validation_split 0.3 0.3 0.3 0.3 0.2 0.3
val accurac highest 0.94783 0.95117 0.94247 0.93311 0.94985 0.92910
. ¢ - y lowest 0.94515 0.94515 0.93244 0.92843 0.94283 0.92843
ex"reers'gl‘f” highest 0.9340 0.9316 0.9204 0.9185 0.9251 0.9199
test_accuracy lowest 0.9260 0.9237 0.9190 0.9134 0.9190 0.9167
Gap 0.0080 0.0079 0.0014 0.0051 0.0061 0.0032
euzel A 1WA dxan) £7] $2EUC. Fig 82 on3

T '‘Addam’og 4% g F9 Aekert 290t
E50F HlE2 0.32.2 A5k, RMSprop SE|U}o]
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Fig. 8. Accuracy and Loss Curves of the 1D CNN Model
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Table 6. Confusion Matrix of 1D CNN Model

Predicted | Observed value (Number of cases) Sum
value illegal (1) Normal (0)

illegal (1) 464 71 535

Normal (0) 70 1,531 1,601
Sum 534 1,602 2,136

Table 7. Result of classification evaluation index

Model

Accuracy

Precision

Recall

F1 Score

1D CNN

0.9340

0.8673

0.8689

0.8681
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VI. Conclusions
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