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High-Quality Standard Data-Based Pharmacovigilance System for

Privacy and Personalization
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Abstract

Globally, drug side effects rank among the top causes of death. To effectively respond to these adverse drug reactions,
a shift towards an active real-time monitoring system, along with the standardization and quality improvement of data,
is necessary. Integrating individual institutional data and utilizing large-scale data to enhance the accuracy of drug side
effect predictions is critical. However, data sharing between institutions poses privacy concerns and involves varying
data standards. To address this issue, our research adopts a federated learning approach, where data is not shared directly
in compliance with privacy regulations, but rather the results of the model’s learning are shared. We employ the Common
Data Model (CDM) to standardize different data formats, ensuring accuracy and consistency of data. Additionally, we
propose a drug monitoring system that enhances security and scalability management through a cloud-based federated
learning environment. This system allows for effective monitoring and prediction of drug side effects while protecting
the privacy of data shared between hospitals. The goal is to reduce mortality due to drug side effects and cut medical
costs, exploring various technical approaches and methodologies to achieve this.

B Keyword : Pharmacovigilance, Federated Learning, Common Data Model, Privacy, Cloud
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