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Real-time Anomaly Detection System Using HITL Simulation-Based
UAYV Packet Data

Daekyeong Park*, Byeongjin Kim

ABSTRACT

In recent years, Unmanned Aerial Vehicles (UAV) have been widely used in various industries. However, as the depend
ence on UAV increases rapidly, concemns about the security and safety of UAV are growing. Currently, various vulnerabili
ties such as stealing the control right of the UAV or the right to communicate with the UAV in the web application are
being disclosed. However, there is a lack of research related to the security of UAV. Therefore, in this paper, a study was
conducted to determine whether the packet data was normal or abnormal by collecting packet data of an unmanned aerial
vehicle in a HITL(Hardware In The Loop) simulation environment similar to the real environment. In addition, this paper
proposes a method for reducing computational cost in the modeling process and increasing the ease of data interpretation,
a machine learning-based anomaly detection model that detects abnormal data by learning only normal data, and optimized
hyperparameter values.

Key words : Hardware In The Loop, Unmanned Aerial Vehicle, Ground Control Station, Anomaly Detection,
Machine Learning
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(Figure 3) Proposed HITL packet data based anomaly detection model creation structure
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<Table 1> Data set feature description

Feature Description
roll Roll angle (-pi.. + pi)
pitch Pitch angle (-pi.. + pi)
vaw Yaw angle (-pi.. + pi)
rollspeed Roll angular speed
pitchspeed Pitch angular speed
yawspeed Yaw angular speed
1 Quaternion componentl,
d w(1l in null-rotation)
9 Quaternion component?2,
d x(0 in null-rotation)
3 Quaternion component3,
d y(0 in null-rotation)
4 Quaternion component4,
d z(0 in null-rotation)
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<Table 2> Eigenvalues and contribution rates of

each principal component

Standard | Proportion | Cumulative
deviation | of variance proportion

pcal 4.7948 5.9934e-01 0.5993
pca2 2.2169 2.7711e-01 0.8764
pcad 0.4603 5.7538e-02 0.9339
pcad 0.2951 3.6897e-02 0.9708
pcad 0.1912 2.3906e-02 0.9948
pcab 0.0414 5.1751e-03 0.9997
pca’ 0.0002 2.1609e-05 0.9999
pcad 0.0001 5.4516e-07 1.0000
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<Table 3> Hyper parameter used in the Machine

learning algorithm

Algorithm Hyper Parameter
n_estimators = 60,
max_samples = ‘auto,
IF contamination = 0.01,
max_features = 1,
n_jobs = -1

n_neighbors = 20,
LOF contamination = 0.01,
novelty = True
gamma = auto,
nu = 0.01,
kernel = ‘tbf

OC-SVM

=

4. 37 AR 2 A9 A3
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41 37 AR
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Precision = TP+ FP (2)
TP
Recall - m (3)

Precision X Recall
Precision + Recall

F, — Score =2 X

FP

FPR = o (5)
FN

ENR = 5 iy (6)
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<Table 4> Properties and descriptions used

in confusion matrix

Property \?;ﬁlee Prediction | Result
Nerl;gl;ut?ve F F Correct
Pgsiltsiie F T Wrong
Nggaziifve T F Wrong
P(')rsritulieve T T Correct
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<Table 5> Confusion matrix properties

Predicted Value

False True

True False
False Negative Positive

Actual (TN) (FP)

Value False True
True Negative Positive

(FN) (TP)
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<Table 6> Machine learning model evaluation result

Algorithm Hyper Parameter Precision Recall F1-Score FPR FNR

IF contamination (0.1) 56% 95% 58% 0.01% 9.76%

LOF contamination (0.1) 54% 89% 53% 9.04% 13.82%

OC-SVM nu (0.1) 56% 95% 57% 0.01% 10.1%

IF contamination (0.01) 93% 76% 83% 4.65% 0.18%

LOF contamination (0.01) 94% 85% 89% 9.81% 0.12%

OC-SVM nu (0.01) 95% 99% 97% 0.26% 0.14%

IF contamination (0.001) 99% 51% 52% 97.67% 0.01%

LOF contamination (0.001) 69% 50% 50% 99.48% 0.01%

OC-SVM nu (0.001) 94% 97% 96% 5.68% 0.16%

IF contamination (0.005) 78% T4% 76% 50.91% 0.47%

LOF contamination (0.005) 83% 91% 87% 16.79% 0.51%

OC-SVM nu (0.005) 85% 98% 91% 0.24% 0.53%
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