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A Study on the Generation and Transmission of
Drone Jamming Signals Based on the MAVLink Protocol
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ABSTRACT

Recently, as the use of drones for military purposes is increasing, such as the Russia-Ukraine War, North Korea's re-
connaissance against South Korea, and Army Tiger 4.0's dronebot system, anti-drone technology is developing a lot in
each country. However, traditional anti-drone technologies in the form of using conventional weapons or electronic warfare
weapons have the disadvantage of being expensive, so anti-drone technologies that can be performed at low cost are cur—
rently being newly researched. Therfore, in response to these anti-drone technologies, many efforts are being made to in-
crease the survivability of our allies. In line with this trend, this study assumes a virtual anti-drone system applied with
cyber domain and electronic warfare domain technologies that can be performed at low cost, rather than a technique using
expensive conventional weapons or electronic warfare weapons among various anti-drone technologies. In response to this,
we would like to present a plan to increase the survivability of friendly drones.
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