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A Study on the Model for Determining the Deceptive Status of Attackers
using Markov Chain

Sunmo Yoo*, Sungmo Wl* Jonghwa Han**, Yonghyoun Kim*, Jungsik Chom

ABSTRACT

Cyber deception technology plays a crucial role in monitoring attacker activities and detecting new types of
attacks. However, along with the advancements in deception technology, the development of Anti-honeypot te
chnology has allowed attackers who recognize the deceptive environment to either cease their activities or ex
ploit the environment in reverse. Currently, deception technology is unable to identify or respond to such situa
tions. In this study, we propose a predictive model using Markov chain analysis to determine the identificatio
n of attackers who infiltrate deceptive environments. The proposed model for deception status determination is
the first attempt of its kind and is expected to overcome the limitations of existing deception—based attacker
analysis, which does not consider attackers who identify the deceptive environment. The classification model
proposed in this study demonstrated a high accuracy rate of 97.5% in identifying and categorizing attackers o
perating in deceptive environments. By predicting the identification of an attacker’s deceptive environment, it i
s anticipated that this model can provide refined data for numerous studies analyzing deceptive environment i
ntrusions.
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