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A Study on the Classification Model of Overseas Infringing Websites based on
Web Hierarchy Similarity Analysis using GNN

Ju-hyeon Seo*, Sun—-mo Yoo**, Jong-hwa Parkm, Jin—joo Park****, Tae—-jin Lee

ABSTRACT

The global popularity of K-content(Korean Wave) has led to a continuous increase in copyright infringement cases in-
volving domestic works, not only within the country but also overseas. In response to this trend, there is active research
on technologies for detecting illegal distribution sites of domestic copyrighted materials, with recent studies utilizing the
characteristics of domestic illegal distribution sites that often include a significant number of advertising banners.
However, the application of detection techniques similar to those used domestically is limited for overseas illegal dis—
tribution sites. These sites may not include advertising banners or may have significantly fewer ads compared to domestic
sites, making the application of detection technologies used domestically challenging. In this study, we propose a detection
technique based on the similarity comparison of links and text trees, leveraging the characteristic of including illegal shar-
ing posts and images of copyrighted materials in a similar hierarchical structure. Additionally, to accurately compare the
similarity of large-scale trees composed of a massive number of links, we utilize Graph Neural Network (GNN). The ex-
periments conducted in this study demonstrated a high accuracy rate of over 9% in classifying regular sites and sites in—
volved in the illegal distribution of copyrighted materials. Applying this algorithm to automate the detection of illegal dis-
tribution sites is expected to enable swift responses to copyright infringements.

Key words : copyright, web hierachy, classification, graph neural network, graph similarity
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