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A Method to Find the Core Node Engaged in Malware Propagation
in the Malware Distribution Network Hidden in the Web

Kim Sung ]in*

ABSTRACT

In the malware distribution network existing on the web, there is a central node that plays a key role in distributing
malware. If you find and block this node, you can effectively block the propagation of malware. In this study, a centrality
search method applied with risk analysis in a complex network is proposed, and a method for finding a core node in a
malware distribution network is introduced through this approach. In addition, there is a big difference between a benign
network and a malicious network in terms of in-degree and out-degree, and also in terms of network layout. Through

these characteristics, we can discriminate between malicious and benign networks.
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