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ABSTRACT

Purpose: Nowadays, the risk assessment system is widely used in many industrial and public areas to reduce
the possible risks. The system is used to determine the priorities of the government quality assurance works
in Defense Agency for Technology and Quality. However, as the risk assessment system is used for other
purposes, there are some items that need improvement, and in this study, we propose improvement plans
by benchmarking the risk assessment systems of other institutions.

Methods: In this paper, first, the procedures of risk assessment system used in many industrial sites were
reviewed, and how each institution specialized and applied the system. Afterwards, by benchmarking various
risk assessment systems, an improvement plan on how to operate the risk assessment system in the case
of government quality assurance for centrally procured military supplies was presented, and practical applica-
tion cases were presented to prove the usefulness of the improvement plan.

Results: The proposed risk assessment system differs from the existing system in five major aspects. First,
inputs, outputs, and key performance indicators were specified from the systematic point of view. Second,
risk analysis was analyzed in four dimensions: probability of occurrence, impact, detection difficulty. Third,
risk mitigation measures were classified, control, transfer, and sharing. Fourth, the risk mitigation measures
were realized through document verification, product verification, process verification, and quality system
evaluation. Finally, risk mitigation measures were implemented and the effectiveness of the risk mitigation
measures was evaluated through effectiveness evaluation.

Conclusions: In order for the risk assessment procedure proposed in this study to be applied to actual work,
it is necessary to obtain the consent of the person involved in the work due to the increased time for risk

identification and preparation of the government quality assurance log, and a change in the information system
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that performs the actual work is required. Therefore, the authors of this study plan to actively perform internal

seminar presentations and work improvement suggestions to apply these research outputs to actual work.

Key Words: Risk Assessment System, Government Quality Assurance, Military Supplies, Systematic ap—
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proach, Risk Mitigation Plan
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Table 1. Risk Assessment Steps

Classification Detail

Entity - Worker

Identity of hazards

. - On-site inspection, listening to workers' opinions, materials and checklists, etc.
and risk factors

Evaluate risks - Multiply, add or combine likelihood and impact

Risk determination - Check whether exceeding pre-set self-acceptance standards

Establish and
implement risk
mitigation measures

- Risk elimination/reduction in the design/planning stage
- Engineering measures, administrative measures, wearing personal protective equipment

2.2 3371 A9 WA= 24

A F] bR 7 b B AR H(FDSE 2021) 941 ‘184 H71E 18 A2 (MoEL, 2020)' 3% A
g 95k ek Sl g2 A362(AFAH 7 DA AEA FrkE 2

7}, AL, A7 EILE skl AAgtE Holth 53] Hxvtet 47|H s A A4S oo s, 5
Al 71z 71 A1) 2/ AE WALl A o] Ay A Al AAlEH, B7]H b ud g7 A o AAje

[}
oL RS WS Aldels AHe ol Table 29} 2tk

Table 2. Timing of risk mitigation plan

Classification Detail

Initial Overall workplace

1. Installation, relocation, alteration or dismantling of structures

2. New introduction or change of machinery/apparatus, equipment, raw materials, etc.
Occasion 3. Maintgnance or repair of structures, machinery, instruments, equipment, etc.
4. New introduction or change of work method or work procedure
5. Occurrence of a serious industrial accident or industrial disaster
6
1
2

. Other cases deemed necessary by the safety and health manager

. Performance deterioration due to the lapse of the period of machinery, equipment, etc.
. Changes in knowledge or experience related to safety and health accompanying the
Regular replacement of workers, etc.

3. Acquisition of new knowledge related to safety and health

. Effectiveness of currently established risk reduction measures, etc.

S~

= kel Qb R AFALTF(NIHH, 2022) 9] A4 H7Ee] 718 Hx, 41, 4712 F231H F
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Table 3. Timing of risk mitigation plan

Classification Detail

Initial Whole work

1. Occurrence of a serious industrial accident or industrial disaster
2. When changing workers, facilities, working methods and procedures, etc

Occasion . . . . : .
3. In the case of maintenance or repair work of construction, machinery, instruments, equipment,
etc.
Regular Overall workplace
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Table 4. Evaluation contents during regular evaluation

Order Detail
1 Performance deterioration due to the lapse of the period of machinery, equipment, etc.
9 Changes in knowledge or experience related to safety and health accompanying the replacement of
workers, etc.
3 Acquisition of new knowledge related to safety and health
4 Effectiveness of currently established risk reduction measures, etc.
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Figure 2. Risk Reporting Matrix of DoD
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Table 6. Input, Output, Process, KPI in new risk assessment

Classification: Detail %KPI

I/0: Contract documents, R&D data, past quality assurance performance, technical data, company quality
assurance plan, product/process characteristics, quality management system operation performance, user
complaints, work requests from external institutions, quality level survey results, etc.

P: Risk identification
#KPI: Existing of missing data through checklist

I/O: Identified risks

P: Risk analysis
¥*KPI 1: Evaluate the occurrence, impact, detection/recovery difficulty
¥KPI 2: Consistency by risk assessment criteria

I/0: RPN for each risk

P: Risk evaluation
#KPI: Whether the high and medium risks account for less than 50% of the total risk

I/0: High, medium, and low classification by risk

P: Prepare risk mitigation plan
¥KPI: Whether measures are established for transfer, control and sharing

I/0: Document established risk mitigation measures for medium and
high risks, identified risks, and risk mitigation plans

P: Execution of risk mitigation plan

Quality system evaluation, Process audit, product examination, document check
¥KPI 1: Whether to include quality system evaluation in case of high risk
#KPI 2: Whether to include process review in case of high detection difficulty
¥KPI 31 Whether to include document verification in case of low risk

1/0: Log record government quality assurance activity

P: Evaluation of effectiveness
¥ KPI: Whether or not to conduct risk analysis again after government quality assurance activity

1/0: Changed RPN value for each risk or risk re-identification
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Table 7. Items subject to government quality assurance(virtual case)

Contractor 00food Original creation data 22.03.15.
Contract number(date) 2022xxxxxx(22.03.01) Revision date -
. . Non-weapon food quality
Product/Quantity Canned whelk/30,000CN Department in charge
assurance team
Quality assurance 111/22.12.31 Person in charge 000

type/Delivery

Table 8. As Is — Risk identification and treatment plan

Classification Risk Identification Grade Risk Mitigation Plan
roducts and | OAs the weighing process is done . .
P g 1, gp - M OProduction process observation and random
processes manually, there is a possibility that o . L.
. . . . (P:2, I:4) sample extraction and weighing
characteristic | the required weight will not be met.
li .. e
quality (08.4.2.1 Insufficient verification of .
management . M ORequest for pre-/post—conformity
externally provided process/prod— o
system . (P:3, I:3) assessments for subcontractors
. uct/service
operation
ast contract . . .. .
P . ODelivery delay due to increased L ORequest for submission of company quality
fulfillment . . . . .
. . delivery volume (P2, I:'1) assurance plan including production plan
information
Customer . .. . . . .
complaints and OSeasoning liquid may not permeate L ORequires shipment to be made in compliance
P sufficiently (P:3, I:'1) with the first—-in—first-out principle
feedback
Bte Olnsufficient management review H OConduct 2 quality system reviews during
’ due to management change (P:5, I:4) the contract period
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Table 9. To Be — Risk identification and mitigation plan

Initial risk analysis &

Risk mitigation plan

o o o evaluation
Classification Risk identification
Classifi
P | I | D|RpN|ZOOME Method
ation
Contract - li ith Check i t-related
ontrac O non-comp fance wi 9 9 5 20 | Control eck import-relate
document country of origin documents
R&D data O N/A
O Delivery delay due to Request for submission of
Past . ; .
increased delivery 2 1 1 2 Control company quality assurance
performance . . .
volume plan including production plan
Technical data | O N/A
Insufficient .
Contractor © management review Conduct 2 quality system
quality & 5 4 2 40 | Control reviews during the contract
due to management .
assurance plan period
change
O As the weighing
process is done Production process
products and . .
manually, there is a observation and random
processes i 2 4 2 16 | Control .
.. possibility that the sample extraction and
characteristic . . . L
required weight will weighing
not be met.
quality man- | O 8.4.2.1 Insufficient
. Request for
agement verification of Transfe re—/post-conformit
system oper— externally provided 3 3 2 18 p P Y
. r assessments for
ation perform- process/product/
. subcontractors
ance service
User O Seasoning liquid may Requires shipment to be made
. Transfe . . .
complaint not permeate 3 1 5 15 . in compliance with the
performance sufficiently first—in—first-out principle
External
institution O N/A
work request
lity level . Sharing relat insuffici
Quality leve O Insufficient level 1 1 1 1 Share aring related to insufficient

survey result

quality level

¥P: Probability, I:

Impact, D: Detect Difficulty
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Table 10. As Is — Quality assurance activity log

Quality check subject Verification method

- Conduct quality system review according to quality system

- Quality system evaluation .
requirements

- Production process observation and random sample extraction

- Product examination o
and weighing

Table 10& AA)e] GRAe A0l e AREARZEE 59U S oz, AT JPA A3} JHE
ARZVE] AV} 517 Do) W A HAo) ofm ALolA 7as 5 QA9 AT JAAFEH AFol

o2l HHolt.

Table 11. To Be — Quality assurance activity log

Initial risk analysis & Risk mitication plan Risk analysis &
Classif Risk Evaluation 8 P Activity evaluation
ication Identification el 1| DlreN Clasgﬁ Method (time/place) el 11D RP
cation N
© Insufficient O Conduct 2 O Quality
Contractor managemen .
quality t review quality system system
Assurance due 1o 51 41| 2| 40 | control reviews during evaluation 41 4| 1] 16
lan managemen the contract (22.05.01/
P ; chaﬁge period On-site)
O As the
weighing
Process 1s O Production
products done
and manually process O Product
processes there is a 21 4| 21 16 | control Sjjgg:;t:;;alz d (e;; rgllnal187n 114 2| 8
character— possibility . b o
stic that the extraction and On-site)
. weighing
required
weight will
not be met.
O non-compli O Document
Contract | ance with | o | o | 51 95 | (i) . i(rzlile(:i-related check 11]5]5
document country of P (23.01.05/
.. documents .
origin online)
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