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Abstract 
 
Under Water Sensor Networks (UWSN) has gained attraction among various communities for 
its potential applications like acoustic monitoring, 3D mapping, tsunami detection, oil spill 
monitoring, and target tracking. Unlike terrestrial sensor networks, it performs an acoustic 
mode of communication to carry out collaborative tasks. Typically, surface sink nodes are 
deployed for aggregating acoustic phenomena collected from the underwater sensors through 
the multi-hop path. In this context, UWSN is constrained by factors such as lower bandwidth, 
high propagation delay, and limited battery power. Also, the vulnerabilities to compromise the 
aquatic environment are in growing numbers. The paper proposes an Energy-Efficient 
standalone Intrusion Detection System (EEIDS) to entail the acoustic environment against 
malicious attacks and improve the network lifetime. In EEIDS, attributes such as node ID, 
residual energy, and depth value are verified for forwarding the data packets in a secured path 
and stabilizing the nodes' energy levels. Initially, for each node, three agents are modeled to 
perform the assigned responsibilities. For instance, ID agent verifies the node's authentication 
of the node, EN agent checks for the residual energy of the node, and D agent substantiates 
the depth value of each node. Next, the classification of normal and malevolent nodes is 
performed by determining the score for each node. Furthermore, the proposed system utilizes 
the sheep-flock heredity algorithm to validate the input attributes using the optimized 
probability values stored in the training dataset. This assists in finding out the best-fit motes 
in the UWSN. Significantly, the proposed system detects and isolates the malicious nodes with 
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tampered credentials and nodes with lower residual energy in minimal time. The parameters 
such as the time taken for malicious node detection, network lifetime, energy consumption, 
and delivery ratio are investigated using simulation tools. Comparison results show that the 
proposed EEIDS outperforms the existing acoustic security systems. 
 
 
Keywords: Intrusion Detection System, Under-Water Sensor Networks, Energy-Efficient 
Standalone Intrusion Detection System, Wireless Sensor Network. 
 

1. Introduction 

Marine research is an ever-inspiring paradigm in the oceanographic studies for the past few 
decades. Many innovations have been brought in military applications, surveillance, and 
resource exploration by harnessing acoustic communications [1, 2]. Due to the advent of 
sensor networks and digital technology, monitoring the ocean ecosystem equips biological 
observations to make better decisions needed for coastal environments [3]. Besides, Under 
Water Wireless Sensor Networks (UWSN) provides a better solution by exploring a vast ocean 
environment. It helps analyze the data underneath the water surface by deploying a network 
of self-powered autonomous sensor motes. Typically, the surface sink nodes are intended to 
gather and transfer the under-water phenomena to the control station for further analysis (Fig. 
1). 

 
Fig. 1. Under Water Sensor Networks 
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UWSN effectively does the exploration of ocean environments. Genuinely, UWSN helps in 
performing intelligent tasks such as disaster prediction, smart sensing, marine creatures 
monitoring, navigation, and target tracking.  Despite this, some of the incompetence in 
carrying out long-haul communication persists. It is mainly due to high bit-error-rate, lower 
bandwidth, and node mobility. Consecutively, reduced dissemination of the radio waves, 
passive node mobility, and fading are some of the existing challenges. Battered by these factors, 
UWSN is now becoming a primary target of malicious attacks. 
Customarily, the attacks in UWSN [4] are classified into two major categories: adversarial 
attacks on sensors and attacks on network protocols. The dominant intruder's influx to 
compromise the sink node is often encountered in UWSN. Since tampering the underwater 
sensor nodes is a complex task for the intruders due to its sparse deployment. On the other 
hand, puzzling the network protocols is occurring deliberately to halt acoustic communication 
and ruin the UWSN. Existing research for combating the sinkhole attacks [5, 6] majorly faced 
in the underwater environment is still sparse. Alternatively, the frequent replacement of 
batteries is more tedious due to the harsh aquatic environments. UWSN seeks abundant power 
requirements due to the exemptions like node battery backup, energy consumption, and 
replacement cost. Hence, the mechanism to patronize the stabilization of the energy levels 
needs to be addressed. To provide better energy efficiency and security, a novel IDS is 
modeled. The contributions of this proposed work comprise of two parts:  
a) Firstly, the sheep-flocky heredity algorithm [7] for IDS is propounded to optimize the 
authenticated nodes. Here, validation of the nodes is performed for secure communication in 
the UWSN by fizzling out the malicious nodes, b) Secondly, the nodes' residual energy and 
depth information of individual nodes are gathered and validated in order to comply with the 
energy balancing targeted at enhanced network lifetime [8]. 
     Initially, the information such as Node ID, Residual energy, and depth information of each 
node is collected and broadcasted. The score value is calculated for each node based on the 
authentication ID, high residual energy, and smaller depths by utilizing the collected 
information. Upon every transmission, the score values get validated, and new values are 
determined. In the proposed system, the sensor nodes retain the data packet for a considerable 
time. After ensuring the score of the neighboring node, the data packets are allowing for multi-
hop communication. Hence, the sensor motes with high scores participate in the network, and 
bared sensors are ignored due to the reduced likelihood of participation. 
The rest of the paper is organized as follows. In section 2, various existing approaches that 
address energy constraints, security vulnerabilities in UWSNs, and countermeasures are 
explored. In section 3, the proposed EEIDS for secured underwater communication is 
described in detail. Section 4 presents the performance evaluation of the proposed system, and 
finally, the conclusion and future works end the paper. 

2. Related Works 
This section investigates some of the existing mechanisms that address the security concerns 
and energy constraints in UWSN. We surveyed exploring enhanced security approaches and 
energy conservation practices for UWSN. In [9], the authors addressed the problem of 
applying security during the deployment stage itself. They have suggested that efficient 
protocols be designed in the network architecture to defend the UWSNs. Also, they have put 
forth some analysis impact of various attacks in wired underwater sensor networks. Followed 
by them, an experimental approach done by Habib et al. [10] provides a better analysis of the 
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effects of active attacks in UWSN using OPNET simulator. As a useful measure, various 
security mechanisms are designed by various researchers. However, those approaches need 
some particularities such as coverage, residual energy, authentication, and depth values are 
taken into consideration. A node coverage mechanism for UWSN in a 3D space is formulated 
in [11]. The authors suggest a stochastic and probabilistic approach for determining the 
coverage area of k nodes. The feature of network coverage as per the study lags due to the 
dense deployment of nodes. Generally, energy is a measure that plays a significant role in 
UWSNs as it is a primary factor for every data transmission.  
     Various approaches have been suggested for reducing the energy consumption in networks. 
The authors have proposed a practical framework in [12] to limit the duplicate and redundant 
transfers to save energy in the underwater sensor network. In [13], a 3D based clustering model 
is designed for minimal energy consumption and reduced resource utilization in the event of 
target tracking performed in underwater environments. Consecutively in [14], energy 
harvesting mechanisms are designed focusing on energy-efficient acoustic communication. 
Many depth adjustment strategies are made in previous researches. In [15] algorithm for 
adequate depth-adjustment is explored using the dominating node as the depth node. It 
effectively sends the data to the sink with a reduced packet loss. Likewise, a moving node 
algorithm is suggested in [16] in which exploits water force to conserve power. It also acts as 
a recycle measure to get back the fatal nodes. Later [17] presents a joint approach for providing 
optimality in determining the depth node. Some IDS schemes proposed [18-20] provides the 
effective detection of malicious nodes for defending the underwater sensor networks. 
 
A novel floating three-dimensional sensor network for ocean monitoring and surveillance 
application is proposed [34] which leverage nodes restricted movement to enlarge the 
monitoring area. Due to harsh ocean environment. it is difficult to deploy ocean sensor 
networks for ocean monitoring and surveillance. A new cost-efficient scheme is proposed [35] 
that claims, compared with deployments requiring self-adjusted nodes. Sanjana palisetti et.al 
[36] discusses about the application of UWSN on the area such as costal defense, pollution 
monitoring and secure communication. The scenario of multiple applications [37] sharing the 
same physical infrastructure is presented which allows the infrastructure to fully exploit the 
network resources. PengSun et.al discussed the challenges associated [38] with underwater 
wireless networking.  UWSN enables new opportunities [39, 40] for exploration of the oceans. 
Military and security forces see the potential of using UWSN for mine reconnaissance, 
intrusion detection and surveillance. 

3. Energy-efficient intrusion detection system (IDS) for secure 
communication in UWSN 

Bemusing attacks in the UWSN are increasing exponentially due to the lack of security 
mechanisms to deal with 3D space and a plethora of deployment strategies [21]. Also, in most 
of the marine applications, USWN is neither indemnifying due to the replacement cost and 
sparse deployment [22]. Also, underwater sensor nodes are randomly anchored either statically 
or dynamically, and the portion of to-be-monitored remains unclear. To meet the challenges, 
the proposed system outlooks a strategy to perform the Intrusion Detection System greener 
and securer. In this paper, we address the increasing number of transmissions and unfortunate 
disruptions due to attackers often encountered in UWSN. We have divided the proposed 
system into three subdivisions: Node Deployment, Attacker detection using a sheep-flock 
algorithm, and Data forwarding via a secured energy-efficient path. 
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3.1 Node deployment 
In the node deployment phase, the nodes take their positions in x, y, and z axes in 3D space in 
where they are anchored. The deflection in the nodes' position mostly occurred due to the 
dynamism with the waves while observing the underwater phenomenon. Hence, each sensor's 
depth is assumed to the length of the wire in which it gets anchored from the surface. The 
depth values are then stored and broadcasted among the neighboring nodes and finally inform 
the surface sink for further analysis. Typically, the depth value is required for the sink node to 
achieve the coverage ratio of the UWSN [27]. Let us consider that the sensor nodes are 
deployed in a cuboid region with the volume of 𝑙𝑙 × 𝑏𝑏 × ℎ. Then the discrete nodes m and n 
are sharing a common link. Hence, the probability p of the likelihood of the nodes m and n in 
the deployment region is calculated as in equation 1. 
 

𝑝𝑝 = 1
𝑙𝑙2𝑏𝑏2ℎ2 ((−1

6
𝑠𝑠6 + 8

5
𝑠𝑠6(𝑙𝑙 + 𝑏𝑏 + ℎ) − 1

2
𝜋𝜋𝑠𝑠4(𝑏𝑏𝑙𝑙 + ℎ𝑙𝑙 + 𝑏𝑏ℎ) + 4

3
𝜋𝜋𝑠𝑠3𝑙𝑙𝑏𝑏ℎ)  

   (1) 
 

And coverage density 𝜑𝜑 of each node is calculated by (2) 
 

𝜑𝜑 = 1
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   (2) 
 

Then the coverage volume Cv for the t number of nodes is given by (3) 
 

𝐶𝐶𝑣𝑣 = �1 − (1 − 𝜑𝜑
ℎ

)𝑡𝑡� ℎ                                                                (3) 
 

Where h is the intended density to be covered, and t is the total number of nodes. The following 
are the assumptions that made to achieve the coverage ratio: 
a) All the nodes are treated as liable nodes and able to communicate with the sink node. Here 
the mode of communication is treated as acoustic among the underwater nodes. Consecutively, 
the ground node to the monitoring system is by radio wave communication. 
b) At the deployment stage, the isomorphic nodes are allowed to adjust their sensing radius 
Ramin and Ramax upon the minimum and maximum coverage, respectively, as shown in Fig. 
2. 
c) Due to the factors such as drift in water currents and waves, the positions are changed of 
some corresponding nodes. At each round, the deployment readjusts the radius to achieve the 
coverage ratio, as made in equation 3. 
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Fig. 2. Node deployment on sensing radius 
 
Also, several node deployment strategies are prevalent for better coverage [23] prediction and 
self-adjusting [24] adoption. Fig. 3 shows the random scattering of underwater nodes in a 3D 
plane simulated using the GNU plot [25] by taking coverage ratio as a measure. 
 

 
 
Fig. 3. Node Deployment in 3D plane 
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3.2Attacker detection using sheep-flock heredity algorithm 
In this proposed work, three agents are considered for performing standalone IDS that run on 
each node for secured data transfer. It further isolates the malicious nodes, both internally and 
externally. First, ID agent verifies the authentication of the node, EN agent checks for the 
residual energy of the nodes, and D agent substantiates the depth value of each node. We have 
assumed that the agents are responsible for the data aggregation and forwarding. It behaves 
like a central authority for further validation of the nodes by utilizing the training data. ID 
agent reads the encrypted data. In the authentication process, the encryption is initiated by each 
node and perused by the sink node. It legally checks each node for ensuring secure acoustic 
communication. ID agent consists of attributes and keys. 
 
NodeA  : Source node 
NodeB  : Receiver node 
Sink  : Surface sink 
KeyA  : Private Key of NodeA 
Keysink  : Private Key of the sink node 
Ksym   : Symmetric Key  
 
Initially, NodeA starts the communication after obtaining the credentials from the surface sink 
through a message request, ReqM containing the ID and IP address. Further, it encrypts the 
intended data with a private key followed by the symmetric key, and passes it to NodeB.  
 

𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝐴𝐴 → 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 ∶  𝑁𝑁𝑠𝑠𝑒𝑒𝑒𝑒𝑝𝑝𝑒𝑒𝑒𝑒𝐾𝐾𝑠𝑠𝑠𝑠𝑠𝑠 (𝑁𝑁𝑠𝑠𝑒𝑒𝑒𝑒𝑒𝑒𝑝𝑝𝑒𝑒𝐾𝐾𝐾𝐾𝑠𝑠𝐴𝐴(𝑅𝑅𝑁𝑁𝑅𝑅𝑀𝑀),𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝐴𝐴)) 

 

Surface sink deciphers the ReqM with the private key belongs to it. It then verifies the NodeA and 
deciphers the ReqM using the public key of NodeA. If the match is found, NodeA is considered as 
the authenticated node. After successful verification, the NodeA enciphers the incoming message 
with its private key and sink’s private key, and then authentication credentials are sent to NodeA.  
 

𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 → 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝐴𝐴: 𝑁𝑁𝑠𝑠𝑒𝑒𝑒𝑒𝑝𝑝𝑒𝑒𝑒𝑒𝐾𝐾𝑠𝑠𝑠𝑠𝑠𝑠 (𝑁𝑁𝑠𝑠𝑒𝑒𝑒𝑒𝑒𝑒𝑝𝑝𝑒𝑒𝐾𝐾𝐾𝐾𝑠𝑠𝐵𝐵(𝑅𝑅𝑁𝑁𝑅𝑅𝑀𝑀)))// score=1 
 
Upon every communication, NodeA sends its credentials to the node it intended to transfer the 
data. For example, if NodeA wants to communicate with the NodeB, it has to send the credentials 
to NodeB.  
 

𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝐴𝐴 → 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁: 𝑁𝑁𝑠𝑠𝑒𝑒𝑒𝑒𝑝𝑝𝑒𝑒𝑒𝑒𝐾𝐾𝑠𝑠𝑠𝑠𝑠𝑠 �𝑁𝑁𝑠𝑠𝑒𝑒𝑒𝑒𝑒𝑒𝑝𝑝𝑒𝑒𝐾𝐾𝐾𝐾𝑠𝑠𝐵𝐵(𝑅𝑅𝑁𝑁𝑅𝑅𝑀𝑀)� ,𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝐴𝐴 
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Fig. 4. Node verification and authentication 
 
After receiving the credentials from NodeA, the message is deciphered using the public key of 
the sink node and NodeA. The procedure is then followed by all nodes that take part in acoustic 
data transfer. The idea of node verification and authentication is shown in Fig. 4. 
 
The score value for each node is expressed as the number of false-positive and false-negative 
obtained after the authentication process. If the node is authenticated, then the score value for 
an authenticated node (Nodeauth) is one. otherwise, it is set as 0. 
 
Later, EN agent compares the obtained energy with the desired energy and determines the 
matching value as a score for each sensor node. Additionally, the agent is responsible for 
fetching both the neighbor's energy value and its energy information. The energy of the node 
is the total amount of joules that are spent for sensing and communicating. Hence the energy 
consumption measure requires the distance of neighboring nodes where it is deployed. The 
underwater sensors communicate through acoustic mode [26]. it uses the sound wave as the 
medium of transfer [27]. 
 
Hence, the signal loss (Sloss)is calculated as in equation 4. 
 
Sloss= distanceλ . ɵdistance         (4) 
 
Distance is the measure taken for transmitting a data packet 
λ is the factor of energy diffusion 
ɵ denotes the coefficient parameter equals to 10COA(fc)/10, in which COA is the coefficient of 
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absorption and fc is the frequency of carrier signal expressed in kHZ units and COA is 
calculated by the following equation 5. 
 
𝐶𝐶𝐶𝐶𝐴𝐴(𝑓𝑓𝑐𝑐) = 0.11 10−3𝑓𝑓𝑐𝑐

2

1+𝑓𝑓𝑐𝑐
2 + 44 10−3𝑓𝑓𝑐𝑐

2

4100+𝑓𝑓𝑐𝑐
2 + 2.75 𝑋𝑋  10−7𝑓𝑓𝑐𝑐

2 + 3 𝑋𝑋 10−6   (5) 
 
Hence the energy consumption of individual node for transmitting the received packet 
( 𝑃𝑃𝑟𝑟𝐾𝐾𝑐𝑐𝐾𝐾𝑟𝑟𝑣𝑣𝐾𝐾𝑟𝑟) over the distance D at the time 𝑇𝑇𝑃𝑃𝑟𝑟𝑟𝑟𝑐𝑐𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟is measured as in equation 6. 
 
𝐼𝐼𝐾𝐾𝑒𝑒𝐾𝐾𝑟𝑟𝑒𝑒𝑠𝑠(𝐷𝐷) =  𝑃𝑃𝑟𝑟𝐾𝐾𝑐𝑐𝐾𝐾𝑟𝑟𝑣𝑣𝐾𝐾𝑟𝑟  𝑋𝑋 𝑇𝑇𝑃𝑃𝑟𝑟𝑟𝑟𝑐𝑐𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟  𝑋𝑋 Sloss      (6) 
 
After calculating the energy consumption value, the neighboring node's energy data is 
collected by sending an Energyreq to its adjacent nodes. Upon receiving the neighboring data, 
the nodes are allowed to participate in the acoustic communication. The genuine energy value 
Cenergy is set and stored in the training data. The score value for the energy of an individual is 
obtained by equation 7. 
 

�𝑠𝑠𝑒𝑒𝑁𝑁𝑒𝑒𝑁𝑁 = 1  𝑁𝑁𝑒𝑒 0        ∑
𝑠𝑠𝑓𝑓 𝐼𝐼𝐾𝐾𝑒𝑒𝐾𝐾𝑟𝑟𝑒𝑒𝑠𝑠 == 𝐶𝐶𝐾𝐾𝑒𝑒𝐾𝐾𝑟𝑟𝑒𝑒𝑠𝑠
𝑠𝑠𝑓𝑓𝐼𝐼𝐾𝐾𝑒𝑒𝐾𝐾𝑟𝑟𝑒𝑒𝑠𝑠 ≠   𝐶𝐶𝐾𝐾𝑒𝑒𝐾𝐾𝑟𝑟𝑒𝑒𝑠𝑠

𝑟𝑟=𝑘𝑘
𝑟𝑟=1 �     (7) 

 
 
Likewise, the D agent is responsible for verifying the depth value of the node. The random 
root node starts to determine the depth of each node that lies within the coverage range, as 
discussed in section III (i). Let us assume the depth value of each node is 0 initially in the same 
horizontal plane. The distance between the two nodes is expressed as Hdistance . All the nodes 
are intended to maintain the distance table having distance information of the neighboring 
nodes that exist in the coverage region. The root node selected the farthest node as a second 
root and marked it as root 1 using the distance information. Consecutively, root 1 determines 
root 2, and the process gets continued for the entire network. The vertical distance of the node 
from the root node is expressed in equation 8. And equation 9 indicates the final depth of the 
node which is expressed as Nodedepth. 
 

Vdistance(NodeA, root)= �𝐶𝐶𝑣𝑣2 − Hdistance2      (8) 
 
Nodedepth = Vdistance(NodeA, root) + Rootdepth                                    (9) 
 
Here, 𝐶𝐶𝑣𝑣 is the value obtained from equation 3. 
 
Fig. 5 shows the overall process of the depth value aggregation. Here red node is the member 
node, and the green node is the root node in the cluster. The depth information is aggregated 
in the sink and further transmitted to the surface station. 
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Fig. 5. Depth calculation by root node 
 
 

The score value for depth is determined by the equation 10. 

�𝑠𝑠𝑒𝑒𝑁𝑁𝑒𝑒𝑁𝑁 = 1  𝑁𝑁𝑒𝑒 0        ∑
𝑠𝑠𝑓𝑓 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑟𝑟𝐾𝐾𝑑𝑑𝑡𝑡ℎ == 𝐶𝐶𝑟𝑟𝐾𝐾𝑑𝑑𝑡𝑡ℎ
𝑠𝑠𝑓𝑓𝐼𝐼𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑟𝑟𝐾𝐾𝑑𝑑𝑡𝑡ℎ ≠   𝐶𝐶𝑟𝑟𝐾𝐾𝑑𝑑𝑡𝑡ℎ

𝑟𝑟=𝑘𝑘
𝑟𝑟=1 �     (10) 

 
Where, Cdepth is the corrected depth value of the nodes stored in the training data. 
 
All the fetched data collected from the agents are verified and validated using the sheep-flock 
heredity algorithm. The overall process of malicious node detection is given below (Fig. 6). 
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Fig. 6. Flowchart for Intrusion Detection using SFH 
 
The sheep-flock heredity algorithm [28] states that the shepherd in the lowland controls the 
sheep. It is assumed that the maximum likelihood of the characteristics of sheep is inherited 
only within the farm. Rarely, some species can exhibit some other characteristics from another 
flock. In this context, the sheep are affected by the flock's features and from the nearest flock. 
The obtained features are considered to be the fitness characteristics assumed to breed the most 
as both the flock possesses it. The idea is adopted for performing the EEIDS to detect and 
isolate the malicious nodes. The fitness value FV is calculated as in equation 11. 
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FVnode= =TD-OV, ⋁node=1,2,3………..n 
Here, TD denotes the training data, and OV represents the obtained value from the agents. 
FVnode is the threshold value set using the training data containing NodeID, depth value, and 
residual energy of all the nodes in the network. The step by step procedure for implementing 
the sheep-flock heredity algorithm is shown below. 
 
 
Algorithm 1 SFH algorithm 
 
Input: Attributes of underwater sensor nodes (att1, att2,…….,attn)  

1. Declare the initial random population N 
2. Assume some sub chromosome using the length l 
3. Fix some target value as threshold measure using the TD for all nodes in the N and 

represent as FVnode  
4. Implement interchange on sub chromosome 
5. Employ opposite mutation on sub chromosome 
6. Compute FVnode for chromosome obtained from step 4 and differentiate with the FVnode 

of the intended chromosome and find out the chromosome based on the best fit FVnode 
value. 

7. Repeat step 4 for all levels until achieved a best FVnode value 
8. Find the optimal path 

 
The implementation of EEIDS using sheep flock heredity algorithm is shown in algorithm 2. 
 
Algorithm 2 EEIDS using sheep flock heredity algorithm 
 
1. Declare the number of underwater sensor nodes N={att1 …attn) 
 Examine the conditions 

�𝑠𝑠𝑒𝑒𝑁𝑁𝑒𝑒𝑁𝑁 = 1     𝑠𝑠𝑓𝑓 ( 𝑎𝑎𝑒𝑒𝑒𝑒 𝑠𝑠𝑎𝑎𝑒𝑒𝑠𝑠𝑠𝑠𝑓𝑓𝑠𝑠𝑁𝑁𝑠𝑠 𝑒𝑒ℎ𝑁𝑁 𝑓𝑓𝑠𝑠𝑒𝑒𝑠𝑠𝑁𝑁𝑠𝑠𝑠𝑠 𝑣𝑣𝑎𝑎𝑙𝑙𝑣𝑣𝑁𝑁)
𝑠𝑠𝑒𝑒𝑁𝑁𝑒𝑒𝑁𝑁 = 0 𝑁𝑁𝑒𝑒ℎ𝑁𝑁𝑒𝑒𝑒𝑒𝑠𝑠𝑠𝑠𝑁𝑁                                                       

� 
 

if (Nodeauth==1)&&(𝐼𝐼𝐾𝐾𝑒𝑒𝐾𝐾𝑟𝑟𝑒𝑒𝑠𝑠 == 𝐶𝐶𝐾𝐾𝑒𝑒𝐾𝐾𝑟𝑟𝑒𝑒𝑠𝑠)&&(𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑟𝑟𝐾𝐾𝑑𝑑𝑡𝑡ℎ == 𝐶𝐶𝑟𝑟𝐾𝐾𝑑𝑑𝑡𝑡ℎ) then 
  𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔 = 𝟏𝟏 
 else                                                                                                                                                                                                                                                                                                                                                                   
  𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔 = 𝟎𝟎 
 
2. Assume sub chromosomes as {{att1…attm}, {attm……attp}, {attp…..attn}} 
3. Implement cross-over on nodes and calculate the score value and check with the obtained 
     values and FVnode. 
4. Employ inverted mutation on nodes and calculate the score value and check with the 

obtained values and FVnode 

5. Repeat 2,3 and 4 until all the nodes meets the fitness conditions, then classify the nodes as 
malicious and trusted nodes 

6. Allow nodes participation falls under trusted category else, reject the nodes 
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3.3 Data forwarding via secured energy-efficient path 
In this phase, the data packets are transferred from the initiator node to the receiver node after 
getting verified with each node's score values. The nodes' score information helps identify the 
node's status, whether it is trusted or malicious. In EEIDS, every node is provided with the 
corresponding score value. the sender node selects the authentic node with a high score as its 
next hop. In this view, each node maintains a list of neighboring nodes possessing high scores 
to forward the data packets. The nodes with score 0 are considered the untrusted node and no 
longer allowed to participate in the network, as shown in Fig. 7. Let us assume the nodes a, b, 
c, and d are the trusted optimal nodes having satisfied all the parameters. Node e and f are 
considered as a malicious node as it fails to satisfy the parameters taken. Therefore, the nodes 
are not allowed to forward the data packets through the malicious nodes. In some cases, two 
neighboring nodes may be having a high score. It can be resolved by checking for the optimal 
energy value and the depth value of the neighboring nodes. 

The nodes with higher residual energy and lower depth value are considered as optimal 
nodes. Since higher residual energy nodes can sustain for a long time and nodes with lower 
depth value can transmit the data packets to the sink node faster. Upon transmission in the 
network, while forwarding the data packets, three different scenarios are possible (a) if two 
neighboring nodes have the high score with same residual energy value, (b) if two neighboring 
having optimal score with the same depth value and (c) if two optimal neighboring nodes are 
having same energy and depth value. In case a) if the node possesses the same residual energy, 
the node checks for the depth value of the neighboring nodes. If the node has a lower depth 
value, then that node is considered the next hop. Likewise, in the case of b, if two liable 
neighboring nodes have the same depth value, the node checks for higher residual energy, the 
nodes which are having higher energy value is considered as the next hop. In scenario (c), 
when the neighboring nodes have the same depth and residual energy, any node may be 
considered the next hop. 

 
 

Fig. 7. Data transmission in a secured path 
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4. Performance evaluation of EEIDS 
The simulation set up with 100 honest nodes and 20 malicious nodes is taken for consideration. 
The existing security approaches in UWSN such as ABC [29], SHD [30], TDM [31], MLS 
[32], and VBM [33] are chosen for analyzing the performance of EEIDS. Various parameters, 
such as time taken for malicious detection, network lifetime, energy consumption, and delivery 
ratio, are examined in this section. 

4.1 Time taken for malicious detection 
Counter value maintained by each node determines the time taken for the malicious node 
detection. Whenever a node receives the score value as 0, it increments its buffer size by one, 
and the sender node updates that the forwarded node as malicious. Once the node is detected 
as malicious, it broadcasts the information to all the nodes lies within the coverage region. It 
is evident when the number of nodes is increasing, the time taken for detecting the malevolent 
node getting increases. It is because a more significant number of neighbors involved in 
detecting and broadcasting, hence the time taken for predicting the node behavior also gets 
increased. The simulation starts with ten nodes, and the process remains continuing for all 100 
nodes. Table 1 provides the experimental results of the existing algorithms and EEIDS. 
 

Table 1. Time taken for malicious node detection 

Number of 
nodes 

ABC 
(sec) 

SHD 
(sec) 

TDM 
(sec) 

MLS 
(sec) 

VBM 
(sec) 

EEIDS 
(sec) 

10 235 197 182 154 75 31 
20 239 205 187 158 78 35 
30 247 211 194 168 82 28 
40 254 219 199 172 85 37 
50 257 225 206 176 88 42 
60 264 230 214 179 92 45 
70 275 236 219 188 107 48 
80 285 243 223 193 110 54 
90 290 245 225 195 116 56 

100 295 255 230 200 120 60 
 
 

For a network consisting of 100 nodes, the average time taken by EEIDS for malicious node 
detection is around 43 seconds. The obtained values are plotted in the Gnu plot, as shown in 
Fig. 8, and it is clear that the proposed EEIDS consumes less time for vulnerability detection 
compared to other security systems. 
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Fig. 8. Time taken for malicious node detection 

4.2 Network life time 
It is calculated by evaluating the number of exhausted nodes in the network. When the nodes 
start transmitting the data for a long time, it might die due to the low power backup and some 
drifts in current. The existing systems always designed for choosing the nodes with lower 
depth value for data transmission. Due to the over usage of the same nodes may turn the lower 
depth nodes to halt at times. However, EEIDS designed for choosing the node in terms of 
residual energy. Hence the designed system enhances the network lifetime by performing data 
transmission in a balanced way. Table 2 shows the different instances of network lifetime 
when increasing the number of nodes in certain intervals. 
 

Table 2. Network life time of UWSNs 
Number of  

nodes ABC SHD TDM MLS VBM EEIDS 

10 5 7 8 9 10 1 
20 8 10 11 12 13 1 
30 9 11 12 13 14 2 
40 11 13 14 15 16 2 
50 14 16 17 18 19 2 
60 16 18 19 20 21 3 
70 17 19 20 21 22 3 
80 19 21 22 23 24 3 
90 16 18 19 20 21 4 

100 20 22 23 24 25 4 
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Based on the obtained values, we perform the Gnu plot to visualize the proposed system 
performance (Fig. 9). It shows that EEIDS provides enhanced network lifetime by sustaining 
a higher number of nodes. 
 

 
 

Fig. 9. Comparison of UWSN life time 

4.3 Energy consumption 
It is the amount of energy taken by the underwater sensor to forward the data packets from 
one end to another. Existing systems often encountered with repeated transmissions and high 
utilization of lower depth nodes. So, the energy consumption of them is high. Since EEIDS is 
designed to stabilize the energy levels, the amount of energy consumed by the sensors will be 
low compared to the previous studies. Table 3 shows various energy values checked at 
different time intervals with a gradual increase of nodes. 
 

Table 3. Energy consumption of sensor nodes 
Number 
of nodes 

ABC SHD TDM MLS VBM EEIDS 
(joules) (joules) (joules) (joules) (joules) (joules) 

10 25 30 35 40 45 11 
20 28 33 38 43 48 11 
30 29 34 35 36 37 12 
40 31 36 37 38 39 12 
50 34 39 40 41 42 12 
60 36 41 42 43 44 13 
70 37 42 43 44 45 13 
80 39 44 45 46 47 13 
90 36 41 42 43 44 14 

100 40 45 46 47 48 14 
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Using the above values, the Gnu plot (Fig. 10) is made, and we can infer that the proposed 
EEIDS provides reduced energy consumption when compared to the existing systems. 
 

 
 

Fig. 10. Comparison of energy consumption in network 

4.4 Delivery ratio 
It is the measure of the successful delivery of packets from the source to the destination. Here 
the existing systems show a higher delivery ratio because it performs data transfer in all paths 
without considering the residual energy and depth measures. Table 4 shows the delivery ratio 
of various schemes measured at a gradual increase in the number of nodes. 
 

Table 4. Delivery ratio of the sensor nodes 

Number 
of nodes ABC SHD TDM MLS VBM EEIDS 

10 15 25 25 30 35 21 
20 18 28 28 33 38 21 
30 19 29 25 26 27 22 
40 21 31 27 28 29 22 
50 24 34 30 31 32 22 
60 26 36 32 33 34 23 
70 27 37 33 34 35 23 
80 29 39 35 36 37 23 
90 26 36 32 33 34 24 
100 30 40 36 37 38 24 
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Fig. 11 shows the comparison results of the delivery ratio of various security approaches. 
EEIDS shows less delivery ratio as it transmits the data via a secured energy-efficient path. 
 

 
 

Fig. 11. Comparison of delivery ratio of sensor nodes 

4.5 Discussion 
The effectiveness and efficiency of the proposed security approach is evaluated by matrices 
like time taken for malicious node detection, network life time of UWSN, energy consumption 
of sensor nodes and delivery ratio of the sensor nodes. The proposed approach is compared 
with existing security approaches and it is proved that the proposed approach is more efficient. 
For evaluation of the proposed approach, number of nodes ranging between 10 and 100 with 
the interval of 10 each is taken into consideration. Form Table 1, the result shows that the time 
taken for malicious node detection of EEIDS approach is significantly less as compared to the 
existing methods. The time taken for detection of 10 nodes for EEIDS is 31 seconds which is 
more than half of the time taken by existing approaches. As shown in Table 2, life time of 
network in UWSN of EEIDS method is the shortest which is ranging from 1 to 4 seconds of 
time for the interval of nodes between 10 and 100. In Table 3, energy consumption of sensor 
nodes is evaluated in unit of joules. It is identified that EEIDS is the most energy efficient 
approach among the existing security approaches in UWSN with the minimum energy 
consumption of 11 joules and maximum of 14 joules for 100 nodes whereas, the minimum 
energy consumption for the existing approaches is 25 joules and maximum is 48 joules. Table 
4 is about delivery ration of sensor nodes and the delivery ratio of proposed EEIDS method is 
consistence ranging from 21 – 24 while increasing the number of nodes from 10 to 100 
respectively. Hence, the simulation result confirms that the proposed method EEIDS achieves 
a reasonable performance under different routing scenarios. 
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5. Conclusion 
Securing the underwater sensor network is quite complicated since it is constrained with high 
propagation delay, reduced bandwidth, and limited battery power. Hence, we provide an 
energy-efficient ID using a sheep flock heredity algorithm for establishing an optimal path. 
Here three agents are assigned for each node intended to perform authentication, residual 
energy calculation, and depth value measurement. Also, score values are determined for 
detecting the vulnerable node. Besides, EEIDS isolates the malicious and low energy nodes to 
avoid further participation in the network. The green and secure EEIDS is evaluated 
experimentally, and the comparison results are shown to infer that it outperforms existing 
security approaches.  
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