
KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 17, NO. 5, May. 2023                                  1484 
Copyright ⓒ 2023 KSII 

 
 
http://doi.org/10.3837/tiis.2023.05.010                                                                                                               ISSN : 1976-7277 

Block-chain based Secure Data Access over 
Internet of Health Application Things 

(IHoT) 
 

A. Ezil Sam Leni1*, R. Shankar2, R. Thiagarajan3 and Vishal Ratansing Patil4 
1Department of CSE, KCG College of Technology 

Chennai- 600097, India 
[e-mail: Lenisatish@gmail.com] 

2Department of ECE, Teegala Krishna Reddy Engineering College 
Hyderabad -5000972, India 

[e-mail:ece.dr.ram.shankar@gmail.com] 
3Department of Information Technology, Prathyusha Engineering College,  

Thiruvallur - 602025, India 
[e-mail:rthiyagarajantpt@gmail.com] 

4Computer Department, Rizvi College of Engineering,  
Bandra, Mumbai 400050, India 

[e-mail: vishalpatil@eng.rizvi.edu.in] 
*Corresponding author: A. Ezil Sam Leni 

 
Received September 18, 2022; revised December 2, 2022; revised January 11, 2023; accepted April 25, 2023; 

published May 31, 2023 

 
Abstract 

 
The medical sector actively changes and implements innovative features in response to 
technical development and revolutions. Many of the most crucial elements in IoT-connected 
health services are safeguarding critical patient records from prospective attackers. As a result, 
BlockChain (BC) is gaining traction in the business sector owing to its large implementations. 
As a result, BC can efficiently handle everyday life activities as a distributed and decentralized 
technology. Compared to other industries, the medical sector is one of the most prominent 
areas where the BC network might be valuable. It generates a wide range of possibilities and 
probabilities in existing medical institutions. So, throughout this study, we address BC 
technology's widespread application and influence in modern medical systems, focusing on 
the critical requirements for such systems, such as trustworthiness, security, and safety. 
Furthermore, we built the shared ledger for blockchain-based healthcare providers for patient 
information, contractual between several other parties. The study's findings demonstrate the 
usefulness of BC technology in IoHT for keeping patient health data. The BDSA-IoHT 
eliminates 2.01 seconds of service delay and 1.9 seconds of processing time, enhancing 
efficiency by nearly 30%. 
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1. Introduction 

The blockchain idea is well-known for its application in crypto currencies such as bitcoin. It 
has received much interest from many people because of its vast business opportunity and uses 
in various applications like finance, medical, and logistics [1-3]. Healthcare industry services 
are the most visible and essential services that must be completed on time, reliably, and 
confidentially. As a fully decentralized technology, blockchain can play a significant role in 
the provision of such medical services. The healthcare industry benefits significantly from 
blockchain-based, which guarantees safe data storage and sharing between stakeholders, 
countrywide data interoperability, and customizable and rapid invoicing modalities [4]. 

We are currently living in a new technological era. After mobile Network techniques and 
the Internet dominated the last two decades, the Internet of Things (IoT) explosion has arrived. 
Every element is uniquely determined and reachable, becoming a part of the Web in the IoT 
technology. Gadgets that generate, analyze, and exchange privacy-sensitive data make up the 
IoT, and Medication management, home automation, transport, farming, and environmental 
sensing are just several solutions available. In addition, a wide range of cognitive IoT devices 
uses on each layer of IoT. Because these IoT devices gather and process many sensitive 
documents, data privacy and security are critical. In addition, IoT systems are thin and 
compact, with reduced power consumption.  

Because the limited quantity of power generated is typically required to accomplish core 
program operations, addressing other issues like privacy and data security. Traditional data 
security and data privacy measures are ineffective due to gadgets' dispersed architecture and 
resource limits. As a result, IoT requires scalability, compact and decentralized data security 
protection. Because of its encrypted, decentralized, unchangeable, open, and publicly 
available record, the blockchain system that supports Cryptocurrency [5] can resolve the 
difficulties listed above. The blockchain protocol organizes all data into a series of linked 
blocks that record transactions relating to their purpose. It forms a chain when blocks connect 
to the original existing block. It also needs a mining technique to attach the blocks to the chain 
when it is full of transactions.  

Miners do the mining procedure who solve a resource-intensive computational challenge 
referred to as Proof of Work (PoW) [6]. Nevertheless, using blockchain in the field of IoT is 
not simple. It faces several issues, including low scalability, high resource consumption, and 
traffic congestion, to name a few. We present a novel blockchain architecture tailored for IoT 
devices in this study, and we use the example of Remote Medical Surveillance to demonstrate 
our point (RPM). RPM allows healthcare providers to interact with patients outside of a 
traditional clinical environment. Patients wear Wearable intelligent gadgets, and these gadgets 
can send communication among healthcare professionals such as blood sugar levels, pulse rate, 
and respiration patterns, among other things.  

In the context of current security needs for medical systems, there is a specific need for a 
robust and reliable blockchain-based medical service that will offer easy and secure access to 
patient information. Also, many key stakeholders are involved, such as doctors, who can 
extract and attach information only with the patient's consent. Simultaneously, the platform 
must adhere to essential security aspects like secrecy, consistency, and authenticity [7]. This 
study suggests a blockchain-based health service in which authorized physicians can safely 
append or retrieve patients' health information with the patient's authorization. Furthermore, 
our developed scheme can provide scalability, a critical necessity in today's medical systems. 
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2. Motivation  
Modern internet medical services, including Digital Health/Medical Records (EHR/EMR), 
serve an important in saving, exchanging, and keeping individuals' private medical 
information. However, there seem to be a variety of flaws that could result in the leakage of 
patients' confidential health information. For example, patients may find tracking which party 
receives patient records and use different techniques to manage medical systems. In such 
circumstances, distributed ledger technology can be critical since it delivers data-ledger-based 
capabilities disseminated to all communicating nodes. A patient can keep track of which 
entities access information and allow access to only those who are permitted. As a result, the 
main aim of this project is to use private blockchain in health services and address possible 
flaws in present medical systems. This work's novelty is that it contributes much too securing 
patient records using a blockchain-based N2N network technique. While transferring, the 
patient information gathered from the sensing device must be protected. Patient records 
unboxing are done only, satisfying the wise agreement policy, so we are motivated to work on 
proof of agreement (PoA). The technical soundness of this work is much more focused on 
securing patient data over the blockchain network. 

3. Related Work 
Conoscenti et al. [8] examine how to use blockchain technology and peer-to-peer (P2P) 
techniques in a personal IoT. Their analysis uncovered significant flaws in blockchain 
technologies' integrity, invisibility, and flexibility. They conclude that while large blockchain 
networks (such as Bitcoin) are trustworthy, they are not suitable for IoT due to capacity 
difficulties. Moreover, [9] shows how blockchain might help with several common IoT issues. 
Blockchain-based smart agreements, for illustration, can enhance safety in IoT supply chain 
operations. Finally, Reyna et al. [10] investigate the problems of IoT and blockchain 
incorporation. The study compiles and analyzes IoT applications as blockchain subsystems, 
significant technology, and the latest IoT-Blockchain deployments. Ethereum is the most 
widely used IoT with a blockchain-based platform. 

Patient information is regarded as very confidential and must be protected safely and 
adequately. As a result, healthcare information should be stored, shared, and managed safely. 
Different methods offer to handle these concerns. For instance, [11-13] presents several 
authentication protocols to meet the demand for robust and reliable health information 
retrieval, management, and other critical safety needs. Such methods helped meet multiple 
security needs in targeted occupational health & safety to a certain level. However, despite 
recent improvements in medical technologies, these techniques are no longer adequate since 
numerous parties have abused patients through various means, even without one‘s permission 
[14]. Therefore, experts are eager to identify multiple security systems relying on 
blockchain-based medical solutions in this context [15]. 

Huh, et al. [16] suggest a new Ethereum-based PKI management platform based on 
intelligent agreements. The security plan employs Public key cryptographic encryptions, with 
credentials kept on Ethereum and secret keys possessed on personal devices. However, there 
are two issues with the suggested system. The primary issue is that each transaction takes a 
long time to accomplish. The next issue is a huge storage need for IoT customers' restricted 
equipment. The level of protection reduces by fixing this issue with a proxy gateway that's the 
third trusted party. Ethereum is an open, decentralized platform [17] that allows users to build 
intelligent contracts that concentrate on advancing Distributed ledger BC technology. An 
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intelligent agreement is a computer-based framework that consists of principles that 
participants decide upon to meet the specific needs and a Turing complete structure for 
protecting patient information and regulations that may update by the juristic person their 
identity is on the agreement [18]. An intelligent agreement may also communicate with the BC 
and health professionals based on individual needs. It can also maintain the hospital's patient 
records by administering the stakeholder's security controls and safe management of the 
medical history [19]. 

Multiple research investigations on the possible use of BC in medicine have now been 
reported in several studies by numerous investigators [20]. The most prominent sectors of 
implementation where BC technologies can provide value are digital medical care procedures 
for physical and remote monitoring of patients' record and preserving the privacy of health 
records [21]. The research in [16] presented MedRec, a distributed approach to EHR/EMR 
management based on BC technologies. The researchers also included a possible case analysis 
of BC use in medicine, which serves as a model for EHR/EMR systems. Furthermore, a study 
in [22] shows that MedShare gives the permissionless approach of exchanging health 
information across diverse service suppliers utilizing blockchain. As a result, the academics 
are proposing several techniques for safe data accessible in a blockchain-based health service. 

Dorri et al. [23] demonstrate a simple BC implementation in an intelligent house. Local 
private BCs define as unchangeable ledgers that record policies and transactional content, and 
the proprietor controls the suggested private blockchain that does not use PoW. Each home 
automation has its blockchain, which a resident miner administers.  These miners get a list of 
products and evaluate all home automation activities. A public key secures unicast 
connectivity between mobile, whereas the host miner creates these credentials. Another Dorri 
et al. study [24] proposes an identical general model blockchain-based for larger IoT systems. 

By employing personal BC for safer and speedier healthcare information retrieval, this 
work contributes to a more effective and efficient detail accessing strategy. As a result, this 
study provides an approach for data acquisition and access from other parties dependent on the 
patient's identity management. Medical information maintains in a repository on N2N 
networks, which addresses records on the ledger. The accessibility determines the content that 
patients are authorized to access, whereas doctors require patient permission. This research 
suggests a blockchain-based protection system for a clinical networking application in which 
individuals securely and privately communicate their healthcare information with hospitals 
and doctors. 

4. System Model 
This chapter summarizes a BC-based authentication scheme for real-world IoT devices, such 
as an intelligent health monitoring network. We'll look at a basic remote healthcare setup 
where patients utilize health monitoring IoT devices. These gadgets will collect patients' 
health records, such as heart rate, body temperature, and sleeping habits. Any other individuals, 
such as healthcare workers, must be granted or denied, and we can achieve revoked data 
access by the patient through PoA. If a person requires medication, he may exchange his 
information with the medical practitioners of his choice. He can disable network file sharing 
once the treatment has ended. The suggested framework, seen in Fig. 2, consists of five stages: 
patient enrollment, data appending or retrieval across a blockchain-connected N2N channel, 
smart agreement deployment, patient records storage in the cloud, and proof of agreement 
(PoA). 
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4.1 Local Block Chain Network 
Fig 1 shows the implementation of the local blockchain network, which uses the degree of 
care. The black thick line on the graph represents the primary private blockchain network. The 
hospitals or medical centers are responsible for maintaining the crucial network components 
and must sync with global databases. To keep their database up-to-date and accurate, the 
clinics merely need to synchronize with the nodes of the local blockchain network. 

 
Fig. 1. Simple Local Block Chain Network Architecture 

 
Red Dotted lines represent data queries from patients looking for medical records to the 

blockchain network. Since their network infrastructure can handle the high data traffic brought 
on by many requests, the primary blockchain network nodes in this situation (such as the 
hospital or healthcare center) manage the queries. Therefore, the speed and accuracy of the 
synchronization should be ensured as a central node in the blockchain network. 

 

 
Fig. 2. Proposed BSDA-IoHT Architecture 
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4.2 Patient Enrollment Phase 
Before seeing a physician, a new patient needs to enroll with the RS. Customers must submit 
their identification (𝑖𝑖𝑖𝑖𝑡𝑡), public key (𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝), and also the public key of physician(s) serving 
patients (𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝) via their tablet or smartphone because it is a one-time enrollment. We only 
examine one physician for the sake of clarity. Families can participate in the plan in the same 
way physicians can, with only viewing privileges. The RS then transmits (𝑖𝑖𝑖𝑖𝑡𝑡,𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝,𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝) to 
a BC via the N2N network, verified by the patients and the RS. First, it must be cross-verified 
that (𝑖𝑖𝑖𝑖𝑡𝑡 and𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝) are already transmitted to the BC. Next, the BC checks the patient's and 
RS's registrations and records (𝑖𝑖𝑖𝑖𝑡𝑡,𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝,𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝) over that N2N connected BC. Table 1 depicts 
the notations and meanings. 
 

Table 1. Notations and Meanings 

S.No Notation Meaning 
1. 𝑖𝑖𝑛𝑛 Physician / Doctor 
2. 𝑖𝑖𝑡𝑡 Patient 
3. 𝑘𝑘 Key 
4. 𝐸𝐸𝐸𝐸𝑘𝑘 Encryption Key  
5. 𝐷𝐷𝐷𝐷𝑘𝑘 Decryption Key 
6. 𝐾𝐾𝑝𝑝𝑝𝑝 Public Key 
7. 𝐾𝐾𝑝𝑝𝑝𝑝 Private Key 
8. 𝑖𝑖𝑖𝑖𝑛𝑛 Physician Identity 
9. 𝑖𝑖𝑖𝑖𝑡𝑡  Patient  Identity 

10. 𝑅𝑅𝑠𝑠 Registration Server 
11. ℎ(𝑓𝑓) Hash Function 
12. 𝑇𝑇𝑠𝑠 Time Stamp 
13. 𝑅𝑅𝑖𝑖𝑡𝑡  Patient Record 
14. 𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝 Physician Public Key 
15. 𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝  Physician Private Key 
16. 𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝 Patient Public Key 
17. 𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝 Patient Private Key 
18. 𝐸𝐸𝐸𝐸𝑇𝑇 Encrypted Text / Cipher text 
19. 𝐺𝐺𝑑𝑑 Medical Gadgets  
20. ⊻ , ∥ XOR , Concatenation 

 

4.3 Data Block Append or Retrieval Phase 
With the client's permission, the physician needs to rewrite/append patient record (𝑅𝑅𝑖𝑖𝑡𝑡) to the 
BC in this step. We assume that both the physician and the client have their Smartphone’s 
(𝐺𝐺𝑑𝑑) with healthcare software application installation. As a result, the physician encodes the 
information with a shared key that the client can deduce. Following that, the client verifies the 
encryption's correctness and, if it is, signs the encoded value. Ultimately, the physician signs 
the patient's consent and transfers the message to the BC. To become even more specific, this 
resulted in the following actions: 
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• Use 𝑇𝑇𝑠𝑠 to represent the present timing. The physician calculates M=m𝑖𝑖𝑡𝑡 by determining 
m=ℎ �𝑖𝑖𝑖𝑖𝑛𝑛,𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝 ,𝑇𝑇𝑠𝑠�. The physician then calculates the symmetric cryptographic key 𝑘𝑘= 
m𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝and the symmetric encryption 𝐸𝐸𝐸𝐸𝑇𝑇1= 𝐸𝐸𝐸𝐸𝑘𝑘(𝑅𝑅𝑖𝑖𝑡𝑡,𝑇𝑇𝑠𝑠). The above value, along with 
T, and R, is communicated to the patients. 

• In addition, the client can also calculate 𝑘𝑘= M𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝which can utilize to decode𝐸𝐸𝐸𝐸𝑇𝑇1. The 
communication time compares to the physician's current details (in live time) to the 
patients. 

• If the test is affirmative, the patient issues a signature using the formula 𝐸𝐸𝐸𝐸𝑇𝑇2  = 
𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝ℎ �𝑖𝑖𝑖𝑖𝑛𝑛 ∥ 𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝 ∥ 𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝 ∥ 𝐸𝐸𝐸𝐸𝑇𝑇1 ∥ 𝑀𝑀 ∥ 𝑇𝑇𝑠𝑠� ⊻ 𝑘𝑘ℎ(𝑖𝑖𝑖𝑖𝑡𝑡 ∥ 𝐸𝐸𝐸𝐸𝑇𝑇1 ∥ 𝑀𝑀 ∥ 𝑇𝑇𝑠𝑠) . Also, it 
calculates 𝐾𝐾𝑠𝑠=𝑘𝑘𝑖𝑖𝑛𝑛, which use to verify signatures. Finally, the patient transmits to the 
physician the outcome as a capsule CAP = (𝑖𝑖𝑖𝑖𝑛𝑛,𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝 ,𝐾𝐾𝑠𝑠,𝐸𝐸𝐸𝐸𝑇𝑇1 ,𝐸𝐸𝐸𝐸𝑇𝑇2,𝑇𝑇𝑠𝑠). 

• Next, the physician verifies whether𝐸𝐸𝐸𝐸𝑇𝑇1 ,𝑇𝑇𝑠𝑠,𝑀𝑀, 𝑖𝑖𝑖𝑖𝑡𝑡 ,𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝, and 𝐾𝐾𝑠𝑠=𝑘𝑘𝑖𝑖𝑛𝑛 have not altered. 
Then, it transmits (𝑖𝑖𝑖𝑖𝑡𝑡, 𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝 ,𝑇𝑇𝑠𝑠, 𝑀𝑀, 𝐾𝐾𝑠𝑠, 𝐸𝐸𝐸𝐸𝑇𝑇1 ,𝐸𝐸𝐸𝐸𝑇𝑇2) to that same BC if it is the scenario. 
Again, remember that it is unnecessary to confirm the signature's trustworthiness because 
the agreement's miners will be doing it.  

The BC then takes different steps after obtaining the capsule: 
• First, the BC seeks up the patient's shared key and the related enrollment agreement using 

the timestamp 𝑇𝑇𝑠𝑠. 
• It then checks the equivalence 𝐸𝐸𝐸𝐸𝑇𝑇2  . 𝑖𝑖𝑛𝑛=𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝ℎ �𝑖𝑖𝑖𝑖𝑛𝑛 ∥ 𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝 ∥ 𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝 ∥ 𝐸𝐸𝐸𝐸𝑇𝑇1 ∥ 𝑀𝑀 ∥

𝑇𝑇𝑠𝑠�⊻𝑘𝑘ℎ(𝑖𝑖𝑖𝑖𝑡𝑡 ∥ 𝐸𝐸𝐸𝐸𝑇𝑇1 ∥ 𝑀𝑀 ∥ 𝑇𝑇𝑠𝑠) to ensure that the certificate and, consequently, this test 
verifies which data originated using patient 𝑖𝑖𝑖𝑖𝑛𝑛 and that the physician with public key 
𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝  is participating. 

• If true, the CAP capsule is saved on the BC. 
• If a doctor suggests acquiring a patient's information in a proper time frame𝑇𝑇𝑓𝑓 , the 

physician will transmit (𝑖𝑖𝑖𝑖𝑡𝑡, 𝑖𝑖𝑖𝑖𝑛𝑛, 𝑇𝑇𝑓𝑓) to the BC, certified by the physician. 
Following the issuance of this information, the BC will take the necessary actions: 

• The BC currently examines the𝑇𝑇𝑓𝑓 's timeliness, the signature's legitimacy, and whether the 
patient has given the physician right to share the information (as stored on BC). 

• If this is the case, it obtains all information for that time frame. CSR0= is the format of the 
message (𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝,𝑇𝑇𝑠𝑠,𝑀𝑀,𝐸𝐸𝐸𝐸𝑇𝑇1,𝐸𝐸𝐸𝐸𝑇𝑇2). Observe that 𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝replaces𝑖𝑖𝑖𝑖𝑡𝑡, and 𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝 is deleted 
from the recorded capsule because the physician previously knew it. The authenticity is 
verified by BC already, So it is adequate for the physician to calculate the password 𝑘𝑘 =ℎ 
(𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝, 𝑇𝑇𝑠𝑠)𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝and the simultaneous decoding of 𝐸𝐸𝐸𝐸𝑇𝑇1.  

4.3 Deployment of Smart Agreement 
Smart agreements are a BC-based transactional automating technology. It allows 
counterparties to define the conditions under which they can complete transactions 
electronically. We will use smart contracts in several different environments. Smart contracts, 
in additional terms, enable applications to manipulate a code on a BC system in a verifiable 
manner, allowing them to make various decisions without the use of the trust. Customers can 
put their trust straight within precise procedures and guarantees provided in a contract instead 
of related parties [25-28]. Each intelligent contract does have its location and identity on the 
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BC. As a result, it can keep all its state and claim ownership of assets on the BC, allowing it to 
operate as a trusted service. Smart agreements provide the system with an interface of 
activities that can activate by transmitting transactions to the agreement. Because it will store 
an agreement on the BC, every node may see and implement its commands and record every 
transaction. We can use a patient's information generated by an IoT gadget and medical 
professionals as two examples of entities who need the BC channel's trustworthiness [29-32]. 
Patients can also provide or remove access to personal information via various innovative 
agreements, as previously signed by both parties. 
 

 
Fig. 3. Process Flow Diagram of Smart Contract Deployment 

 
An agreement is activated when a condition is true and information transmits to the 

blockchain (Fig. 3). Try setting a constraint in the smart contract for the patient's peak and 
minimum sugar levels. If the measurement falls above or below the specified threshold, the 
smart contract will transmit a notification and information to the BC network. Let's imagine an 
IoT Sensor is used to track the sugar levels of patients. The patient's sugar levels will be 
measured regularly by an IoT device, and it will compare information to a smart contract, 
which might exchange between the Patient and Physician [26]. If a Physician requests that a 
notification be delivered if sugar levels exceed a specific limit, it records the activity and 
associated information to a central server by keeping the data hashing on a BC linked to the 
N2N connection. Finally, as part of the related smart contract, a medical warning is given to 
the Physician. 

4.4 Cloud Storage 
The information sent by patient gadgets is stored securely. For example, when a smart contract 
sends a network alarm, it sends pertinent healthcare information to the cloud. The nodes 
append a digital certificate to the health records before delivering it via the cloud. We are only 
transmitting data that goes beyond the prescribed Standard area in this case, not all 
information that an IoT healthcare gadget may generate.  Next, the node verifies the digital 
signatures added to cloud storage.  Cloud services will destroy data if the hash value and 
signature are incorrect or unavailable. Finally, the cloud servers organize the user's 
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information into unique blocks and provide the block's hashes to the  N2N network—a hashing 
of data that can use SHA to compute the hash. The source could be a large text, but the 
functions return a fixed length, such as 256 or 512 bits. We calculate the aggregate hashes of 
all data in the structure of a Merkle Tree when a single block involves multiple records or 
phrases. Merkle trees are a network of hashing that makes things simpler to authenticate data 
effectively, not a technique for storing data. Merkle trees additionally allow the customer to 
keep only the tree's base (combination hash), not just the complete history; thus, it will collect 
original information in the server while sending the cumulative hash to the BC network. 

4.5 Proof of Agreement (PoA) 
Proof of Agreement (PoA) is a class of permissions underlying blockchain techniques that 
gained popularity leading to enhanced efficiency over traditional Byzantine Fault Tolerant 
methods due to fewer communication links. We suggest a PoA at the very first for secure 
networks as an element of the Ethereum blockchain [33-35]. The regulators are a group of N 
trustworthy nodes that rely on PoA methods. Each authority is identifiable by a unique ID, and 
most sources, at least N2, are presumed to be reliable. To organize the transactions provided 
by patients, the regulators run an agreement. We use PoA methods for an extraction rotation 
framework, a commonly accepted approach to equitably disseminate the ownership of block 
creation between patients and physicians. Attempting to make it seem less computationally 
and power-efficient than that of the PoW mentioned above methodologies has gained attention 
in other blockchain application fields. PoA techniques are far more suitable for IoT devices 
than their PoW counterparts. 
 
Algorithm 1 Algorithm of BDSA-IoHT 
 if task(verify_rights)=true, Next 
verify for the patient and physician 
task(retrieve_address)  
retrieve_address(𝑅𝑅𝑖𝑖𝑡𝑡) 
else 
Close the transaction; 
end if 
Data Retrieve Module:  
if task(smart_contract)=true, Next 
retrieve_data — from the address(𝑅𝑅𝑖𝑖𝑡𝑡) 
return(𝑅𝑅𝑖𝑖𝑡𝑡)  
Send to the correct request_ID(𝑖𝑖𝑖𝑖𝑛𝑛or𝑖𝑖𝑖𝑖𝑡𝑡) 
end if 
Data Append Module:  
if task(smart_contract)=true, Next 
append_data to the particular 𝑅𝑅𝑖𝑖𝑡𝑡 
return(1) 
end if 
Change permission Module: 
Task(msg.sender==patient)  
The patient can modify the physician's particulars or attach. 
end task 
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5. SECURITY ANALYSIS 
Now we'll demonstrate how our suggested technique can provide strong security 
characteristics. 

5.1 Confidentiality 
Only the patients at any had given time and the physician for a predetermined duration, as 
indicated in the RC agreement, must be allowed to access the personal health information. The 
information on the BC is in the form (𝑖𝑖𝑖𝑖𝑡𝑡, 𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝 ,𝑇𝑇𝑠𝑠, 𝑀𝑀, 𝐾𝐾𝑠𝑠, 𝐸𝐸𝐸𝐸𝑇𝑇1 ,𝐸𝐸𝐸𝐸𝑇𝑇2). First and foremost, 
due to ECDHP and ECDLP, this information is made so that only the doctor and patient can 
deduce the plaintext data. In this context, the physician's private key is ℎ(𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝 ,𝑇𝑇𝑠𝑠) 𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝, 
while the patient's key is 𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝R. Since the physician cannot keep all the varied random 
number of all interactions from multiple patients, we should utilize ℎ(𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝 ,𝑇𝑇𝑠𝑠) instead of m. 
Second, only a physician who meets the requirements of the established agreement recorded 
on the BC can create such a communication. The physician cannot reproduce the signing 
request to the patients at a later stage due to the inclusion of the timeframe within the 
encrypted message [36-40]. 

5.2 Integrity 
This property ensures that nobody ever may alter personal health information without the 
patient's permission. In addition, the integrity of the ciphertext is assured since the patient 
signs it.  Before even being saved, the BC verifies the signature's authenticity. In reality, 
anybody with access to the patient's public key can verify the signature's authenticity, a 
characteristic known as public verification. The signature scheme offered is modeled on the 
Schnorr signature technique. 

5.3 Authentication 
If the person claiming to deliver the communication is accurate, the system provides 
authenticity. This functionality is intrinsically offered in this situation, especially using a 
signature-based approach to the well-known Schnorr signature technique. As a result, no one 
else can do a man-in-the-middle or impersonating threat. 

5.4 Security Attacks 

5.4.1 Impersonating Attacks 
In IoHT networks, impersonating or identity theft refers to identities that utilize a person's 
name, image, or other identifying characteristics, such as patients' names or hospitals' logos, 
for malicious purposes. They are distinct from other acceptable representations of a person or 
entity, like websites, spoofs, and fake profiles [41]. Attackers mostly impersonate users via 
bogus accounts, sites, programs, and email accounts. The best defense tactics include using AI, 
email security measures, and regularly probing and testing corporate systems. 
As mentioned in the previous description, this gives insight into how our suggested approach 
provides secrecy, integrity, and authenticity. We maintain patient confidentiality, and all 
doctor-patient communications should be encrypted using the cryptography technique. In the 
suggested algorithm, the patient randomly modifies all the transaction data every time an 
authentication session takes place. Additionally, a doctor randomly examines them, which can 
prevent data alteration and secure against impersonation attacks. 
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5.4.2 Stolen Verifier Attacks 
The authentication system often keeps the verifications of users' credentials instead of users' 
actual credentials to limit the threats after it's stolen. The opponent who has acquired the proof 
for a passcode can employ the stolen-verifier attack to pretend to be that client. The 
stolen-verifier operation can use the brute-force password if patients use insecure credentials. 
Robust access control protocols can defend against dictionary attacks, but they may sometimes 
be immune to attacks with stolen verifiers [42]. 
In reality, the patient may access multiple servers using the same key 𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝 R for his 
convenience. If a remote system insider gets his hands on 𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝R, he might use the patient's 
login to access other servers. In our approach, the verifier instead gets ℎ(𝑖𝑖𝑛𝑛𝐾𝐾𝑝𝑝𝑝𝑝 ,𝑇𝑇𝑠𝑠) during the 
verification process rather than the patient disclosing 𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝R, to the remote system. However, 
it is challenging to deduce 𝑖𝑖𝑡𝑡𝐾𝐾𝑝𝑝𝑝𝑝R, from its hash value. Furthermore, the remote system doesn't 
keep a verifier table that attackers may exploit to acquire the patient key. The suggested 
method can therefore withstand stolen verifier attacks. 

5.4.3 Replay Attacks 
The key to preventing replay attacks is using the proper encryption technique. When the 
"keys" in encrypted communications decipher at the closing of communication, they allow 
access to the content. Whether the person who intercepted the initial message can see or 
interpret the key is irrelevant in a replay attack. They only need to copy everything, including 
the statement and key, and transmit it again [43-45]. To prevent this from happening, the 
transmitter and the recipient should create a session key that is purely unpredictable and must 
be used once per operation. Another way by adding timing information to all communications 
is another defense against this attempt. It limits the time it takes for attackers to listen, extract 
data, and resent them by preventing hackers from retransmitting information conveyed more 
recently than a predetermined amount of time. 
From an integrity standpoint, In our mechanism, every communication between patient and 
doctor has a timestamp and hashes for every other field it includes. In addition, all transactions 
are linked because every block has a hash connecting it to the block preceding it, preventing 
replay attacks. 

6. Performance Analysis 

6.1 Scalability 
Because it is a personal blockchain, the entire procedure takes less time than the current 
network. It is measured based on transactional responsiveness. The average lifespan for 
creating the new block is roughly 10 seconds, which is also the case for smart contract 
transactions. It requires 32 seconds for verification, although this varies on the gas price. After 
validation, it takes 75-120 seconds to produce the following several blocks. It takes 60 seconds 
to retrieve the information and 1-2 minutes to update the information, depending on the 
information. 

6.2 Access control 
In the smart contract, the individual makes decisions about network access suggestions. If a 
third party or an unknown person attempts to enter the platform, the intelligent agreement will 
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deny the transaction and end the scheme. 
 

Table 2. A comparison between the suggested approach with different  
properties of existing systems 

Feature [37] [38] [39] [40] [41] BSDA-IoHT 

Access Control A A A A A A 

Confidentiality UA A A UA A A 

Integrity UA A A A A A 

Patient/Doctor Authentication UA UA A A A A 

Scalability A UA A A UA A 

 

6.3 Integrity  
Integrity is crucial between the patient and the smart agreement. Because the patient has 
previously signed the agreement, no one else can edit or alter the conformity. In our situation, 
the physician/3rd parties cannot update or modify the intelligent contract agreement. Table 2 
compares the attributes of our current proposal to those of other blockchain-based health 
services now in use. In contrast, we have two assessment alternatives: A- Available (it is 
reliable and available) and UA- Unavailable (it does not have the functionality). 

The suggested BDSA-IoHT technique, which uses blockchain mechanisms to efficiently 
share health records in storage servers, is presented in a tabular and graphical format. The 
proposed process evaluates how efficient it is to share patient records via an N2N network in a 
blockchain-connected cloud storage with various factors [46]. In addition, the suggested 
method compares throughput, service delay, and processing time with existing approaches. 

6.4 Throughput 
The absolute number of health information effectively communicated with the patient and 
physician in a given time is known as throughput (Th). Eq. 1 describes the suggested strategy 
as a mathematical equation for throughput. We compute throughput as follows: 

 Tℎ =
� 𝑅𝑅𝑅𝑅𝑡𝑡(𝑛𝑛)∗S𝑛𝑛

𝑝𝑝=0
1000

                                (1) 
Where, 𝑅𝑅𝑖𝑖𝑡𝑡(𝐸𝐸) is the number of patient record shared securely and S is the Size of Record. 

6.5Service Delay 
Service delay is the difference between receiving a request and receiving a response during 
health information exchanges. In Eq. 2, the suggested method defines a computational 
formula for service delay. Service Delay(S𝑑𝑑) is measured as follows: 
S𝑑𝑑 = ∑ T𝑛𝑛𝑟𝑟(𝑅𝑅𝐷𝐷𝑅𝑅)− T𝑛𝑛𝑟𝑟(𝑅𝑅𝐷𝐷𝑅𝑅)𝑛𝑛

𝑝𝑝=0        (2) 
Where, T𝑛𝑛𝑟𝑟(𝑅𝑅𝐷𝐷𝑅𝑅)is the Transaction Request,T𝑛𝑛𝑟𝑟(𝑅𝑅𝐷𝐷𝑅𝑅) is the Transaction received and r = 
0….n. 
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Table 3. A Comparison of Throughput 

Throughput (%) 

Data Size SEHRTB MedBloc BDSA-IoHT 

100 92.7 94.5 95.75 

200 89.4 91.2 94.4 

300 88.6 90.6 93.8 

400 87.4 89.3 93.2 

500 88.1 89.5 92.3 

600 86.5 88.7 91.7 

700 86.2 88.1 91.1 

800 87.3 87.6 90.5 

900 86.4 87.2 89.7 

1000 86.5 87.5 89.32 
 

6.6 Processing Time 
The proposed method is described in Eq. 3 as a mathematical equation for processing time. 
We compute processing time by multiplying the number of patient records by the mean 
retrieval time for healthcare data. 𝑇𝑇𝑠𝑠𝑝𝑝𝑡𝑡 is the mean retrieval time for patient medical history, 
and 𝑅𝑅𝑖𝑖𝑡𝑡(𝐸𝐸) is the total medical records. In a tabular manner, Table 3, 4 and 5 shows the 
simulation results of the SEHRTB algorithm and existing techniques. 
P𝑇𝑇 = � 𝑅𝑅𝑖𝑖𝑡𝑡(𝐸𝐸) ∗ 𝑇𝑇𝑠𝑠𝑝𝑝𝑡𝑡

𝑛𝑛
𝑝𝑝=0         (3) 

The comparison of other existing methods such as SEHRTB, MedBloc, and our technique 
BDSA-IoHT is in Fig. 4, 5 and 6. 

 
Table 4. A Comparison of Service Delay 

Service Delay (s) 

Data Size SEHRTB MedBloc BDSA-IoHT 

100 92.7 94.5 95.75 
200 89.4 91.2 94.4 

300 88.6 90.6 93.8 

400 87.4 89.3 93.2 

500 88.1 89.5 92.3 

600 86.5 88.7 91.7 

700 86.2 88.1 91.1 

800 87.3 87.6 90.5 

900 86.4 87.2 89.7 

1000 86.5 87.5 89.32 
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Table 5. A comparison of Processing Time 
Processing Time (s) 

Data Size SEHRTB MedBloc BDSA-IoHT 
100 92.7 94.5 95.75 
200 89.4 91.2 94.4 
300 88.6 90.6 93.8 
400 87.4 89.3 93.2 
500 88.1 89.5 92.3 
600 86.5 88.7 91.7 
700 86.2 88.1 91.1 
800 87.3 87.6 90.5 
900 86.4 87.2 89.7 

1000 86.5 87.5 89.32 
 

Finally, based on an assessment of different metrics such as throughput (percent), 
service-delay(s), and processing-time(s) for clinical outcomes of different sized, our technique 
claims that the suggested BDSA-IoHT technique delivers the best result against previous 
approaches. 
 

 
Fig. 4. Comparison of Throughput 

 
Fig. 5. Comparison of Service Delay 
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The preceding diagrams demonstrate that our BDSA-IoHT method efficiently maintains 
processing time. The BDSA-IoHT secures health record transactions and manages access to 
health records stored and processed on storage platforms. The BDSA-IoHT eliminates 2.01 
seconds of service delay and 1.9 seconds of processing time and enhances efficiency by nearly 
30%. Finally, our findings reveal that the proposed BDSA-IoHT method outperforms all other 
algorithms on all model checking and input datasets. 

Our findings identified that our work is more robust than any other security method. Our 
security model met the confidentiality, authentication, and integrity, but we need to focus on 
various attacks like stolen-verifier attacks and replay attacks. We will do in our future work all 
these attack mitigations. Our entire model relies on intelligent agreement, and we use 
blockchain for communication with a data hashing method. 

 
Fig. 6. Comparison of Processing Time 

6. Conclusion and Future Enhancement 
Incorporating blockchain technology into IoT is not a manageable undertaking, and such 
approaches face numerous challenges.  As a result, the advantages of using blockchain-based 
IoT systems must be carefully considered and approached with prudence.  Our suggested 
blockchain-based IoT paradigm eliminates these barriers. It addresses most security and 
privacy concerns while considering the resource limits that so many IoT devices face. 

Blockchain in healthcare systems has created enormous advantages, not just in terms of 
secure and efficient data storage, exchange, and accessibility, but also in producing a great 
potential in the medical industry for many stakeholders. The main goal of this study is to use 
blockchain techniques to construct a secured data accessibility method for present medical 
systems. We also examined if our suggested approach can meet confidentiality, integrity, and 
authenticity conditions. We've also offered a possible intelligent contract arrangement in light 
of this healthcare circumstance. In the future, it would be fascinating seeing this concept 
evaluated in a controlled research context to assess the system's overall performance. We'll 
keep this in mind for future projects. The goal of this project was to see if we could use the 
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method to quantify patient involvement. In addition, the project aims to plan the procedure 
within the same free and open-source platform for future evolution. 
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