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Design of a Delayed Triple-Core Lock-Step Processor
with Auto-Recovery from Soft Errors
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Abstract

Soft error due to radiation induces temporary errors in semiconductors, and it causes fatal danger in the
automotive applications. Delayed triple-core lock-step processor performs identical operations in three independent
cores with different delays. Its final result is determined by voting results of three cores, so it is strongly resilient
to soft error. However, the processor cannot recover its error-occured core and stops it, and the processor
continues its operation with remaining two cores. When additional soft error occurs again, the processor can
recognize that an error has occurred in one of remaining two cores, but it cannot recognize which core has an
error, so the entire processor must be initialized. This paper proposes an auto-recovery delayed triple-core
lock-step processor that continues its operation without initialization even if multiple soft errors occur. It recovers
its error-occured core by overwriting internal values of the normal core into the error-occured core. Simulation
results show the processor was successfully recovered without initialization and performed its operation
continuosly when soft errors occurred several times.

a o

A So& WA Yol GAF o= o7t EAshs £XE offe ARRE ofE&EFoldolM At A9 :
et AAS Al 7Q2] ZofolM M= ohE A ARRS 7HA(AL 3Pste] tpd e A vluste] XF BVE EYse A4S 2
19 AR ZeAAE ALE of2fof] - ZFRAISHAIRE of2i7t ARt Fojo) WiF ghe BEshe 7Isel flolA diF ZoiE
AAZ|AL YHA] = FofRte 2 AL it o] i F7i2 AXE o2y} EA¥shE F Fojo AFghE Hluste] o T
& 5 QA ol FoRIA] & 4= §lojA ZRAIM HAE 27|StAL thA] SEE Aok jitt. 2 =Rolde B Zoi9
g oll2i7h 2R Fofoll Hol AA FolE Eske Ahs B A 2ol A HAF] Z=AIAE AR Algdold
I AZE oflg7t ofg] ¥ TS 2718} Qlo] As EFE] A% 52S skt

Mo ox @ of
N

=

Key words : Error Tolerant, Delayed Lock-Step, Triple Modular Redundancy, Triple-Core Processor, System Reset,
Core Recovery, Soft Error, Processor Design

* Soongsil University (Master Student, Professor)

% Corresponding author

E-mail : sslee@ssu.ac.kr, Tel : +82-2-820-0692

% Acknowledgment

This work was supported by the R&D Program of the Ministry of Trade, Industry, and Energy (MOTIE) (20012624,
RS-2022-00155731, RS-2023-00232192).

Manuscript received Jun. 21, 2023; revised Jun. 23, 2023; accepted Jun. 25, 2023.

This is an Open-Access article distributed under the terms of the Creative Commons Attribution Non-Commercial
License(http : //creativecommons.org/licenses/by-nc/3.0) which permits unrestricted non-commercial use, distribution,
and reproduction in any medium, provided the original work is properly cited.

(165)



40 j.inst.Korean.electr.electron.eng.Vol.27,No.2,165~171,June 2023

. ME

AsARe] HAFa) 71&Eskeo] we, AsAE Ao
o= ECU(Electronic Control Unit)e] ¥&to] Hx} =
85X 21 et o] ECU= A9 542 Alojst= 4l
Aqets FYstuE, g QAo & JFE HRIHh
olZgt olfF=E AFA 75 FAo| tiEt FA EERU
ISO 26262[11°14%= ECUE ASIL(Automotive Safety
Integrity Level)oll SJASt] AASHA st Ut
(2]. o] ASIL ++4& W=517] fsiA div=r2] ECU=
oy A, st=flo] F5, A= Y T HIRt 7
= 85t Utk

ECUE 715 /e B4k fish, o= A9 71&
2 shel FA”(Lock-Step)[31S &85k Qloh A
Hl2 tro] ZEAA Fojo] YT YEgE Algstal
YT A FHsHA TFOoEH, T FojofA o7t
e AlA"] HAl= A s A & =S
Sh= 7]&olth

T8y, ARE ol MR, PAM] 59 oF 8
Q1o Qs s, ofzfgt of2|e] ] w=t &
= AR 53T RS FYol FFE HE 4= QlTk o]
A EACE Qldl, AvtAQl AR HHAo] HEH g
AAA T o8] Foj7} FAl9) o2& T = 55
2T 7 H{Common Mode Failure)?] ¢glo] &AI5t
t}. o] ZAIE siastr] fls XA =AR(Delayed
Lock-Step)¥} 2= 7]&o] FEIL Qit}. o] V& F+
7N ool FolollA AIZAE Fil UL AhkE 5
Sk HAIZ ARSIl 38 BE 1E Aok H &
T3 =0, 59 Al 7l o|de] ZolE AMEShe A
Fol AA FHAR(D-TCLS : Delayed Triple-Core
Lock-Step) ®4lo] A= ATHAII5].

SHA|RE D-TCLSOlA = FLofoflAl of2{7} Aok 3
g Folg EtoA] Fofl &= AAAPIAL YA F
Folg AA"S A% AFA7lE HAE 7HAAL
qhoF Z=71AQ1 o2z} WAEsHH ol FojojlA] o7t
A=A T 5 7] 2ol AA" AAE 27
Slobe WS =gt of=et 2713F I A|AH0]
A Ao g Bero] 52kt fj7hA]9] A ARk
432 olEg kol #¥o] & 4 St

olgfgt #AIE siast] s, & =wolie B 2
o]9] WF ZZ ofl=2|7t ISt Fojo] Hol AR oRA
B I= A B 45 Fo] AA SHAg] TEA
A5 ARSIt Aotk Z2AAE ozf7F WS 2

o

System bus ’

I

CORE CONTROLLER ’

‘ Instruction bus ‘ ‘

Delay Piiﬁ Delay }—vD—’
Error

detection
Delay D logic
| CORE3

Fig. 1. Architecture of the automatic recovery delayed
triple-core lock-step processor.
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Fig. 3. Operational flowchart of the automatic recovery delayed triple-core lock-step processor.
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