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Authentication method based on an encrypted finger print

matched filter using phase-shifting digital interferometry
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Abstract

A novel authentication method based on a matched filter using digital interferometry is proposed in which a
matched filter set of complex holograms is constructed by encrypting a user’s personal information QR code with
a finger print as a private key. Authentication is accomplished by decrypting the user's QR code with the finger
print. The proposed method has feasibility to confirm that mean square error of auto-correlation is 5.55% which
is 13.7 times less than that of cross-correlation output, 76.17%, and it can provide high secure authentication

system for finger print hacking due to the storage of the encrypted personal finger prints in the database.
oF

£ =Fe TxE A ol8e AW TH Jue) AR o Ee A ARk 9% AL Foka g4 Hol
A 7S #830] QR code WaHEl ALBAIES] Al JRE AGR A QY| FEBRFORA B 2T e
43 WES T AR UBE AR AE 9IS B AR QR coded EHIHSHT Slgho A ololict.
ARKE BB 7] 42 20 BRABLAHMSE} oF 5.55%2 445 4 MSE 7617525k oF 13.7 A Lok 215 ket
s, dlole WololAl A9l Aol Rt st Pelz APHLE s1Ee] A WHeIAe] A A sio] thate]

o]
E = 1=
B ASAAEE AT 4 Utk

O

Key words : Authentication, Optical encryption, Digital interferometry, Fourier optics, Security.

SE Me tXE Aests Eatel SaEisy ol 7S
E3to] Q) HE7L 2 4 k. Aol ojgfet &

HE%J Al2Ho A HYEZ Aujo] 57| s) Xﬂ’ﬁ% A3l ¢Jsto] 1990Wt] 2HE thekst Ps
o] ID%} HEH S (password)E ARESHA 1% 2 WS o]8st O dosHl] € A& 5 A
S ?é% T YEYIO] AESIESE ofal otk o] ¥ BE o]83t QIF 7|H[2]0] A/iE T k. EIF &2

J

o]

* Dept. of Electronics Engineering, Incheon National University

** Dept. of Electronics Engineering, The University of Suwon

% Corresponding author

E-mail : skgil@suwon.ac.kr, Tel : +82-31-220-2664

% Acknowledgment

This work was supported by Incheon National University Research Grant in 2022.

Manuscript received May. 21, 2023; revised Jun. 11, 2023; accepted Jun. 18, 2023

This is an Open-Access article distributed under the terms of the Creative Commons Attribution Non-Commercial
License(http : //creativecommons.org/licenses/by-nc/3.0) which permits unrestricted non-commercial use, distribution,
and reproduction in any medium, provided the original work is properly cited.

(159)



34 j.inst.Korean.electr.electron.eng. Vol.27,No.2,159~164,June 2023

>
=
)
3
41
_oﬁ
= 2
rf
o
ot
S
o
X

o glth gk J}‘l}ﬂ T ”]Eia 0|3t F3]o]
(coherent) 3 A7|9] ¥4+ Vander Lugt9
e AA5] olF 9t F TEE o83t F Ak
(0] & B2 AARE0l Qfsf] sl Yt wekA] 2 <=
oAM= M Aol "gAd E271#g 1HMdA(phase-
shifting digital interferometry)g ©l&sto] 7§l 4
BE YEZsl= QR coded 7HQI A9 H[EY2 AT
st gAd 2ETIHCEAS] FY dHE FAs5ta,
o]A 9] At $(correlation function)E ©]-85t A|2
& Q5 WS AQreHHA THdRt ARE S5t 1 A
52 HojEth

D oon L ¢
S

i

LI

1. 3% ¥H ol&

3'6]-'5_71]—7(4 7(‘](‘):}- -\J—]E{L 2- ;(]-,,J _1_7}X4_j 7(-]_,]5] k]%
T7-EH(linear space-invariant) EZ, TF A|A
g9] Z74 3 $(impulse response function)”f
Kx, p=s(-x, -p 22 FojAH ojd 5% Y 45
A s(x, poll BFEJTH Foj=ar 27) At gk
(auto-correlation function)® QAAJETH5]. of7|A *
= TN(conjugate) QJulsict. ok ?J‘j'ﬂ o 2(x, p)

o

7} sCx, el 3E dEo 7R &8 4 vix p)
=2t o] AlikEm
(z,y) [/. (u—z,v—y)dudv (1)

]

o] = F A gx e s(x Y S A
“(cross-correlation function)Z QI4Hct. Tk g
AR Zb7] o2 e "ETL Al = AlAEo)A
ojl Ewst AM8AF 9] 9 7t g(u v)=s:(w v)

oW, T §F WY 2 Fok

oy |2 = L2 =[] 1slwe @

/A/j) | 54| *dudv o

o 2
’ [/. 838 dudv
[/.OO |sn|2dudv

o0& Foj7ir}, ol 7] A Fo] Eo] HrjxE
Uehfie A5 A 3 2ERg 4 o]’ < o)
o] A= 7H.

|va*=

3)

2. UAE AR 183 3% B % A4F

£ =Rl Ak AT We sl AF 7He
3% 10] BoFt 4 Hol dAY A WS A
goto] UX" Z2IY Y VS WS o2 4
A AT AA7IE Bstel A Fol Wl 2rE 1S
2 Bl aolch, ojn) U FEIBS Felo] vt
gRagoE ALY $AHoE Felo T2
TSR] Qo He Felo] W el SHo

|

19, 1o

o) HY B2 A2TE Fslel A WA 7
A8 9l ARADS HWAT )T A A5el

Hd712 gEsigtosa e Welg TPtk Ade

Augaict. e 2-wA W Ho| THAS °l=‘l
gAY BRI
&0l 9rk.

Agste g2 FEd (7100 7

[o LR A

P1(m/4) BS1 BS2

SLM1
RPM

s2 :=:I S1

Ac— L1

SLM2 /4 plate L2 |BS3| Bs4| |P2(0or 1/2)
— n

CCD Computer

} f } f |

A attenuator. M. mio L Iens, SUN: spata Tohi mocduiator, BPW: random phase mask
Fig. 1. Phase-shifting digital interferometry.
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(Filter 1)
Name: Alice Tailor
Sex: Female
Nationality: USA
ID: wonderwoman123
Password: 38671921

(Filter 2)
Name: Bob Gordon
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Nationality: ENGLAND
ID: spongebob792
Password: 79331044
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Name: Cathy Moor
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Name: David Smith Name: Eve Swift Name: Frank Diamond
Sex: Male Sex: Female Sex: Male

Nationality: FRANCE
ID: mywaylong289
Password: 46661974
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Fig. 2. (@)~(f) users’ personal information.
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Fig. 3. (@)~(f) OR code of users’ personal information.
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Fig. 4. (a)~(f) users’ finger print as a private key.
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Fig. 5. (a)~(f) Phase map of users’ matched filter.
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Fig. 6 (a)~(f) Phase map of users’ finger print private
key.
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Fig. 7. (@)~(c) Auto—correlation function output of user 3,
(d)~(f) Cross—correlation function output between
user 3 and user 1.

J8 7. () AR 39| A7| o g £, (d)~(f) ALSAt
3t ALZAH 19] oS o g £

JE= QR code FAFS HojFA| Falct
ARYS g "E 7Hke] A7) At A AR &

o Fajo] g A=YS BA] 9] (194 BE
ShEl 23} 90 B AF QAHMSE : Mean Square

Erron}g #4315tk fl2e] 34 gt 29lE oy
ekl MSEE

256

E |dk(x,y) - Qk(fﬁay) |2

z,y=1

MSE= < 100% 16)

256

lesk(z,y)IQ
o7 AL, 471A dix e (1542E LojA=
ESokE AT Tl QUx e AR 98 QR
code g=roltt I 1014 & 5 IR0 AY] A &
of tigt MSE= F 5.55% ol A% A & gt
MSE= F 76.17% ©|B=2 Z3A] A3 &3 237} H]

YA T T oakent oF 1379 FE ¢ 4 o
o 4Y BEE 5 A AF0] A5TL HAT 5
Itk EFF AR L dole] olxolA] QiZo] B
23 A D A9 HRrt FEsHlo] o] A AR

An o] At wet A2He AT 5 Uk

Table 1. MSE of correlation function outputs.

E 1A 84 S0 03t MSE (291 1 %)

Matched
filter| Hp* Hy* Hs* Hy* Hs* Hg*
Input

G 5.31 | 70.63 | 73.86 | 75.62 | 76.73 | 79.87

G2 71.54 | 5.73 | 76.32 | 77.65 | 75.09 | 78.35

Gs 73.45 | 77.29 | 5.43 | 76.28 | 74.55 | 76.37

Gy 75.48 | 77.29 | 76.54 | 5.38 | 77.12 | 77.53

Gs 76.52 | 74.89 | 74.73 | 75.05 | 5.49 | 78.03
Gs 78.64 | 78.29 | 76.03 | 77.21 | 78.15 | 5.98
n. 2
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