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Abstract The IoT environment is very vulnerable to security threats, and if an intrusion occurs, it can
cause great damage. In order to strengthen the security of the IoT environment, a curriculum that
considers the characteristics of the IoT environment is needed. In this paper, we propose a curriculum
model for cyber incident response in the Internet of Things environment. The proposed curriculum
model was designed as a model for security threats in the IoT environment, types of intrusion incidents,
and incident response procedures. The proposed curriculum model is expected to contribute to
improving security awareness in the IoT environment and fostering cyber incident response experts in
the IoT field. The proposed curriculum model strengthens the security of the IoT environment and is

expected to be safe through security incident response in the IoT.
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(Table 1) Job analysis based on industry demand

Industry

S Competence by job

Understanding computer networks

TCP/IP, P2P network programming

Understanding Cryptography-Based Technologies

Network-based | and Application

incident ) ;
et Understanding types of network-based security
resporjse incidents
modeling
Network-based incident analysis
Network-Based Cyber Threat Modeling
Infringement case-based risk analysis
Incident Response Job Overview
. Understanding cyber attack tactics and techniques
Incident and
malicious Intrusion incident types and response techniques

code analysis through log analysis

Understanding Malicious Code Types and
Countermeasures

CERT Practical Convergence Project 1

CERT Practical Convergence Project 2

Practical

convergence CERT Practical Convergence Project 3

Capstone design in connection with industry
mentors
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(Table 2) Infringement response training course model customized for industry

Subject

Lecture content

Intrusion Response Introduction

» Acquisition of basic knowledge for intrusion response work
» Understanding data collection procedures and methods for host-based incident response
» Understanding the threats that analysts need to diagnose in the event of a breach

Understanding the Cybersecurity
Environment

» Understanding the history, components and routing structure of the Internet
» Understanding the Internet connection structure from the network layer perspective
» Understanding the changes according to the interaction between cyber attackers and defenders

Convergence Project 1

» Intensive security incident response project through industry expert mentoring
» Development of an accident response convergence project by collaborating with mentors on a team basis
» Project results presentation and expert feedback

Cyber attack tactics and
techniques

technology

» Understanding the cyber attack process based on attacker behavior patterns
» Understanding attack methods and techniques used by attackers
» Understanding the operating principles of the attack tools used by attackers in each attack method and

Network forensics

» Introduction to Network Forensics
» Establishment of environment for network forensics
» Application of unit accident-based network forensic analysis technology

Convergence Project 2

» Intensive security incident response project through industry expert mentoring
» Development of an accident response convergence project by collaborating with mentors on a team basis
» Project results presentation and expert feedback

Incident log analysis

actual cases

» Understanding the types of logs generated by infrastructure where intrusions usually occur

» Understanding typical attack techniques by infrastructure

» Acquisition of data analysis techniques for intrusion analysis and response

» Acquisition of infringement accident analysis know-how through intrusion accident case analysis based on

Incident Threat Modeling

» Introduction to Cyber Threat Modeling
» Basic of big data analysis based on open source
» Understanding denial-of-service attacks from the defender’s point of view

Convergence Project 3

» Intensive security incident response project through industry expert mentoring
» Development of an accident response convergence project by collaborating with mentors on a team basis
» Project results presentation and expert feedback

Malware Analysis

» Understanding the type of malware that attackers mainly use in intrusion incidents

> Learn techniques for profiling suspicious malware

» Learn analysis techniques to identify the cause of malware infection in Windows systems

> Learn analysis techniques to determine the impact of malware infection on Windows systems

Case—based accident analysis

» Understanding and analysis of 7.7 DDoS attack based on Silog
» Understanding and analysis of DrDoS based on Silog

» Understanding and Analysis of Shilog—based BGP Hijacking

» Understanding and analysis of APT attacks based on Silog
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