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Abstract One of the most important characteristics of digital forensics is integrity. Integrity means that
the data has not been tampered with. If evidence is collected during digital forensic and later tampered
with, it cannot be used as evidence. With analog evidence, it's easy to see if it's been tampered with,
for example, by taking a picture of it. However, the data on the storage media, or digital evidence, is
invisible, so it is difficult to tell if it has been tampered with. Therefore, hash values are used to prove
that the evidence data has not been tampered with during the process of collecting evidence and
submitting it to the court. The hash value is collected from the stored data during the evidence
collection phase. However, due to the internal behavior of NAND flash memory, the physical data shape
may change over time from the acquisition phase. In this paper, we study the characteristics and
techniques of flash memory that can cause the physical shape of flash memory to change even if no

intentional data corruption is attempted.
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