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Comparative Analysis of Dimensionality Reduction Techniques
for Advanced Ransomware Detection with Machine Learning

Kim Han Seok”, Lee Soo Jin™

ABSTRACT

To detect advanced ransomware attacks with machine learning—based models, the classification model must train
learning data with high-dimensional feature space. And in this case, a ‘curse of dimension’ phenomenon is likely to occur.
Therefore, dimensionality reduction of features must be preceded in order to increase the accuracy of the learning model
and improve the execution speed while avoiding the ‘curse of dimension’ phenomenon. In this paper, we conducted
classification of ransomware by applying three machine leaming models and two feature extraction techniques to two
datasets with extremely different dimensions of feature space. As a result of the experiment, the feature dimensionality
reduction techniques did not significantly affect the performance improvement in binary classification, and it was the same
even when the dimension of featurespace was small in multi-class clasification. However, when the dataset had

high-dimensional feature space, LDA(Linear Discriminant Analysis) showed quite excellent performance.

Keywords : Ransomware, Dimensionality Reduction, Machine Learning, Principal Component Analysis, Linear
Discriminant Analysis

Ad2023d 028 289), +49(2023d 039 149), « spioishal sgatetslat (FAAh
Al A7 92023 03€ 309) s TSkl Hlylalela) (A AR



118 &FHeH=EA #2379 Alls (2023. 03)

1. A & Aol AHE APAFE 2@t 3G A B
FZ719< PCA9 LDAS Jds AsiEd 4%
B #(ransom)’ ¥} ‘A ES o) (ware)' 9] o] M= HolHAES] 54 A7]d e 54 F&
ol @AYol s deixte] AREAS IS 71 el A nlastkr] $13 A3 Aeksta 4
FAs] FHA o5& Hdly| $e Ao uk e TAIT A 5 dEe Weth
oAt 2ey H2 AddY] 34 tide] =
el BT o Mz SAEuN ssek 2 #E @
w7kA f1gstka vk
TR0 Alol¥Hel 719 Emsisoft7} 2023 Wl TAS "R A ATE FES
19 xg BaAllld ofshd, 20229 %] v= olojz| i it} [6lolA+= Locky @Al ©AE
ALARE ddem Fad W 42 202 A3 AN VES T HBE Shg BEHOE &
1d din] oF 30% F7Fsksith 7R R A= 2 ZIAEE 719 RdS AQtetrt. [7]dA = A4
0234 2¢ 109 H3ke] Aol -&3t7] 13 & FF M=rkx(Cuckoo Sandbox) 74 ol A
e Adsle] B e e AlolWESt AXE THoE FAste] WASo] Fxo] dag vheF
s E Sttt o] Amtel A= g ol g AIYUAE 55 5 54 A9 7HE F9
W] TAS FUIEEY] FAR FEIASE g5 AdS a8k v VATE ¢ads
ged + Ut £ &3 W FAE FAATE [BlA =
A slofol] ogh ol Frkgh whE WAl o W0l Al2YXHE N-Gram AlE2=E &3
gAe] g87 £EE Fole Bo] A% o= AIEE AltslE WHoez dddolE Ak
F4EI glom HITE J|ASES VWMo WS Atk [OdAE S4EAE S8 API
W] TAE FAsE A7 EdetA W Call 45 FH3ta ©]& 3¢ LightGBM 7|
Ha gk e g E o B AEs & qhe] dAdglo] &7 2aE Atetatt
Loty el ohekek e HRE B ZYEES A 54 FE7IHE &85t VATEY gEEs
gatn] A o nxstE I 9lo] Rdlo] 5ok £ FoEYr] 9 A7E APHATE [10]9014]
sh= 549 ¢ e A4d o solvta Jrhl2] = 0T 71719l g 3 zme 348 Ex317] 9
ZNATE 71 gx R g SEdor & 5 3 PCA 7IH& A&t A3 43 35 54
de] F7F ol s 54 T3] Aol A = S Y] 9% FFEoR UdFHE ¥X] Aeole
7hgteh ol gl A st oY A= Ak 2ol 7h AR skt [11]olA+ t=zReol=
A5 (Curse of Dimensionality)’[3] @22 o]o] IS Bx5l7] 93] PCASF LDAS A= t}
2 g vk mEtA] 2o ' des et & 7AIEE Rl A AREYs o oj| g¥t
A3AE g B A Fa7EE A et AEA AT AF A3 LDASE 83 34
o] dgAolrt, o] PCART £2& A5S Hah 18y o)X &
ol 2 =FdAE Y FAUH T 54 F Foll &gk ARk AP Prk= Az dich [12]
7S A7 HYRE ko] g4l B FE7] Ae tdFE BAS 93 PCAS LDA 7IWH&
Hel FA4% E4(Principal Component Analysis, AV A, ZF 7ol Aedo] S-S gl
PCA4]3} &7 Hold dss Hele Ay & ot 2y A ARgE dHlolE e Aol 4V =,
W X (Linear Discriminant Analysis, LDA)[5]& T 7IAIskE AR = dHelHe] s EAR
Hlnsle] ojm B4 FE7IHe] Aol A4 ok E A Aol wiiEe] A A" E wkadst
U A A vl A g} 7 etk SAIZE AT



kel
Y
o
lo,
=

]
Al
il
B
2l
o
lo
=

g2+ (projection) A 715 WAj 0.2 o] Fol Xt}
= <9 1>elA B BEE
kS A BESHE Al

BAA7I= A

[}

=
o

fu 2

olct.

ro

Nt

M e Rup
=

2

SR
> R
o o

O oE ~E
fz
i
9‘1',

N
k)
4 T oox

o o
o, |d
)
o fru
e
[

=

o,
&
i)
pack
o

A

al

pos
o
Mo
>
Pﬂ,
©
Rt

x2(feature2)

mean vector
(dimension d)

.. projection

x1(featurel)

Z]

3

iy

A

e

o

% A4
32 4% @9 24 (LDA)

LDA oA 234ge] dlolEE Axgel doly
2 95k 7ol A, PCASH P LDAE 2

YPrE 7oz EAS FE3 LDAE 1A

o

i

119

delelel A9l

Bit Aol® Aol A n,

A Fe el

=] o
Ak

T,
o
L

=

=

100%°l 7HA SR 5 Q=
4. 49 % 2%

4.1 tlo|E N E

® deAE <& DAAAYE SadHolH

= H =

B4 ko]l &2 A9k F AolA o) &
2 0T BFE Fdste] PCASH LDAZF #4<19
710l wet old A& VR EA Hask )
‘Feature Dynamic API' H°]|HAIE[10]= 8% 9]
W0l E FF M=k (Cuckoo Sandbox) 27
oA T4 EAste] AWl API Calls +F
Z} EA Y] e APV} 3&F 3ol



120 HFHES

‘Ransomware Dataset’[8]& 1152
Ak 3N B4 A4St §53% /\]1‘4

===

2E 38k API Call, gA2~Ed 5%, 3
HARE sk 5402 ¥3sta 9lon

17} 022 ZAISHS

A 5o

A3 ojg

<HE 1> Aol ARSE HolHAIES] AlR-AM

=wA A1237 A1S (2023. 03)

2

>~
E
il

()]

Dataset Feat}lre Ransomware
Dynamic API Dataset
3 1A 5,811 1,524
ATt 4,008 942
2NA] 9o 1,803 582
= 9 12
4 B4 286 30,970

4.2 A4

Zyzre] dHolHAE diste] AitstE A
5 PCASt LDAE &3 5A4S F33to] o5 %
4E ZA§“DP A dolE A ESE Ahdo] FHad
HelHAES 72t s dHolHAIES ASF dlol
A ER b}-m- & A B el 288t
F7be FdEAT g <a¥ 3>elA w
= vkeb At

[ DATAset
]
[ Scaling ]

Original
l PCA
l LDA
e e e e e e e e e e e e e e e e e e e = = =
C
¥ Y
[ Training set ] [ Test set ]

L ]

[ Classifier H

Classification ]

Result

(29 3) 2% I3 74

‘Feature Dynamic APT®] #t-2 E/dwnic} He7t
teu wdeo] 45 Fet7] falA Scaling
o] Hgsitt AFoAE Min-Max Birsh %
215 APete] dolHAIESY BE BEAS 0004 1
Atole] gro g WEallt} Standardization 4T3}
/\25@—5—],0:1 014_ Min-Max xq-ﬁLg]_ H]—)\] o] nd 01
g o Agskdch
AHEE R/ 712 (9], [10]9] A&
LightGBM o= A3t ont ofe 7HA]
& 7IHEs A vl [7]) (1119 d+
S AEste] LightGBM3} o] H28 <u
}4-3}+= XGBoost, CatBoost 7I®H7HA] %

!

o,

0N i XK g of
Lot o

o N, i
o rhu Lo ob
_&émb

>~

iC)

}z} =S A=

g
EU‘r ’o‘}b} ZMI *éxé 3 100%°l 77k A=
7Rk B Ao A LDAE B8 92 A dloly
AES EA /5@, 1171)= PCAS A& A
tolEAES 54 744870, 6670)<F ¥t <
wf ZA 22 Abo]7] W] LDAE 4= 10
0%E 7I+o2 54 NeE AAsdn
A AHe <F 2>olA B upel 2

<E 2> Ay 34
+ A A Windows 11 Pro
CPU 11th Gen Intel i5-11300H
RAM 40GB
7fakel o] Python 3.10
4349 A% 2 BA
Age oz FF e EFE BT I3
gou, olx B/ AE B4 Y FhUIHel
A& EAHS BF AES ARy fForet A
F gaYE A= EIAL o) B
A= <F 3> 2o



<E 3> 7 Ho|EHAES o7 BF A} 432 574 Ado] 2 HoHAE
5l Exo] mko ¢ 2
Hole A= A7 A% 2a Qste F1 sk Aol ©-2 ‘Ransomware Dataset™= =

2 - LightGBM | 0.9957 | 0.9931
PCA - LightGBM | 0.9880 | 0.9808
LDA - CatBoost | 0.9751 | 0.9603
1% - LightGBM | 0.9836 | 0.9784 o W) wa
Ransomware =5 /=m0 10,9770 | 0.9692

o
: 0 O =3l Ao ol 1o HAEES
Dataset  "THA~ Catboost | 0.9999 | 0.9999 ®dp F% AsS wiH ZE HelHASE

Feature
Dynamic API

Y Ad= 933%°] AgEE Hiou & AT
S

wepA el qremd A e 2 A LightGBM, CatBoost”]¥F el LDAE A&
SR U B ARNS BAEL AT @ 49 of 110 22 119 54 e A4
M Ee= 48 Ee Fl1 Scores &-&3tt}. dolH T 9869%2] AEE woln of 5%p o] o4
AEeA 7 Faleel AE A7k wddeine, @ Asg vEhlg gAssirh
F1 Scoreg Alttéehi= WWE & micro average o2 B EA x9o] = AMMgolE BB
= A8 s Adstalth T 2Pz gig olsrt glo] 54 FES=

PCAXTE 7]& dlo|HAMES] ZPrE 7|Wro=
431 52 Aol H2 HoHAE 54¢ FE8s LDAZH 9% Asivhs Ae ¢

&4 E4Jo] & ‘Feature Dynamic APT dlo] F AAJTE Ransomware Dataset’®] Ad ZAite=
BAEE 9RS stoz BRI Adst 54 F <E S>OA Hi= whet 2
Z79e A4 Wut dugon o & A
T2 BTk ey 74 2d7E vugds o 5 <3 5> Ransomware Dataset UF% &7 23}
B FE7MS 8T s AR SN mde) 4
: C ol 3 . 7o wd | =ga| gme | M
g9} Fl Scoret #ol= W] 1.63%p= w2lv] score
gk Aolgbal ®H7|E ofEigith 2e dHolHAEES ! XGBoost 0.6393 | 0.6393

. . ) 9% | LigntGBM | 30.970 | 0.8754 | 0.8754

Qa = 21010 SR =
go]l Holx ¢kokth PCA9 LDAS #4438 el XGBoost 0.6426 | 0.6426
uS ¥ WS ulE LDAS He3k mdo A% PCA | LigntGBM 66 0.8492 | 0.8492

CatBoost 0.8393 | 0.8393

O] O ~=]1] : o] NE A . .
° &8 53k Dynamic APTe] 49 2 XGBoost 0.6426 | 0.6426
F= <GE Lol B kel 2 LDA | LigntGBM 11 0.9869 | 0.9869
CatBoost 0.9869 | 0.9869

% 4> Feature Dynamic API t5 &% A3}

F1 5 4 &

T w544 | A%
score
XGBoost 0.7773 | 0.7773
Al Al o 122 ol% 512 ) ]

9% [LigntGBM | 286 | 0.9828 | 0.9828 Aol A S8l 7ASE 7 FA R

CatBoost 0.9768 | 0.9768 gFallof et 54 A9 A= AH AAI e
poa [TiemGM] 48 [og6s [oses] b 0 Al A% wilel Aol Az £ 9

ign . . el = i} }

CatBoost 0.9656 | 0.9656 enw A Fa7h dadEofol .

XGBoost 0.7721 | 0.7721 2 =2dlAe ZAIEE 7k dddle] 34 €4

LDA | LigntGBM 8 0.9733 | 0.9733
CatBoost 0.9751 | 0.9751




122 &%

%
fz
2
i
da
3
X
[\
w
)
X
=
fo

S
(@)
DN
w
[e)
@

N

Lok
3R
U -

o
N
e
X
EC)
2
u
)
B
2
n)
I
3
ol
=
B
=

El
oAz o=
o X N

T1TH
1A8s 718 mEo M F2 A}

ol e
o
&

Shd

b=

2

‘l'N

rlo

oX,

off

o

o

o®opl
)
2

=2
(SN

2

s )

ok

w N

o e

(3

o,

T

)

do

:OIL_"

i

ox

Ny P

=2

rlu ol

o
N
~
%0,
4P
=
1o

)
oo
g

—ﬁr XGBoost, LightGBM,
7o 2 wdsle] T4

2, Mo

i)
buipd
3
1%
o

CatBoost 7]

GAE A=

=
o 32

0 =

75k gglel &
o olojAA]

i
oX,
R0
rio,
Lo,
o>‘ ly

o
=

e

:1m Ho

= |
Dynamlc APT Hlo|HAES #H$ EAS
Wi & HolHAES I o] &% B
T& B3tk v PCA, LDAE @%6&
A3t 9} F1 Score? #ol+= A 1.63%p
frolm gk abejgtal ®1r] o Sith

ExJ0o] 30,9707§¢! ‘Ransomware Dataset’®] 7

=
>

‘Feature

F53H

4 %
r%'ﬂ
o_>L

¢ LDAZ A8% wdlo] 958 45 uslth. 9
2, PCAE A&3 mdy nustds o AHIree}
F1 Scoret®= Hl 14.76%p -3t}

A9e B H% 549 Fol B A9 F4E
Ag3tA e Blo] ol R 45 FAE
o), S48l 47} ol ackd Feast vl
£4& %% PCARTE 7|E HoHAES ¥~
2 Jlow BAS %% LDAS 4451 20| &
9] A5e ¥ 5 AL s

P ATl AE TG Aol WAslolE AL
2 85 o2 §Hom Base] ausle] dol
UAEE 75% T, LDAS 448 299 A7)
Uz o7 elt

Fazd
[1] Emisoft, “The State of Ransomware in the US:

Report and Statistics 2022 (2023.1.2)", Retrieved
Feb. 11, from: https://www.emsisoft.com/en/blog/
43258/the-state-of-ransomware-in-the—-us-report-

—
3
!

—
o
e’

—
©
=

[10]

and-statistics-2022/.

Korea Anti Ransomware Alliance, “KARA #H7
o] 3 WA (20229.20), Retrieved Feb. 11,
from: https://www.skshieldus.com/kor/support/download
/report.do.

Donoho, D. L., "High-dimensional data analysis:
The curses and blessings of dimensionality.”,
AMS conference on Math Challenges of the 21st
Century, pp.1-32, 2000.

Hotelling, H., “Analysis of a complex of statistical
variables into principal components.”, Journal of
Educational Psychology, 24(6), pp.417-441, 1933.
Fisher, R. A., “The use of multiple measurements
in taxonomic problems.”,
7(2), pp.179-188.
Almashhadani, Ahmad O., et al.
network-based

Annals of Eugenics,

"A multi-classifier

crypto  ransomware  detection
system: A case study of locky ransomware.”
IEEE access 7, pp.47053-47067, 2019.

Sgandurra, D., Munoz-Gonzalez, L., Mohsen, R., and
Lupu, E. C,
Ransomware: Benefits, Limitations and use for
Detection.”, arXiv preprint arXiv:1609.03020, 2016.
Gyu Bin Lee, Jeong Yun Oak, Eul Gyu Im,
“Method of Signature Extraction and Selection for
KIISE Transactions
on Computing Practices, 24(2), pp.99 - 104., 2019.
Nguyen Duc Thang, Soojin Lee. "LightGBM-based

Ransomware Detection using API Call Sequences.”

“Automated Dynamic Analysis of

Ransomware Dynamic Analysis.”,

International Journal of Advanced Computer Science
and Applications 12.10, 2021.

Ji-Gu Lee, Soo-Jin Lee, “IoT Attack Detection
Using PCA and Machine Learning.”, Proceedings
of the Korean Society of Computer Information
Conference 30(2), pp. 245-246, 2022

Sahin, D. O., Kural, O. E., Akleylek, S., & Kilg,
E. “Permission-based Android malware analysis
by using dimension reduction with PCA and
LDA.” Journal of Information Security and
Applications, 63, 102995, 2021.

Datti, R., & Lakhina, S., “Performance comparison
of features reduction” techniques for intrusion

detection system. vol, 3, 4., 2012.


https://www.skshieldus.com/kor/support/download/report.do
https://www.skshieldus.com/kor/support/download/report.do

(M &H27H)

7 3 A (Han-Seok Kim)

20143 3¢9 STAbetul shat
20213 3¢ ~ @A

st g vhekstal AAL 9

email : 14.10083a@gmail.com

o] = 7 (Soojin Lee)

1992 3¢ SAtaE L gap
1996 2¢€ AAdista AA}
2006 29 S=ratsly) &9l uhAb
20061 39 ~ &

st avbe eyl wg

email : cyberkma@gmail.com



