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A Study on Security Enhancement for the Use and Improvement of
Blockchain Technology

Seung Jae Yoo*

ABSTRACT

In this study, in relation to blockchain protocol and network security, we study the configuration of blockchain
and encryption key management methods on smart contracts so that we can have a strong level of response to
MITM attacks and DoS/DDoS attacks. It is expected that the use of blockchain technology with enhanced security
can be activated through respond to data security threats such as MITM through encryption communication proto—
cols and enhanced authentication, node load balancing and distributed DDoS attack response, secure coding and vul-
nerability scanning, strengthen smart contract security with secure consensus algorithms, access control and au-
thentication through enhanced user authentication and authorization, strengthen the security of cores and nodes, and
monitoring system to update other blockchain protocols and enhance security.
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