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A Traceback-Based Authentication Model for Active Phishing Site Detection for
Service Users

Baek Yong Jin®, Kim Hyun Ju™

ABSTRACT

The current network environment provides a real-time interactive service from an initial one-way information prov
ision service. Depending on the form of web-based information sharing, it is possible to provide various knowledge a
nd services between users. However, in this web-based real-time information sharing environment, cases of damage
by illegal attackers who exploit network vulnerabilities are increasing rapidly. In particular, for attackers who attempt
a phishing attack, a link to the corresponding web page is induced after actively generating a forged web page to a
user who needs a specific web page service. In this paper, we analyze whether users directly and actively forge a sp
ecific site rather than a passive server-based detection method. For this purpose, it is possible to prevent leakage of
important personal information of general users by detecting a disguised webpage of an attacker who induces illegal

webpage access using traceback information
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