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Abstract

APT cyber attacks have been a problem for over a past decade, but still remain a challenge today as attackers

use more sophisticated techniques and the number of objects to be protected increases. ‘Cyberattack Tracing

System’ allows analysts to find undetected attack codes that penetrated and hid in enterprises, and to investigate

their lateral movement propagation activities. The enterprise is characterized by multiple networks and mass hosts

(PCs/servers). This paper presents a data processing procedure that collects event data, generates a temporally and

spatially extended provenance graph and cyberattack tracing paths. In each data process procedure phases, system
design considerations are suggested. With reflecting the data processing procedure and the characteristics of
enterprise environment, an operational architecture for CyberAttack Tracing System is presented. The operational

architecture will be lead to the detailed design of the system.
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Fig. 2. SPADE kernel architecture
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Table 2. Available cybersecurity areas of cyberattack
tracing system
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