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ABSTRACT

Messenger phishing, communications frauds crime, exploits remote control of smartphones and non-face-to-face financial
transactions, causing property damage due to money transfers, as well as account opening and loans in the name of victims.
Such financial accidents may be careless of victims, but the current messenger phishing criminal method is intelligent and
can be seen as digging into loopholes in the non-face-to-face user verification process. In this paper we analyze how
messenger phishing uses loopholes in user identification procedures in non-face-to-face financial transactions. Through
experiments, it is suggested to improve the non-face-to-face verification process for safer financial transactions.

Keywords: Messenger phishing, Remote control, Non-face-to-face financial transactions
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(DContact victims by impersonating family
members and acquaintances —

!
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Card from victims
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| @Mobile Banking Access
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®Enter account password
for financial transactions
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®Apply for a new loan
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!

| OLoan execution
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| @0Transfer the loan to the crime account

Fig. 3. Proceed with Messenger Phishing
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Table 3. Non-face-to-face User Identification method statistics
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Table 4. User ldentification Method (Improve-
ment plan)
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