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ABSTRACT

As software development progresses and programs become increasingly complex, the cost of reducing and managing
software vulnerabilities has also increased. To address this issue, the Rust programming language, which guarantees Memory
Safety, has been suggested as an alternative for more error-prone languages such as traditional C/C++. However, Rust also
supports the use of libraries written in C/C++ to enhance compatibility with older languages and avoid redundant
development, compromising its original guarantees. For example, memory corruption happened in C/C++ can lead to exploits
such as buffer overflow, Use-After-Free and null-pointer dereferecing. To tackle this problem, recent studies have been
conducted to secure interactino between Rust and C/C++ by isolation. This paper uncovers areas that have not been fully
explored in previous studies, following limitation analysis on each. Finally, this paper suggests the future direction of
research on safe interaction between Rust and C/C++.
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Fig. 1. Attack Scenarios between Rust and

Rust|

sl FAEZHE Rustd Memory Safetys
AANE 7o) vy wtell A<d Bt 7[HEY &

. 7|18k 712 7&0l M2 Rust-C/C++
2l 7= Hlmw 24 3 "o}

3.1 st=40f 718 Az Jl&

PKRU-Safe(12) Rust®] 3 wluel o9&
Q- A EZHE] HIdh= 7)Eolth. st=de] 7]
%<l Intel®] MPK/PKU(Memory Protection
Keys for Userspace)(16)5 83t Rust <}
C/C++ <499 A AdE ARt 54 w4/
zaalole] WS ggsle] i dlolelE +AlEk
HE oA - HelEzE C/C++ dds &
sz MRy dgAE o ¥ HEE WAz

PKRU-Safex= MPK ¢ dAA1T7)S 2
2 AG3R= A Yoz 3] wEme] oJduke Bedt
= g7 it & A" 3l A /A W
MPK®] B3 §lo] C/C++ deelA Aol 7Fs
sfth. #7 PKRU-Safed] 8141dl 54 zzsjele]
7)e A M e TR 04—‘"%% w5 A
5, MPK A3 solA
U 71Eol7] wel E—‘i—% doje mz Fe=
o] ¢Ae] HQsjr}

F Zaydale] A w3l &gt AxES
v AA el A EAE F8sle AL A
A (soundness)e] A7} Fo] RF = ojol & AA
o] el kZo] Hrha 3sioivt. HHHE Hx)e
B2 A (completeness) ol Q1A &
g 4 glon}, 2ol F o] <bAd welet
Ack. At A Zeulodee] kA

111

ot |

fe 2

a2
F—i

7

_|_.
.

T

%N 2 ol
" i& r{o

4 H

—|—‘

0

A wAlelA Egkel Q&) o Axpt =2A H$H
o = HAe] depdl wiric}t AE ZREIlelE]s 7
Hokgltls  thde]  ZAlgtl o]  (Code
Coverage ¥AI9E AA== FEld, Z2170]
AALE qHgke] Tolvta, & v 23 A7t 22
e DAE AH ks FgAY HAE 7RITh
Galeed(13)&= PKRU—SafeS’Jr w7 R 2
MPKE &3le] Rust®] 3 #lReE t}E doj=s
B Az} o] H-E PKRU-Safed] wlxz] =M
E Ffrebe Axc 2o U et WS
Adiglon 7|29 XEE AT fAF EAH
(pseudo pointer)E Akt FF=+ Rust W
o] ZQlElw C/CH++elxe - 1D Jejaut
EAE, wjebd ZQAEHE AAE A= Y A
A =3k [DE AR VA EE WA, o 3
FollA Rust AAE HAILsr] ¢ Edg o
Zx7F obd Rust &5 &S 3 "k 34
Rust7} wWxze] A& sHlstA dasles

ol
FF

T shie EQlE 24
o:

Galeed Zf2] gHAA
of 7]lgket, o 2 JGAX EIE =
2 AA/ A el AAEH T E] oA A}

. 23l AliasE HEA FH&d,

glatel 3 alias AT 2= md J@=z)

E2 guelol deh weby Eele

Alias #419] A& 57} Eolo} [Del] Ixx7} Yol

R | o L e o i R | L= e i

¥9E Alias ¥4 A4 Erlssicla geA ¢l

tH18). wekA 22 gAH Abselxnt byl

Alias #40] 71s3l7]d] o] 7€ AL )

N,
>
Ao 1%

2

oo
ey
o
E
ik

3.2 2GAH 718 A2 &

SandCrust(14)& 2 AA7} A3t Z2A
2 w9 A" 715 83k, Rust Z=e}
C/CH++ F=E 7Z17] g2 Z 2426 gtsle] A
P71 71%Eeltt. Rust Z2A29} C/C++ =
ZA|2~= RPC(Remote Procedure Call)E £
A AzARLsle . L2~ 7 AGEE I QA=
7S A>3lsle] Unix piped Fa Adsic

9 7l TG AAY] 7FEE Z2A 2~ Ao 7]
ukshut, o) o] gL E AIAFICE o =
= AME37] el

By
m
I
fr
i
bt
Lo

N
i\
ot
)



A A Aok =t A8x1e] 9
BolA Aol b Hlole). miAzte R o
of Aol o[ 5% u o} AMET EAN ¥ 2B

(context switching)e] dejut&=dl, o]+ <%

r

5 WA 575 A5 A A= A
gle] =r},

Fidelius Charm(15) =3t 24 AAY 71%%
3asty °1htﬂ Memory Page A+ H3e =%
sle] $13e del24E Rust dlolelo] wigt H
< T et AT HId Hr1/20] e ¥

7] AL, AT B £22 A% A3 4 9l
SandcrustellslE RPC7} <lo] 7+ Abazkgol
AAA ] E AR, Fidelius Charmellsl 74zt
7} AA AAE wAEek gk Rl o g4
320 AFo A ZEo] AlFehs dAolA| U x
2 g4E Sk dE o B4 WeE R
ol g]dlA HEHA] 3kl b7 eliAe sl
Wt 239 wme do]x] AghE Ade] A3}
B 3 aAsofsict o o] Frix

Eelo] Rust #WoR Zolow izl o %o
upe} oA oAl el dlo]A] A AgHE H7EhA =
t} ol o]l2H o vrel 91X AAgle] 24
T A Zlseld, A A 23 dele e}
g dHelHE tFe IZ:=E el AE
(On-demand)sfiof 3}7] W&ol 284 SHelA

T b

J

Table 1. Comparison of Security Characteristics
on Recent Rust-C/C++ Protection Models

PKRU Galeed Sand | Fidelius
-Safe alee crust Charm
Supported All,
Memory Heap Heap All On-de
Types mand
Pl'qtectlon Page Page Pro- Page
Unit cess
Pointer as 0 0 X 0
Parameter
0S
Feature X X 0 0
HW
Dependen 0O O X X
cy

<

Jor U
o IM
HI
1x
fjo
Olm
rok
N
T
e

o
muin
10

OE
ik

E!

09

9% %‘? ﬂEﬁuﬂoliA 940 WA JJF 47}
H3 el 2 A3z EA dlo]g Elele o} S
FER A9 5 g =AY, o) ejolrele] 2
ZkA] AR} Aok st

S Fdell A= Servo £ &~ MRSl 3

=sh @ $49718 Rust-C/C++ 43344 o)
del ofdl ABe] Qa, AT % G <lels
o228 ] ofdl QJiE vALA opich

4.1 Y9 MeEl(global state)2| =Xj

A e A15¥2> a2¥ 29 Evaluate ¥
A WA AR GAR =], o] WAl o] glo|H
el e A8 o WEA AR o3 A A
ee] 542 A== ARIF 2 e} ARl 9l

o FEHE A7) R, AT el QoM
o] EAlaH Shzchs Aoltk. g Eol, A
o A% U AR 74»} o

v x4 (opaque structure)
A g FollA= Al Wiel AT
37 e FERAE rlsked], olF o I <
Ho] 2o} Ad F)slo] 7304 Aref e BahA Q)

I jl H]-/\I S /H% ],

- extern "C" {

pub fn Evaluate(
cx: *mut root::JSContext,
options: *const root::JS::ReadOnlyCompileOptions,
srcBuf: *mut root::JS::SourceText<ul6>,
rval: root::JS::MutableHandle<root::JS::Value>,

) => bool;

}

Fig. 2. A FFI definition of "Evaluate” function,
which is one of SpiderMonkey API.
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let mut json_text = Vec::with_capacity(capacity);

- unsafe {
if !JS_ParseJSON(
*CX,
json_text.as_ptr(),
json_text.len() as u32,
rval.handle_mut(),

JS_ClearPendingException(*cx);
return NULLValue();

Fig. 3. Simplified examples that pass a pointer
of dynamically sized types from Servo(line 6).
JS_* functions are FF| functions.
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pub type JSSubsumesOp = ::std::option::Option<
- unsafe extern "C" fn(
first: *mut root::JSPrincipals,
second: *mut root::JSPrincipals
) -> bool,
>3
pub type JSCSPEvalChecker = ::std::option::Option<
- unsafe extern "C" fn(
cx: *mut root::JSContext,
kind: root::JS::RuntimeCode,
code: root::JS::HandleString,
) -> bool,

>;
#[repr(c)]
#[derive(Debug, Copy, Clone)]
- pub struct JSSecurityCallbacks {
pub contentSecurityPolicyAllows: root::JSCSPEvalChecker,
pub subsumes: root::JSSubsumesOp,

}

Fig. 4. Rust-defined callbacks that are stored in
Servo’s FFI types.
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