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ABSTRACT

The complexity of software products led many manufacturers to stitch open-source software for composing a product.
Using open-source help reduce the development cost, but the difference in the different development life cycles makes it
difficult to keep the product up-to-date. For this reason, even the patches for known vulnerabilities are not adopted quickly
enough, leaving the entire product under threat. Existing studies propose to use binary differentiation techniques to determine
if a product is left vulnerable against a particular vulnerability. Despite their effectiveness in finding real-world
vulnerabilities, they often fail to locate the evidence of a vulnerability if it is a small function that usually is inlined at
compile time. This work presents our tool FunRank which is designed to identify the short functions. Our experiments using
synthesized and real-world software products show that FunRank can identify the short, inlined functions that suggest that
the program is left vulnerable to a particular vulnerability.

Keywords: Binary Similarity Comparison, Vulnerability Identification, Inline Function

Received(01. 25. 2023), Modified(02. 15. 2023), R =Re ETRIFAGTAS] $leed 73] (2022-041) =
Accepted(OZ 20. 2023) SR i ek S =
R =S oAzl dR] =] ue-S i?ﬂ'ﬁb_ glon +* FA7}, splendormic@unist.ac. kr

A Ygo] Sl SEi3el whaw ul gl ‘”’“ ¥ 212}, hyungon@unist.ac.kr(Corresponding author)



306 FunRank: &4 &% 374 2 dole] 55 #4& F3 3705 by A
.M 2 79 dolg] 55 T = (data-flow graph)<

I-day #HHE azE] A Az} #HoF
e Aska i AAE IR Ao S Wi

T B2 JNEAfelA] sl o A7k
= 29 7 sl tee pERkEel Qs %
ofglth= AellA 2&E4s AXEOE A3}
b=l ole l-day FofH FHelxe A&
TRESEAL Qlrt. ol Thpe] eEAs LM ES el
T, o5 ARgste] AR A Ed Y=
Aol F7sta sstEo] Helste Alo] oA
7] Moz, /N FHef Az E o] A7F FUHH

EL\.._Y‘_“

HeEhe o] & EFsh= Zﬂ* AAE dddlelEst=
Ao ofHfer A HE 2 U3t w9t
I-day FeFdel x=2d ‘F e Aolrh. AA=

JPCERTS] 2l sl Logi #H3o 2k
A CVE-2021-44228 (2)& Hzx= A7} 24€
o F 109 Eat 34 A7k slgl (3), o] A1
el A7} A4HA ke Az 49 AT $A
Sl o3l aE YL AFeAdel gL Adela

pocd
[o
3
o
rr
E=)
~
)
ot
é
4,
T
[oN
D
<
e
19 d
RO
o,
2
20
ﬂ

4 % 4
2 Falely] $13 wole] Z=gA el o
we Aol Adse] sl 2 F A4 34 S
H}OM B HIL e Az A el 2e

T
[oN

1)

<
I
&
2,
o
L
%t
—r
m
12

3 dyoz o] niojz
A4S ol 7 7 54 (feature) S A3, o
Higdo. 2 wpelue|zt ekl Hells & = Al
o5 At 3 WA 542 shie wpeue]
T2~
T

=
=
ok
o)
o] g 5% Y ZE EAste] 4§
g 7}
kil
=

!
c
=
=5}
QO
=
=
rr
Y
12
o
mAr e
rulm

call- 51te featurei 7—.L ﬂ—r

ok
c
P
T,
2
o,
iy
Ky
it
ot
i
1r
—[>
o,
=
(e}
_L,
L o

FAste] AR data-flow feature®, ol& ¢
9] ¢Jn] (semantic)& Wdgl FunRank:
call-site feature® % F I3, 7ol =
| G e vt wiARE FH, A
3 —r'—-’] data-flow featured HWE=Z w3k

o A nlws| 7t o] Fekghpele] Tr*P
|4kt 2 Avbs Fsaeole] RS V)
& =919 HelZ AR}l Al A=, 4“1

A mfeldgldlA F& #9019 dFES 4l

gl ] Foggte 235 Esheddd e
A7 EAA 4 gl

FunRank®] A4 A 3
712 WA et S o] &a AES zlasigdnt. WA o
A QAelld 3 2 Al v
B A% Hrkg wx vzl BinKit(5)S o]£3
FunRankﬂ defeldl g Z=E wAE

< st =3k N ¥
H}"Mﬂe o] 48 AYelA= AA 1-day FHd
<= U 5 s kit

o

ol

=i
w P

rie
Mo

% 2L ey Pﬂ-lﬁln
o

LZ
X

[l. HHZAXA]
2.1 &= 2I2l2l (function inlining)

Function inlining &4 £&% 39 A9
2 aAlske #HA5E 7|elct (8). <lzkal Z2A 7]
& NP-complete #A|3HE o219
o FelaE suke) elelel HAE 7o) Aoty
ol gieh. Ak PHEES F2 Gl EAshe o
Hole] e g 3E3lee) A2 Rl B4
< aEsle] Qlepl A 45 AAS=H, GCC
o] 7% gt kel He A A o 2
sith A WAZ inline 7)9T5E A3l AL
CellA inline 719)=x Adde]dA s T4}
gkl & 7S AAskE 719 =elct (10]. o] 719
2= 2o e} Adgle] A AL
EAs el Rl FAA3E 45 =
WA= static 7198 Algsla AL ’“4 Feg)
ez FAE & wolch o] W = 2l F=
Zdutde] o] AAvic} ch2 A dAE 4 glon], uet
A o] A Agpdev WE FAe| s <lzfal
A8 A3t ch2A Hleh oA leeld e
ot o] ATt E7] wlEel wlelule] = Al

1:1



00 5831

(2023. 4) 307

A& 2o oA dem, o= &

g

2.2 Hio|H2| A 71HQ| 1-day F M A

N

ulelyy] AL vl 71HE T3l 1-day #Hekd
& Ashe okt dTEel Al BinGo
(11), Firmup (7)< nlejuey] Z=2ie =2
g ou =& if‘da‘} S FE3, AR o nt
ojuflell Al FEgF A Abold] H|LE F3 wlel
2] fALEE Akt o] & 913l nleyE o &5}
% BE 5‘-’?°ﬂ thate] grplR EAS AAER=,
ol ell Al AME3lE Ffr
Fsksta, Felr] 358
glolBalg] eas A s FEEk
gl Firmup Hleluz]e] §452] Alo] 5.5
a# el EAsHs 7] EE (basic block)S d
Aoz dely 354 o9FA 4 (backward
analysis)& A
T A g Fdsste] vlagict
(

Bianay 1), FIBER (12)= H}“’]ﬁﬂ"ﬂ‘i #

7 g} Bianay% g7} Hew 2~ I
Wl vlelye]ox] sz Z=E A3 9]k
o] Ale] 5% a2z FEe] 2z 7=
A AHRE wEeR o Hx] Zeg At
o] 5 FA3Isle] x| EA(patch signature)
At 2=l $AMEaA) sk vleluE]elA
Hyl 2ZE sl diel HA] 54 s AF
sted, 2|7} EAEA] ¢dew 1-day FHeFdel £
gtiy #edgied, FIBERE Firmup® fAFHI
Aol 55 2 2E P 718 ESEd gt d

32 FX(data flow analysis)S %lsjs}e]
7k 71 EEel| gk FA5E et o] & F9
§<42] ulolle] A (binary signature)S A4
oL

olgafe] A EAHE Hel, FHY ulolu]

K

Jz o

A ol f AL Hokd 71 o
FE ARkEg]

P YT ATES WL YEA el
B BARAL, Yo ) AL A 9 45
o $3a golnl, Asjalele] olal el B G

CVE-2017-16544+ busybox®] 1.27.20l4] &
A" FAPdez add_match FHpels] g3 uke
ARGl gk Aol Al 8 =7 gkl FhAjA o
2 919 Z= Ao rled 9y FHAe|r
(14). Fig. 1 busybox 1.25.1 MAHe] 4£27=
oA &eld 4= 9l F kg add_match &9 A
oot} 4] o]A2] add_match ¥5+E 3F2 F
5l 277} 22 ol anFE BAE T 2
Ne Fpell ATt EFHE Feds AT S+
sladtl. Fig. 2+ 1.25.1 ®W#Ae A~z s gcc
7.5.09] 71 A3 F4(-02)2 A F4(-g)
< 53 drste] A vlely]ellA add match
Z 353 complete_cmd_dir fileg IDA pro

(15)% E4) tgstdat Asfole). Anel = o]

o4, add matche 3IE#l  complete_
cmd_dir_filed] <lzfel =eo 2Ajge &old
=

A CVEel diste] 24217} released AlE©]
v 2ZEe] 7R ZdEelglE busyboxd]
CVE-2017-165447F 91387 A%shs e 714
sl wlolule] wla 7|HE 85 AWA Adele
£ add match® ZEAE A3z Aolr), 314
nk FHepgkro] 3EAE AT st FHekst
add_match7} Hk=Al EAlgth= A& 3AS
worz  BEMxE add_matche] Z2AXS $s
vy ZE v|wE Fal A3 3225 S
22 Aok gt divkeld A A LedlA
Ataral shs wlelue|zl RS Aokdy, bl

A & & 7] wEelrh = o Avees

static void add_match(char )
{
matches = xrealloc_vector(matches, 4, num_matches);
num_matches
num_matches++;

i

Fig. 1. The definition of vulnerable add_match
in busybox 1.25.1
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unsigned int _ fastcall complete_cmd_dir_file(...) Ns-ia=5
{

e 2.4 71 ei7o| 3

if ( (st.st_mod & OxFOOR) == 0x4000)

{

#((_BYTE *)v13 + v15) = 47;
*((_BYTE *)v13 + v15 + 1) = 0;
LABEL_17:

v16 = lineedit_ptr to_statics;

v17 = (unsigned __int8 **)xrealloc_vector_helper(
lineedit_ptr_to_statics->matches,
0x404u,
lineedit_ptr_to_statics->num_matches);

v18 = v16->num_mathces;

v16->num_matches = v17;
[18] = (unsigned __int8 *)

v16->num_mathces = v18 + 1;

goto LABEL_5;

/] ...
}

Fig. 2. The result of decompiling complete_cmd_
dir_files in busybox 1.25.1 binary
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Ranking by Sorting the similarity

Fig. 3. FunRank overview

Table 1. Term and Description for overview.

Term

Description

Target Binary

The binary to wants to check if the Target Function code is included.
Assume that the binary is stripped.

Reference Binary

The binary that is compiled with debugging symbol like function name
and not performed inline expansion optimization.

Target Function

A Function to verify that it exists in the Target binary.
It must be exist in Reference binary

Candidate set

A set of functions selected by filtering with call-site feature from Target binary
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main ={ malloc, strcpy, system, printf, scanf }
foo ={ malloc, strcpy, system, printf, scanf }

small_copy ={ malloc, strcpy printf }
small_vulnerable ={ strcpy, system }

Fig. 4. An example of a call-site feature
computed from call graph.
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Basic Block(BB): Lifted BB
Instruction 1 statement 1

Instruction 2

Instruction k-1
Instruction k

Data-flow graph
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|:> statement n-2 |:>

statement n-1

statement n

BB’s data-flow feature
= {{statement 1, statement3}

{statement n-2, statement n-1, statement n}

()]

Fig. 5. The process to compute data-flow feature from one basic block
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t4 = LDle:132(0x49308),
PUT(offset=8) = 10

IR statements from BB

t5 = Sub32(t@,0)
PUT(offset=60) = t5 1
t6 = Sub32(te, @) {
t7 = GET:I32(offset=64) STle(t@) = 19,
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Fig. 6. An example the data-flow feature about
one basic block
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01: vulnerable function: remove_output_file

02: the number of functions to compare = 87

03: call-site feature of vulnerable function
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04: compare function in target = treat_file

05: similarity = 30 / ranking = 1(2)

06: ...

07: compared function in target =

remove_output_file

08: similarity = 29 / ranking = 3(8)

Fig. 8. The result of FunRank.
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Table 2. The effect for each normalization
about data-flow feature.

base Level-1 | Level-2 | Level-3

1% 1 6 4 12 14
10%1 12 19 9 8
30% 1 14 13 (Nl 10
50% 1 10 6 10 8
100% 1 6 8 6 8
100% = 2 0 2 2
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Fig. 10. The result for different normalization
strategy about data-flow feature.
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Table 3. The result to identify 1-day vulnerability about binary from firmware with FunRank.

Avg.
Binary Version CVE Vulnerable function Confirms nzgljﬁ\;e man%al
efforts
lighttpd 1.4.26 CVE-2012-5533 htto_request_split value 104 24 1%
libcurl 7.29.0 CVE-2013-1944 curl_maprintf 3 0 9%
libcurl 7.40.0 CVE-2016-8618 tailmatch 3 0 1%
busybox | 1.25.1 CVE-2017-16544 add_match 245 0 3%
libcurl 7.71.1 CVE-2022-35252 Curl_cookie_add 242 0 8%
Table 4. The result about real-world binary with BinDiff.
Binary Function Inlined | Confirms con)?\i\:ige.nce sirﬁ\i\llagr.itv nZZI;t?\;e
libcurl tailmatch X 3 0.98 0.97 0
libcurl curl_maprintf X 3 0.13 0.08
libcurl Curl_cookie_add X 245 0.23 0.46
busybox add_match @) 0 0 0 245
lighttpd http_request_split value ) 0 0 0 128
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