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ABSTRACT

As an efficient key recovery attack on SIDH/SIKE was proposed, CSIDH is drawing attention again. CSIDH is an
isogeny-based key exchange algorithm that is safe against known attacks to date, and provide efficient NIKE by modernizing
CRS scheme. In this paper, we firstly present the optimized implementation of CSIDH-512 on ARM Cortex-M7. We use
three-level hybrid Montgomery reduction and present the results of our implementation, limitations, and future research
directions. This is a CSIDH implementation in 32-bit embedded devices that has not been previously presented, and it is
expected that the results of this paper will be available to implement CSIDH and derived cryptographic algorithms in
various embedded environments in the future.
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Algorithm 1. Montgomery reduction

Input :© An m-bit modulus M, Montgomery

actions 533 [« ]E = od4ksla. Bob&® whzh radix R=2", two m-bit operands X and Y,
= [B]EA% Aakgieh. 8] EAe)A] ARl ?;d:f . :n:lczg . pre-computed constant
group actiond 7}l o4& |a ]EB = [mEA Output :Montgomery product
7F Astar olF TR 7HAM Alicedt Bob9l (Z=(X-1) - B! mod M)
7] w3k FaH Lo Texy
2 Q<T-M mod R
2.2 STH2| ZHt 3. Z<(T+Q-M)/R
4 if Z= M then Z «<Z— M end if
CSIDHE] it = Azhe 71 o] An|sf 5 return Z

JAlL. L3} . .
AR FRHA Fig. 1. Montgomery reduction
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PRI 4
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Ak e AA S FaEA|RE e Alsbe] ko
24e] 1/89) Aol Z 7w sade} mdk oA A

Falodse] 2% WAL Saald 2w WA
Be 37 A3 {CARRY.Z)% ¥ QF 299}

Algorithm 2. Sub—Montgomery reduction

Input : An m/8-bit 1/8 part of modulus M,
where modulus M is m-bit, 1/8 part of
Montgomery radix R, where Montgomery radix|
R is R=2", an operand 7, in the range [0,2m/4)
and pre-computed constant JL{)/ =M ' mod R,
Output : Sub-Montgomery product

{CARRY, Z }= SubMonRed(T, M, R))

=1, - RpflmodMl and quotient @

(M, is an m/4-bit 1/4 part of modulus)

1. Q< 1T,-M mod R,
2. {CARRY,Z} e(]}){»@.ﬂé)/@)
3.

return {CARRY,Z},Q

Fig. 3. Sub-Montgomery reduction of three-level
hybrid Montgomery reduction
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(j=0,-,3)% AN B E two-level dlo]HE|E
AR HE FamlE] HAE A S AAE £
e A = ik o] HF - vy Ak ¥
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Algorithm 3. Three—level hybrid Montgomery reduction

Input : An m-bit modulus M, Montgomery radix R=2", and its 1/8 part radix R,J:Q"L/g, an operand

T where 7= X- Y in the range [0,2*™)
Output : Montgomery product Z= MonRed( TRM)=T-R ™'

mod M

1. {CARRY,.Z, },Q, — 23.
SubMonRed(710,2"/*], M[0,2"*], R ) 24.

2. K Q< M2ms 2

3. {CARRY,, K, } — 25.

1(1 +Z1 +(ﬂzln/472m/4+'m/8)+ CARRY;) . 2m/8 26.

4. {CARRY,, Z, }, Q, < SubMonRed(K,, M{0,2"*],R ) | 27.

5. CARRY, < CARRY, + CARRY, 28.

6. K, — Q, < M[2"/%,2m/")

7. {CARRY,.K, } — 29.
K, + 2+ (724 /8 9m2) + CARRY,) - 27/ | 30.

8. K (@2t Q) xmM2nt 2

9. {CARRY; K, } « 31.
K, + K, +(1(2"/2,2"**"/*) + CARRY,) - 2"/

10.  {CARRY;,Z},Q, 32.
SubMonRed (£ [0,2"*], M{0,2" /], R)) 33.

1. K, < @ xM2m/3,2m1)

12. {CARRY K| } — 34.
K, + 7, + (K, [2/4, 271 /%) + CARRY;) - 27/ | 35.

13.  {CARRY,,Z, },Q, < 36.
SubMonRed(K,, M{0,2"*],R)) 37.

14.  CARRY, < CARRY.+ CARRY,

15, K, < Q@ xM[2"/%2m/") 38.

16.  {CARRY, K, } < 39.

K+ Z,+ (K [27/ 478 2m/2) + CARRY;) - 2"/5 | 40.
17, CARRY, < CARRY,+ CARRY,
18, Ky (@ -2+ @) < M2t 2 ) 41,
19.  {CARRY,; K } — 42.
Ky + K + (12274 2m) + CARRY,) - 2"/t
20, K (Q -2V r g2 Q) |43,
x M2m/2,2m)
21.  {CARRY,.K, } 44,
K.+ K, +(1(2",2" /%) + CARRY,,) - 2"/
22.  {CARRY,,,Z },Q, 45.

SubMonRed(K;[0.2"/1], M0.2" /%), R,

K< Q< M2"/%,2m/1)

[CARRY, . K, }

K+ Z + (K, [27/, 27/ /%) + CARRY,,) - 27/*
{CARRY, . 7, }, Q; < SubMonRed( Ky, M{0,2""*], R))
CARRY,, < CARRY,, + CARRY,,

Ky — Q< Mi2m/s,2m/h)

{CARRY , Ky }

Ky + 7, + (K, [27/1 /8, 2m/2) + CARRY,,) - 27/°
Ky (@ - 25+ @) < Mz 27 1?)
{CARRY K } —

Ky + By + (5, [27/? 2727/ + CARRY ) - 2"/
{CARRY . Z, }, @ —

SubMon Red(K,,[0,2"/], M[0,2"/*], R))

K, < Q, < M[2"/% 2m/4)

{CARRY K, } —

K, + 2+ (K [2/4, 27/ /%) + CARRY,,) - 27®
{CARRY, . Z, }, Q, < SubMonRed(K,,, M[0,2"/*], R,
CARRY,, < CARRY, + CARRY,,

](12 <_ QB X ]u[2771/872m/4)

{CARRY, ) K, | <

K, + 7+ (K, [27/4F /8 9m12) + CARRY,,) - 2/
CARRY,, < CARRY,; + CARRY,,

Ky (Q - 2"+ Q) < Mi2m/*,27?)
{CAHRYQNKM }(*

Ky + Ky + (K [272 54 27) + CARRY,,) - 27/
CARRY,, < CARRY,, + CARRY,,

Ky~ (Qs AN Q- 2/t @ /e Q5)
X M2m/? 2m)

{CARRY;Z’[(l4} e

Ky, + K, + (11277222 + CARRY,, ) - 272

if {CARRY,,,K ,}= M

then K, < {CARRY,, K}~ M end if

return K,

Fig. 4. Three-level hybrid Montgomery reduction
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Algorithm 4. 64—bit sub—Montgomery reduction
on ARM Cortex—M7

Input : Intermediate results pointer RO of 7

(j=[n/4),--,[n/2]—1) 5 Axkst=d, oﬂ% o
®elAe OF @edr ARE QL] (i= 3)@r
Ml(j=4,--7)F 30 Q[i]be% AFghS-
& F gt O~0f A& '3}2'1 Q'

§s

0,---,7)% AAslz o5& Ea Qlilx)
(j=0,--,7)& AN 222 one-level ko)1
aree] zhak A} e

e
)
o o
tlo
_.:J
rvO
it
4>
?&
L
O d
=
@
@
<
@,
—H
M
r&i EI-J O et

BHO t}el %’45 :élxﬂ% 7:”/‘]»6’]—1‘4— _1

[n/2]7}¢] Qlils
(j=I[n/2];n—1)% Aitsted, 5 S Ol
Ae 0,0,0,0d4 AAE Q] 0
Mjl (j=8,-.15)% F3l Qlil < Mjl& ﬂl*&%}—é
& 5}‘”5‘ T 9tk O0~09 #4

@~@<A i o] sl Ao E-EZi—“r
AL —?6“6}“4 three-level 3lo]Bz]= Zwg
AR mhrg]Elnh 2RAgE 32 Fig, 4.9 s
131‘4

3.2 ARM Cortex-M70{AM2| 7§

CSIDH-512% | 512-bit &2 f3HAE A}
43t} w2bA three-level ¥-3 Famg] 741 3442
7] 64-bitel] siEdst=®E ARM Cortex-M79] #A|
2H=Z 7149 load®} stores 35K ¥ 7
4 olok. ARAlgE AL Fig. bl AlE=eigla
A ~E 2AE=L Table. 1.9 A&=og)c}

ARM-v7olAE zero register7} &A181#] %71
gio R4E 022 z27|3HAA AeE AT 4
zero register® AREHTE. @ < M2 - GlAlel

quotient pointer R1 of @, modulus pointer R2

of M,

carry pointer

pointer Mprime of M,

R3 of Carry,

constant

Output: Intermediate results 7,—7;, quotient
Q,— @, carry Carry

1. MOV R4, #0

2. LDR R5, [R2] (2]
3. LDR , [R2, 4] (4]
4. LDR  R7, [RO] [7;]
5. LDR RS, [RO, 4] (7]
6. LDR R12, Mprime [AM]
7. MUL R10, R7, R12 Q=1 X M']
8. MOV R9, #0

9. UMLAL R7, R9, R10, R5 T+ Q, < M
10. ADDS RS, RS8, R9 [T 1)+ Q, <M ]
11. LDR  R9, [RO, 8] (73]
12. ADC R9, R9, R4

13. UMLAL R8, R7, R10, R6 [T+ Q<M ]
14. ADDS RY, R9, R7 [T,7;+ Q< M)
15. LDR R7, [RO, 12] [7;]
16. ADC R7, R7, R4

17. STR R10, [R1] (@]
18. MUL R11, R8, R12 [Q =1, xM]
19. MOV R10, #0

20. UMLAL RS8, R10, R11, R5 [T+ @ <Ml
21. ADDS R9, R9, R10 (LT +Q <]
22. ADC R7, R7, R4

23. UMLAL R9, R8, R11, R6 [T+ @, <]
24, ADDS R7, R7, R8 [T+ Q <M ]
25. ADC R8, R4, R4 [ Carry]
26. STR R9, [RO, 8] [7]
27. STR R7, [RO, 12] [7;]
28. STR R8, [R3] [ Carry]
29. STR  RI11, [R1, 4] (@]

A A7lE eHERSE 7] #8348, 194
Table 1. Register scheduling of 64-bit
sub-Montgomery reduction on ARM Cortex-M7
Register Operand
RO-R3 pointer of 7, Q.M. Carry
R4 zero register
R5-R6 M
R7-R9 T
R10-R11 Q
R12 M

Fig. 5. 64-bit sub-Montgomery reduction on
ARM Cortex-M7
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Table 2. Comparison with Montgomery reduction and three-level hybrid Montgomery reduction

Implementation

Multiplication

Reduction

Montgomery reduction

Product-scanning

Product scanning

Three-level hybrid
Montgomery reduction

Product-scanning

Three-level hybrid
Montgomery reduction

F A9l 32-bitE MOV WHelE 3 022 27

I % UMLAL %#el& AHgshe Wiez 7
Aed Q< T8 Q x 719 75 A 3gellA
T

Iv. 78 21}

wrelAE QA Bavle] ke B

three-level slolBgle Zywz] 7S
Hl sl AA 34

fa
R
=

2 um2] 7HAE) three-level dto]lHzl= Zarw)
g 4ks wlwsly] $ls dubdel Faee 7w
g ARM Cortex-M7el F-&3te] w]mslgich.
Table. 2.5 & =i Fdg TaHz Ak}
three-level 3folHz|= Fare] S vl &
olth, FAUZ XA HnE Hd& F 7 BT

FAL 5438 product-scanning 7149k FAS A}
S dubAal FarHE] 7Rk HE AAH T FA
593 product-scanning 749F FA& ARSsle] F
s 3 ZAkal

t}. Table. 3.2 UukAal Z7v
7

2
store ¥l AFE-314E v|wg Fo|r}. store W
ol A3l 299 18R, load W] A
£31571 327 aE] vlme] S wEle] ARe3)
o

AaS
7k oF 24% et AL B F Sk

Table 3. Comparison of the number of load and
store instructions in ordinary and three-level
hybrid Montgomery reduction implementation

4 al

4.2 Mg

ook
fot

8 2

e

ARM Cortex-M7% vwho|a271EEe]Z ATt
STM32F32F769IDISCOVERYE EMRE=R A}
43 Ak Add A 5 ot 34
(Intergrated Development Environment,
IDE) STAIA A8k STM32CubelDEe]t},
TGAA glo] g FAFIER STAMA AlFs)
£ STM32CubeMXE &) 944 9L &
HAL(Hardware Abstraction layer) z}o]Hz{g]
= AR HA2EE AR F A APt

Table. 4.+= 7t Tazz] 734kl dsll CSIDH-512
9] Asg 34T 2= I9= AlelZelth. CSIDH+=
7] 2EE 1H $8F o 7] AT FH7] AatelA
27 2Wl9] group actione F3IEE F 499
group actiong e§ghel. w2k 50We] 7] w3t
S F3s 20049 group action®| H+, A,
tf Aol 5 A A2d 92 24MHz,
A3} g4 - 032 A

HAF, HAi, HIHAZ BT three-level slo]Bg
= 2392 7 £ group actiong F#skE

dnbdel FadE ke Esl group

Apo]Zo]  dubz ]l

actiong FH3h= AblFe & T5% U &
4 9lth. & &% ZHo4] three-level dlolHe|=
Zyg] zile] du

Hake] adnbAel o] ZHabdct of
1.33u2] A5 Aol sls& gl

Table 4. Performance results of group action of
CSIDH-512 (in clock cycle)

Ordinary Th}iii;liedvel
Avg. 2,594,043,398 | 1,953,742,613
Min. 2,131,776,798 | 1,571,062,416
Max. 3,120,140,202 | 2,373,861,253

. Three-level
Ordinary hybrid
load 1,140 813
store 112 141

V. 4

rhu

B =FeA= NIST PQC B3t 7% 19 sids}
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+ CSIDH-512% ARM Cortex-MT7% =lo]=Z27
EEZZ gk STM32F769IDISCOVERY HE=
Aelx (8)ellA AAIGE 7S A3 three-level
sfolHel= Fade] FMbe B8 HAsiEle] s

T83} three-level 3fo]Be|e Zawz] 7H4k
oubdel Zydlg] ZHAEEC) store WEo] A3
718k load w3l AM8-3157) 3279
e AT o] AM3lGTt 24% 3HAas)
AA] ZA oA dubA el FareE] 7HakR
5%2] Ako]F wrell CSIDH-5129] group
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2 EidMe dwkEed FadE Rk
three-level stolBe|l= Furz] 7H4ke] whAql ]
o5 8 F4 L product-scanning &
A= FF AT AAZR FA AAd A F
A3 A4S B3 Zadg 4 HA3E 293
Zolel, wgk el 3o HAZ 7)H
CSIDH <a2lEe] #HA3 7|Hs 443kl v%
FAE Aes BY F UES T Aol o3 o
TE S8 A2 7] Al=E AW
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e e A
CSIDH ¥ o]& 7[Mleg 3 Axpaw dag|&ql
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