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ABSTRACT

ORAM(Oblivious RAM) is an algorithm that defends side channel attacks when the user uses an untrusted server or
hardware. ORAM defends against leaks of information by hiding data access patterns. However, ORAM is not in practical
use because as ORAM reinforces hardware security, it also has a severe disadvantage in processing speed. In this paper, we
suggest using newly introduced hardware, PIM (Process In Memory), to acceleratt ORAM and use it practically.
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Algorithm 1 PathORAM [23]’s Access(op, a, data*) :

1: x + position[a]

2: position[a] + UniformRandom(0 .. -1)
3: for 1 € {0,1,...,L} do

4 S+ Su l?c-a(!Bm'krf(P(.r.I)

5: end for

6: data + Read block a from S

7. if op = write then

8: S+« (5-{(a,data)})U {(a,data™)}

9: end if

10: forle {L,L—-1...., 0} do

11: 8"« {(a’,data’) € S : P(x,l) = P(position[a’], 1)}
122 8" « Select min(|S’|, Z) blocks from S’

13: S 8§-9

14: WriteBucket(P(x,1), 58"

15: end for

16:

17: return data

Fig. 1. Path ORAM Access Alogirithm(6)
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