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ABSTRACT

Multivariate quadratic equations (MQ)-based public-key cryptographic algorithms are one of promising post-quantum
replacements for currently used public-key cryptography. After selecting to NIST Post-Quantum Cryptography Standardization
Round 3 as one of digital signature finalists, Rainbow was cryptanalyzed by advanced algebraic attacks due to its multiple
layered structure. The researches on MQ-based schemes are focusing on UOV with a single layer. In this paper, we propose a
new MQ-signature scheme based on UOV using the combinations of the special structure of linear equations, spare polynomials
and random polynomials to reduce the secret key size. Our scheme uses the block inversion method using half-sized block
matrices to improve signing performance. We then provide security analysis, suggest secure parameters at three security levels
and investigate their key sizes and signature sizes. Our scheme has the shortest signature length among post-quantum signature
schemes based on other hard problems and its secret key size is reduced by up to 97% compared to UOV.
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Table 1. Suggested Parameters and Complexities
of Our Scheme against Known Attacks(o: the
number of equations, v: the number of Vinegar
values)

Security 1 3 5
level
(0,v) (46,72) (72, 112) | (96,148)
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Table 2. Key Sizes and Signature Sizes of Our
Schemes (Bytes)

Sch | Security 1 3 5
eme Level
S. Size 134 200 260
RR PK 328,441 | 1,238,761 | 2,892,961
SK 282,177 | 1,057,825 | 2,460,469
S. Size 134 200 260
LER PK 328,441 | 1,238,761 | 2,892,961
SK 166,473 | 614,753 | 1,423,877
S. Size 134 200 260
LES PK 328,441 | 1,238,761 | 2,892,961
SK 17,433 42,209 74,117
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Table 3. Comparison of Signature Sizes (Bytes)

Scheme 1 3 5
Our Scheme 134 200 260

Dilithium 2,420 3,293 4,595

Falcon 666 1,280
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