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ABSTRACT

Cryptanalysis can be performed by various techniques such as known plaintext attack, differential attack, side-channel
analysis, and the like. Recently, many studies have been conducted on cryptanalysis using deep learning. A known-plaintext
attack is a technique that uses a known plaintext and ciphertext pair to find a key. In this paper, we use deep learning
technology to perform a known-plaintext attack against S-PRESENT, a reduced version of the lightweight block cipher
PRESENT. This paper is significant in that it is the first known-plaintext attack based on deep learning performed on a
reduced lightweight block cipher. For cryptanalysis, MLP (Multi-Layer Perceptron) and 1D and 2D CNN(Convolutional

Neural Network) models are used and optimized, and the performance of the three models is compared. It showed the
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highest performance in 2D convolutional neural networks, but it was possible to attack only up to some key spaces. From
this, it can be seen that the known-plaintext attack through the MLP model and the convolutional neural network is limited

in attackable key bits.
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2.4 1x1 Convolution(4)
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Table 2. Hyperparameter details of the models

Hyperparameters| MLP |CNN1D | CNN2D

Kernel size - 3 1
Batch size 128
Loss function MSE loss
Activation funtion ReLLU
Optimizer . Adam
(Exponential decay method)
Range of Ir 9’00911 380011 0.001

Epochs 30

Table 3. Comparing number of parameters in
CNN2D

Kernel size Total parameters

1 142,544

3 1,223,888
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Table 4. BAP and Average of accuracy for models (9~13-bit key space)

Model Key 1st 2nd 3Td 4th 5th 6th 7th Sth gth loth llth 12th 13th 14th 15th 16th AVG
9-bit | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 [ 0.64 | 0.65 | 0.66 | 0.67 | 0.63 | 0.61 | 0.66 | 0.61 | 0.57 | 0.79
MLP 10-bit | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 | 0.62| 0.62 | 0.63 | 0.63 | 0.63 [ 0.61 | 0.6 | 0.54 | 0.6 | 0.59 | 0.75
11-bit | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 [ 0.56 | 0.58 | 0.56 | 0.56 | 0.56 | 0.57 | 0.54 | 0.52 | 0.55 | 0.54 | 0.53 | 0.69
12-bit | 1.0 | 1.0 | 1.0 | 1.0 [ 0.51 [ 0.53 | 0.56 | 0.53 | 0.54 | 0.53 | 0.54 | 0.51 | 0.51 | 0.52 | 0.52 | 0.51 | 0.64
9-bit | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 [ 0.71]0.72]0.71 | 0.73 | 0.71 | 0.7 | 0.7 [ 0.69 | 0.68 | 0.83
CNN1 | 10-bit | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 | 0.63 | 0.63 | 0.64 | 0.64 | 0.64 | 0.62 | 0.61 | 0.56 | 0.61 | 0.59 | 0.76
11-bit | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 [ 0.56 | 0.58 | 0.56 | 0.57 | 0.56 | 0.57 | 0.55 | 0.53 | 0.55 | 0.55 | 0.53 | 0.69
9-bit | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 [ 0.71]0.71]0.71 | 0.71 | 0.69 | 0.69 | 0.67 | 0.68 | 0.66 | 0.83
10-bit | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 [ 0.62 ] 0.62 | 0.63 | 0.63 | 0.63 | 0.61 | 0.61 | 0.57 | 0.6 | 0.58 | 0.76
CNIN2 | 11-bit | 1.0 | 1.0 | 1.0 | 1.0 | 1.0 | 0.57 | 0.59 | 0.57 | 0.58 | 0.58 | 0.58 | 0.56 | 0.55 | 0.55 | 0.56 | 0.54 | 0.7
12-bit | 1.0 | 1.0 | 1.0 | 1.0 | 0.52 [ 0.54 | 0.56 | 0.53 | 0.54 | 0.54 | 0.54 | 0.52 | 0.51 | 0.52 | 0.52 | 0.52 | 0.65
13-bit | 1.0 | 1.0 | 1.0 | 0.54 | 0.51 | 0.52 | 0.55 | 0.52 [ 0.52 | 0.53 | 0.53 | 0.51 | 0.51 | 0.51 | 0.51 | 0.51 | 0.61
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